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Abstract---With numerous organizations collecting customer 

data there exists a possibility of data sharing for exploring 

interesting data about behavior of customers. This leads to 

identification of customers which can be treated as a privacy 

threat according to directives. These acts insist that 

anonymity should be guaranteed if the customers wish so. A 

customer data normally contains attributes like SSN name, 

age, postal code, date of birth and gender. This data enables 

identification of the individuals even though information 

like SSN and Name suppressed. This was first identified. 

The solution proposed k-anonymity property to be applied 

to the data before release. Subsequently several solutions 

were published. Most of them addressed issues related to 

preserving privacy of individuals related to a single 

organization. This paper discusses an approach to protect 

privacy when anonymized data of two or more organizations 

is integrated. 

I. TECHNIQUES USED 

 Data anonymization A.

While the released table gives useful information to 

researchers, it presents disclosure risk to the individuals 

whose data are in the table. Therefore, our objective is to 

limit the disclosure risk to an acceptable level while 

maximizing the benefit. 

This is achieved by anonymizing the data before 

release. The first step of anonymization is to remove explicit 

identifiers. However, this is not enough, as an adversary 

may already know the quasi-identifier values of some 

individuals in the table. This knowledge can be either from 

personal knowledge. For example, knowing a particular 

individual in person, or from other publicly available 

databases like a voter registration list that include both 

explicit identifiers and quasi-identifiers. 

A common anonymization approach is 

generalization, which replaces quasi-identifier values with 

values that are less-specific but semantically consistent. As a 

result, more records will have the same set of quasi-

identifier values. We define an equivalence class of an 

anonymized table to be a set of records that have the same 

values for the quasi-identifiers. 

To effectively limit disclosure, we need to measure 

the disclosure risk of an anonymized table. To this end, 

introduced k-anonymity as the property that each record is 

indistinguishable with at least k-1 other records with respect 

to the quasi-identifier. In other words, k-anonymity requires 

that each equivalence class contains at least k records. 

 Disclosure identification B.

Government agencies and other organizations often need to 

publish microdata, for example, medical data or census data, 

for research and other purposes. Typically, such data are 

stored in a table, and each record or row corresponds to one 

individual. Each record has a number of attributes, which 

can be divided into the following three categories: 

1) Attributes that clearly identify individuals. These are 

known as explicit identifiers and include, e.g., Social 

Security Number.  

2) Attributes whose values when taken together can 

potentially identify an individual. These are known as 

quasi-identifiers, and may include, e.g., Zip code, 

Birth-date, and Gender.  

3) Attributes that are considered sensitive, such as 

Disease and Salary. When releasing micro data, it is 

necessary to prevent the sensitive information of the 

individuals from being disclosed. 

Two types of information disclosure have been identified in 

the literature namely Identity disclosure and Attribute 

disclosure. Identity disclosure occurs when an individual is 

linked to a particular record in the released table. Attribute 

disclosure occurs when new information about some 

individuals is revealed, i.e., the released data make it 

possible to infer the characteristics of an individual more 

accurately than it would be possible before the data release. 

Identity disclosure often leads to attribute 

disclosure. Once there is identity disclosure, an individual is 

reidentified and the corresponding sensitive values are 

revealed. Attribute disclosure can occur with or without 

identity disclosure. 

It has been recognized that even disclosure of false attribute 

information may cause harm. An observer of a released 

table may incorrectly perceive that an individual’s sensitive 

attribute takes a particular value and behaves accordingly 

based on the perception. This can harm the individual, even 

if the perception is incorrect. 

 Data protection C.

The protection k-anonymity provides is simple and easy to 

understand. If a table satisfies k-anonymity for some value 

k, then anyone who knows only the quasi-identifier values 

of one individual cannot identify the record corresponding 

to that individual with confidence greater than 1=k. 

While k-anonymity protects against identity 

disclosure, it does not provide sufficient protection against 

attribute disclosure. 

 
Table. 1: Original data table. 
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Table. 2:  Anonymized version of data table. 

Let consider, Table 1 is the original data table, and Table 2 

is an anonymized version of it satisfying k-anonymity. The 

Disease attribute is sensitive. Suppose Alice knows that Bob 

is a 27 year old man living in ZIP 47678 and Bob’s record is 

in the table. 

From Table 2, Alice can conclude that Bob 

corresponds to one of the first three records, and thus, must 

have heart disease. This is the homogeneity attack. For an 

example of the background knowledge attack, suppose that 

by knowing Carl’s age and zip code, Alice can conclude that 

Carl corresponds to a record in the last equivalence class in 

Table 2. Furthermore, suppose that Alice knows that Carl 

has a very low risk for heart disease. This background 

knowledge enables Alice to conclude that Carl most likely 

has cancer. 

 Privacy measure D.

In this paper, the proposed novel privacy notion called 

“closeness.”We first formalize the idea of global 

background knowledge and propose the base model t-

closeness which requires that the distribution of a sensitive 

attribute in any equivalence class to be close to the 

distribution of the attribute in the overall table. 

This effectively limits the amount of individual-

specific information an observer can learn. However, an 

analysis on data utility shows that t-closeness substantially 

limits the amount of useful information that can be extracted 

from the released data. 

This limits the amount of sensitive information 

about individuals while preserves features and patterns 

about large groups. To incorporate distances between values 

of sensitive attributes, Earth Mover Distance metric is used 

to measure the distance between the two distributions. Then 

also show that EMD has its limitations and describe our 

desired data for designing the distance measure.  

Then also, the proposed novel distance measure 

that satisfies all the requirements. Finally, we evaluate the 

effectiveness of the closeness model in both privacy 

protection and utility preservation through experiments on a 

real data set. 

 Data publishing E.

Privacy-preserving data publishing has been extensively 

studied in several other aspects. 

First, background knowledge presents additional 

challenges in defining privacy requirements. 

Second, several works considered continual data 

publishing, i.e., republication of the data after it has been 

updated. It presence to prevent membership disclosure, 

which is different from identity/attribute disclosure. showed 

that knowledge of the anonymization algorithm for data 

publishing can leak extra sensitive information. 
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