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Abstract—With the character of low maintenance, cloud 

computing provides an economical and efficient solution for 

sharing group resource among cloud users. Unfortunately, 

sharing data in a multi-owner manner while preserving data 

and identity privacy from an untrusted cloud is still a 

challenging issue, due to the frequent change of the 

membership. We propose a secure multiowner data sharing 

scheme, named Mona, for dynamic groups in the cloud. By 

leveraging group signature and dynamic broadcast 

encryption techniques, any cloud user can anonymously 

share data with others. Meanwhile, the storage overhead and 

encryption computation cost of our scheme are independent 

with the number of revoked users. In addition, we analyze 

the security of our scheme with rigorous proofs, and 

demonstrate the efficiency of our scheme in experiments. 
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I. INTRODUCTION 

Cloud computing is recognized as an alternative to 

traditional information technology due to its intrinsic 

resource-sharing and low-maintenance characteristics. In 

cloud computing, the cloud service providers, such as 

Amazon, are able to deliver various services to cloud users 

with the help of powerful datacenters. By migrating the 

local data management systems into cloud servers, users can 

enjoy high-quality services and save significant investments 

on their local infrastructures. One of the most fundamental 

services offered by cloud providers is data storage. Let us 

consider a practical data application. 

 A company allows its staffs in the same group or 

department to store and share files in the cloud. By utilizing 

the cloud, the staffs can be completely released from the 

troublesome local data storage and maintenance. However, 

it also poses a significant risk to the confidentiality of those 

stored files. Specifically, the cloud servers managed by 

cloud providers are not fully trusted by users while the data 

files stored in the cloud may be sensitive and confidential, 

such as business plans. To preserve data privacy, a basic 

solution is to encrypt data files, and then upload the 

encrypted data into the cloud. Unfortunately, designing an 

efficient and secure data sharing scheme for groups in the 

cloud is not an easy task due to the following challenging 

issues.  

 First, identity privacy is one of the most significant 

obstacles for the wide deployment of cloud computing. 

Without the guarantee of identity privacy, users may be 

unwilling to join in cloud computing systems because their 

real identities could be easily disclosed to cloud providers 

and attackers. On the other hand, unconditional identity 

privacy may incur the abuse of privacy.  

  Second, it is highly recommended that any 

member in a group should be able to fully enjoy the data 

storing and sharing services provided by the cloud, which is 

defined as the multiple-owner manner. Compared with the 

single-owner manner, where only the group manager can 

store and modify data in the cloud, the multiple-owner 

manner is more flexible in practical applications. More 

concretely, each user in the group is able to not only read 

data, but also modify his/ her part of data in the entire data 

file shared by the company. Last but not least, groups are 

normally dynamic in practice, e.g., new staff participation 

and current employee revocation in a company.  

 The changes of membership make secure data 

sharing extremely difficult. On one hand, the anonymous 

system challenges new granted users to learn the content of 

data files stored before their participation, because it is 

impossible for new granted users to contact with anonymous 

data owners, and obtain the corresponding decryption keys. 

On the other hand, an efficient membership revocation 

mechanism without updating the secret keys of the 

remaining users is also desired to minimize the complexity 

of key management. 

II. PROBLEM ANALYSIS 

A cryptographic storage system that enables secure 

file sharing on untrusted servers, named Plautus. By 

dividing files into file groups and encrypting each file group 

with a unique file-block key, the data owner can share the 

file groups with others through delivering the corresponding 

lockbox key, where the lockbox key is used to encrypt the 

file-block keys. However, it brings about a heavy key 

distribution overhead for large-scale file sharing. 

Additionally, the file-block key needs to be updated and 

distributed again for a user revocation. 

Files stored on the untrusted server include two 

parts: file metadata and file data. The file metadata implies 

the access control information including a series of 

encrypted key blocks, each of which is encrypted under the 

public key of authorized users. Thus, the size of the file 

metadata is proportional to the number of authorized users. 

The user revocation in the scheme is an intractable issue 

especially for large-scale sharing, since the file metadata 

needs to be updated. In their extension version, the NNL 

construction is used for efficient key revocation. However, 

when a new user joins the group, the private key of each 

user in an NNL system needs to be recomputed, which may 

limit the application for dynamic groups. Another concern is 

that the computation overhead of encryption linearly 

increases with the sharing scale. 

Leverage proxy encryptions to secure distributed 

storage. Specifically, the data owner encrypts blocks of 

content with unique and symmetric content keys, which are 

further encrypted under a master public key. For access 
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control, the server uses proxy cryptography to directly 

encrypt the appropriate content key from the master public 

key to a granted user’s public key. Unfortunately, a 

collusion attack between the untrusted server and any 

revoked malicious user can be launched, which enables 

them to learn the decryption keys of all the encrypted 

blocks. 

III. ALGORITHM USED 

 Encryption & Decryption: AES algorithm. 

 Generating Signature: Digital Signature using DSA 

algorithm. 

 Verifying Signature: Signature Verification using 

DSA algorithm. 

AES : 

 
Fig. 1: Execution details of AES Algorithm 

The Advanced Encryption Standard (AES) is a specification 

for the encryption of electronic data established by the 

U.S. National Institute of Standards and Technology (NIST) 

in 2001.It is based on the Rijndael cipher developed by 

two Belgian cryptographers, Joan Daemen and Vincent 

Rijmen, who submitted a proposal to NIST during the AES 

selection process. Rijndael is a family of ciphers with 

different key and block sizes. For AES, NIST selected three 

members of the Rijndael family, each with a block size of 

128 bits, but three different key lengths: 128, 192 and 256 

bits. 

AES has been adopted by the U.S. government and 

is now used worldwide. It supersedes the Data Encryption 

Standard (DES), which was published in 1977. The 

algorithm described by AES is a symmetric-key algorithm, 

meaning the same key is used for both encrypting and 

decrypting the data. 

Digital Signature: 

A digital signature is a mathematical scheme for 

demonstrating the authenticity of a digital message or 

document. A valid digital signature gives a recipient reason 

to believe that the message was created by a known sender, 

such that the sender cannot deny having sent the message 

and that the message was not altered in transit. Digital 

signatures are commonly used for software distribution, 

financial transactions, and in other cases where it is 

important to detect forgery or tampering. 

A digital signature scheme typically consists of three 

algorithms: 

 A key generation algorithm that selects a private 

key uniformly at random from a set of possible private 

keys. The algorithm outputs the private key and a 

corresponding public key. 

 A signing algorithm that, given a message and a private 

key, produces a signature. 

 A signature verifying algorithm that, given a message, 

public key and a signature, either accepts or rejects the 

message's claim to authenticity. 

 
Fig. 2: Execution details of DSA 

Two main properties are required. First, a signature 

generated from a fixed message and fixed private key should 

verify the authenticity of that message by using the 

corresponding public key. Secondly, it should be 

computationally infeasible to generate a valid signature for a 

party without knowing that party's private key. 

IV. SYSTEM ANALYSIS 

 Feasibility System A.

The feasibility of the project is analyzed in this phase and 

business proposal is put forth with a very general plan for 

the project and some cost estimates. During system analysis 

the feasibility study of the proposed system is to be carried 

out. This is to ensure that the proposed system is not a 

burden to the company. For feasibility analysis, some 

understanding of the major requirements for the system is 

essential. 

Three key considerations involved in the feasibility analysis 

are  

 Economical Feasibility 

 Technical Feasibility 

 Social Feasibility 

 Economical Feasibility B.

            This study is carried out to check the economic 

impact that the system will have on the organization. The 

amount of fund that the company can pour into the research 

and development of the system is limited. The expenditures 

must be justified. Thus the developed system as well within 

the budget and this was achieved because most of the 

technologies used are freely available. Only the customized 

products had to be purchased. 

http://en.wikipedia.org/wiki/Encryption
http://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology
http://en.wikipedia.org/wiki/Cipher
http://en.wikipedia.org/wiki/Belgium
http://en.wikipedia.org/wiki/Joan_Daemen
http://en.wikipedia.org/wiki/Vincent_Rijmen
http://en.wikipedia.org/wiki/Vincent_Rijmen
http://en.wikipedia.org/wiki/Federal_government_of_the_United_States
http://en.wikipedia.org/wiki/Data_Encryption_Standard
http://en.wikipedia.org/wiki/Data_Encryption_Standard
http://en.wikipedia.org/wiki/Symmetric-key_algorithm
http://en.wikipedia.org/wiki/Key_generation
http://en.wikipedia.org/wiki/Uniform_distribution_(discrete)
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 Technical Feasibility C.

This study is carried out to check the technical feasibility, 

that is, the technical requirements of the system. Any system 

developed must not have a high demand on the available 

technical resources. This will lead to high demands on the 

available technical resources. This will lead to high demands 

being placed on the client. The developed system must have 

a modest requirement, as only minimal or null changes are 

required for implementing this system. 

 Social Feasibility D.

The aspect of study is to check the level of acceptance of the 

system by the user. This includes the process of training the 

user to use the system efficiently. The user must not feel 

threatened by the system, instead must accept it as a 

necessity. The level of acceptance by the users solely 

depends on the methods that are employed to educate the 

user about the system and to make him familiar with it. His 

level of confidence must be raised so that he is also able to 

make some constructive criticism, which is welcomed, as he 

is the final user of the system. 

V. IMPLEMENTATION 

A cryptographic storage system that enables secure file 

sharing on untrusted servers, named Plutus. By dividing 

files into file groups and encrypting each file group with a 

unique file-block key, the data owner can share the file 

groups with others through delivering the corresponding 

lockbox key, where the lockbox key is used to encrypt the 

file-block keys. However, it brings about a heavy key 

distribution overhead for large-scale file sharing. 

Additionally, the file-block key needs to be updated and 

distributed again for a user revocation. Files stored on the 

untrusted server include two parts: file metadata and file 

data. The file metadata implies the access control 

information including a series of encrypted key blocks, each 

of which is encrypted under the public key of authorized 

users. Thus, the size of the file metadata is proportional to 

the number of authorized users. The user revocation in the 

scheme is an intractable issue especially for large-scale 

sharing, since the file metadata needs to be updated. In their 

extension version, the NNL construction is used for efficient 

key revocation. However, when a new user joins the group, 

the private key of each user in an NNL system needs to be 

recomputed, which may limit the application for dynamic 

groups. Another concern is that the computation overhead of 

encryption linearly increases with the sharing scale. 

VI. CONCLUSION 

We design a secure data sharing scheme, Mona, for dynamic 

groups in an untrusted cloud. In Mona, a user is able to 

share data with others in the group without revealing 

identity privacy to the cloud. Additionally, Mona supports 

efficient user revocation and new user joining. More 

specially, efficient user revocation can be achieved through 

a public revocation list without updating the private keys of 

the remaining users, and new users can directly decrypt files 

stored in the cloud before their participation. Moreover, the 

storage overhead and the encryption computation cost are 

constant. Extensive analyses show that our proposed scheme 

satisfies the desired security requirements and guarantees 

efficiency as well. 
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