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Abstract---Due to the advancement of information 

technology and its ease of use, cyber-crime prevention 

demands serious attention. Physical memory forensics is 

relatively new field, wherein methods and techniques for 

collection, analysis and documentation of cybercrime 

activity evidences are studied. It has gradually moved into 

the focus of forensic investigator and researchers. To 

investigate any illegal activity on computer system, in most 

of the cases, sensitive information such as username, 

password and typed commands can only be found in 

physical memory. This paper explores a method based on 

search of sensitive information from different windows 

system states such as sleep state, logoff state, soft and hard 

reboot, for forensic analysis of Windows Server 2008 

physical memory. The experiments were carried out in a 

virtual environment consisting of Windows Server 2008 

operating system.  

Keywords: Digital Investigation, Windows memory 

forensics, Computer Forensics. System State,  

I. INTRODUCTION  

 Physical memory forensics is becoming specific field of 

study in the era of information security, where the physical 

memory and current system states are acquired and 

investigate by forensic examiner to find digital evidence. 

This is motivated by the fact sometimes physical memory 

can contain sensitive information that may not be found in 

other source of digital evidence [1]. The field of memory 

forensics got paid good attention by forensic examiner and 

researchers in last few years. Since the Microsoft’s 

operating system is closed source there it needs even more 

attention from the forensics practitioners and researchers. 

II. RELATED WORK 

Due to advancement in computer technology, the ability of 

data processing has increased and the capacity to store data 

in digital format has expanded and the access to data made 

easy [2]. Stefan Vömel and Johannes Stüttgen in 2013 

presented a platform for evaluation of memory acquisition 

software to concern three factors correctness, atomicity and 

integrity. These tree factors determine the quality of the 

acquired physical memory. They assessed the performance 

of three memory acquisition applications i.e win32dd, 

WinPMEM and mdd, for varied memory sizes between 

512MB and 2GB. They revealed the idea that all the 

memory acquiring products are not capable generating a 

copy of the entire physical address space. For that they 

analyzed 270 snapshots of system in an idle state [3]. When 

concern with the acquisition and analysis of physical 

memory and page file, (Hameed Iqbal 2009) performed 

forensic analysis for physical memory and page file on 

Windows XP operating system and present the ability and 

scope of currently available tools for acquisition and 

analysis of physical memory. Author also extracted sensitive 

information from the physical memory and page file from 

the different states of system [2]. Qian Zhao and his team in 

2009 acquired and analyzed physical memory and page file 

of Windows XP system to extract sensitive information such 

As userIDs, password and QQ chat logs. They also found 

lots of sensitive data from memory by different techniques 

besides userID and password. And revealed that in order to 

recover as much as sensitive data as possible, it is better idea 

to merge page file and crash dump to collect physical 

memory. In this way more volatile data can be extracted 

from physical memory such information of running 

processes [4]. Ankam and Arun Kumar developed a tool that 

is capable to carrying out live forensics acquisition. The 

tools are compatible with Windows 7 operating system. 

According to author the tool is advantageous to law 

enforcement agencies since it does not make them rely on 

the availability of expert digital forensics investigators at the 

crime scene [5]. 

III. METHODOLOGY 

A. Virtual Setup 

Experiment is carried out in fully controlled virtual 

environment. We decided to use VMware Workstation 

version 9.0. There are many reasons to use virtual 

environment. The main and most important reason is that, 

we do not want any constraint in physical memory 

acquisition. With the help of VMware Workstation we were 

able to take clean and unchanged state of physical memory 

through snapshot manager built in feature of VMware. We 

perform memory analysis and acquisition on Windows 

Server 2008(32-bit) Operating System. Virtual environment 

is controlled by Windows 8 host operating system. 

B. Tools Used for Memory Content Acquisition and 

Analysis. 

We use snapshot feature of VMware Workstation for 

acquiring physical memory contents to get it in a clean and 

unchanged state. For analysis of physical memory, we used 

WinHax tool. WinHex is a universal hex editor [6]. It is 

capable for imaging, disk cloning. Keyword searching etc. 

C. Different States of System 

To investigate the crime scene, we acquired physical 

memory from the different states of computer system. These 

different states of system had been defined by Andre Arnes 

and his team [7]. System states are as follows 

 Ready State- It is also called live state of system. In this 

state computer is fully powered up with running 

operating system and application software. 

 Sleep Mode- It is a power saving state of computer, 

where power to hard drive, screen and other peripheral 

devices is disconnected except physical memory [1]. 
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This mode is also known as standby mode. When 

system is on standby mode all the open programs are 

saved in physical memory. To resume from this state 

power button is pressed, and system will be in its 

previous state. It is necessary to provide power to the 

physical memory to preserve running programs active. 

The power disconnection to physical memory results 

data loss. 

 Log off State- In this state all the running programs are 

closed but computer is not turned off. It means computer 

May be used by another user or same user without 

restarting. 

 Hard Reboot- Hard reboot is also called cold reboot. In 

this state the machine is powered down and then 

powered up without clean shut down process. Due to 

unclean shutdown an automatic scan of file system is 

started upon reboot. It may cause by sudden power 

failure or be done deliberately. 

 Soft Reboot-It is also called warm reboot. Soft reboot is 

controlled by operating system. Soft reboot is 

accomplished by restart command in operating system 

menu. 

D. Experiment Scenario 

Windows Server 2008(32-bit) was installed as guest 

operating system in virtual environment. System 

configuration is as: 

RAM 2GB 

Processor Corei5 (2 cores are allotted to guest OS) 

HDD 100GB 

Browsers Google Chrome 22.0, Mozilla Firefox 20.0 

Chat software Yahoo, Google talk, Windows Messenger 

A total of six test user IDs from Yahoo, Gmail, and 

Outlook were used during the experiment. These users were 

made to communicate with each other, by sending instant 

messages and mails from their corresponding accounts. As 

soon as, these users started to communicate, a snapshot was 

taken. This snapshot was used as bases for all other snapshot 

taken in different state. 

IV. GATHERING SENSITIVE INFORMATION FORM PHYSICAL 

MEMORY 

We use WinHex tool to gather sensitive information from 

physical memory. First we imaged physical memory in 

ready state. And performed keyword search for User IDs. 

Forensic_demo1@outlook.com found 77 times, forensic_ 

demo1.yahoo.co.in found 155 and forensic.demo1@ 

gmail.com found 240 times in physical memory from ready 

state. Than we trace chat fragment from physical memory 

example shown in figure 3. 

 

Fig.1: forensic_demo1@gmail.com found 77 times in 

physical memory. 

 

Fig.2: forensic_demo1@yahoo.co.in found in physical 

memory. 

 

Fig.3: Chat history found in physical memory. 

 Information Summary from ready state A.

The summery of information found in the ready state as 

given in figure 4. We can see total no of sender user IDs 472 

and receiver user IDs 480 found from ready state and 

 
Fig. 4: Ready State information summery 

The process to extract sensitive information from 

ready state is repeated in all other states of machine and we 

found interesting results from physical memory acquired 

from these states. 

 Information Summery from Sleep State B.

This is also called standby state. Normal usage of machine 

started from the clean state and observed machine put into 

standby mode after 10 minutes of no activity and a snapshot 

is taken after sleep mode. Again we follow the procedure for 

searching sensitive information in physical memory from 

this state. Summery is shown in figure 5. We found 482 total 

no of receiver user IDs and 1090 sender user IDs. Again 

Gmail is the most occurring user id in this state. 

 
Fig.5: Sleep State Data Statistics 

 Information Summery from Logoff State C.

In logoff state, first we confirmed the normal usage of 

computer to see memory usage through taskbar. All 

mailto:Forensic_demo1@outlook.com
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programs and applications remain open, and without closing 

them we logged off machine. A snapshot is taken after login 

in to the machine for this state. The summery of information 

found from logoff mode in figure 6. Again Gmail is the 

most occurring User ID and 238 total number receiver User 

IDs and 54 senders User ID. Most interesting information, 

we found there is no chat history for Windows messenger 

and Google talk. 

 
Fig. 6 : Logoff State Data Statistics 

 Information Summery from Hard Reboot State D.

When we shut down and then start machine abnormally it is 

called hard reboot or cold reboot. It may cause sudden 

power failure or done deliberately. We follow same 

procedure as in other state, confirmed the normal uses of 

machine. All the application and process is running on, and 

then hard reboot is performed. The summery of information 

found in hard reboot state given in figure 7. 

 
Fig. 7: Hard Reboot State Data Statistics 

We found 116 total no of receiver User IDs and 74 sender 

User IDs. Chat history found only for Yahoo and Gmail 

accounts. 

 Information Summery from Soft Reboot State E.

In this state, machine is restarted under the control of 

operating system. This state gives us idea about, how much 

sensitive information can be extracted after restart of 

machine. Summary of information extracted from soft 

reboot state is shown in figure 8. After rebooting system we 

could not able to find chat history from most of the chat 

programs and some User IDs information could be 

extracted.  

 
Fig. 8: Soft Reboot State Data Statistics 

V. RESULTS DISCUSSION 

The aim behind this research was to answer the question 

whether we can extract sensitive information from physical 

memory of Windows Server 2008(32-bit) when the system 

is in different states. We found some interesting results that 

show it is possible to extract sensitive information from 

physical memory in all the mentioned system states. It was 

observed that the fading effect of information in physical 

memory increases with the increasing of user idle state 

period. 

VI. CONCLUSION 

This paper presented a method to extract the useful 

information for forensic analysis at operating system level. 

The method was implemented in virtual environment and 

tested for its efficiency.  The method presented here, uses 

extraction of sensitive information such as username, 

password and typed commands from physical memory of 

system to aid in forensic analysis. The main objective 

behind this research was to validate the concept of using 

physical memory forensics as a tool for efficient forensic 

analysis. As evident from the results obtained, the method 

which was presented in this paper has got a lot of potential 

for further improvement. Due to the increasing capacity of 

physical memory it is possible to find some more interesting 

facts. 

VII. FUTURE WORK 

In future, we plan to extend our work to cover newly 

introduced Microsoft Windows Server 2012. The present 

experiment was carried out on a 32-bit system, we also plan 

to experiment this method on a 64 bit systems. 
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