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Abstract---Securing the data in a cloud environment is one 

of the important things. The problem in general encryption 

scheme is to provide data confidentiality, functions over 

storage system and security for key server. The secure 

storage system that supports multiple functions is 

challenging when the storage system is distributed and has 

no central authority. This project proposes a proxy re-

encryption scheme that supports encoding operations over 

encrypted messages as well as forwarding operations over 

encoded and encrypted messages. This method fully 

integrates encrypting, encoding, and forwarding. Key server 

provides the key for encryption and decryption operations. 

This project analyzes and suggest suitable parameters for the 

number of copies of a message dispatched to storage servers 

and the number of storage servers queried by a key server. 

The security which is provided to key server forms a secure 

storage system. 

Keywords :  key server, proxy re-encryption, encoding, data 

confidentiality. 

I. INTRODUCTION 

Cloud computing is a concept that treats the resources on the 

Internet as a unified entity, a cloud. “The Cloud” is an all-

encompassing term for a virtualized information technology 

(IT) computing environment in which individuals and 

businesses work with applications and data stored and 

maintained on shared machines in a web-based 

environment, rather than physically located in a user’s 

location. Google's popular email system, Gmail, is an 

example of the cloud, but this is just one model. There are 

actually three cloud service models — infrastructure as a 

service, platform as a service, and software as a service — 

deployed in four types of settings — private, community, 

public, and hybrid clouds. 

A cloud storage system consists of many storage 

servers.  A decentralized erasure code is an erasure code that 

independently computes each codeword symbol for a 

message. A decentralized erasure code is suitable for use in 

a distributed storage system. Storing data in a third party’s 

cloud system causes serious concern on data confidentiality. 

In order to provide strong confidentiality for messages in 

storage servers, a user can encrypt messages by a 

cryptographic method before applying an erasure code 

method to encode and store messages. When he wants to use 

a message, he needs to retrieve the codeword symbols from 

storage servers, decode them, and then decrypt them by 

using cryptographic keys. There are two problems in the 

above straightforward integration of encryption and 

encoding. First, the user has to manage his cryptographic 

keys. If the user’s device of storing the keys is lost or 

compromised, the security is broken. Then, besides data 

storing and retrieving, it is hard for storage servers to 

directly support other functions. For example, storage 

servers cannot directly forward a user’s messages to another 

one. The owner of messages has to retrieve, decode, decrypt 

and then forward them to another user.   

In this paper, We propose a new threshold proxy re-

encryption scheme and integrate it with a secure 

decentralized code to form a secure distributed storage 

system. The encryption scheme supports encoding 

operations over encrypted messages and forwarding 

operations over encrypted and encoded messages. The tight 

integration of encoding, encryption, and forwarding makes 

the storage system efficiently meet the requirements of data 

robustness, data confidentiality, and data forwarding. 

 Cloud benefits and risks A.

Cloud computing provides a scalable online environment 

that makes it possible to handle an increased volume of 

work without impacting system performance. Cloud 

computing also offers significant computing capability and 

economy of scale that might not otherwise be affordable, 

particularly for small and medium-sized organizations, 

without the IT infrastructure investment. 

Cloud computing is not without risks or completely 

secure. Risks like privacy, identity management, 

authentication, compliance, confidentiality, integrity, 

availability of data, encryption, network security and 

physical security. Apart from the security risks, other 

concerns include SLA and third-party (service provider) 

management, vendor lock-in etc. 

 
Fig. 1: Cloud Benefits and risks 

II. CLOUD STORAGE 

Cloud storage is a model of networked enterprise storage 

where data is stored in virtualized pools of storage which are 

generally hosted by third parties. Hosting companies operate 

http://en.wikipedia.org/wiki/Enterprise_storage
http://en.wikipedia.org/wiki/Internet_hosting_service
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large data centers, and people who require their data to be 

hosted buy or lease storage capacity from them. The data 

center operators, in the background, virtualize the resources 

according to the requirements of the customer and expose 

them as storage pools, which the customers can themselves 

use to store files or data objects. Physically, the resource 

may span across multiple servers and multiple locations. 

The safety of the files depends upon the hosting companies, 

and on the applications that leverage the cloud storage. 

Cloud storage is a service model in which data is 

maintained, managed and backed up remotely and made 

available to user via internet. Cloud storage servers are 

servers located at different places and provides continuous 

access. Cloud storage system is a collection of such storage 

servers.Cloud storage services may be accessed through a 

web service application programming interface (API) or by 

applications that utilize the API, such as cloud desktop 

storage, a cloud storage gateway or Web-based content 

management systems. 

 
Fig. 2: Cloud Storage 

• Source of  data 

We performed our experiments on both simulator and also 

with real time data. For effective data forwarding and 

security, we decompose the original message into different 

parts. To Provide the security in cloud system, we use proxy 

re-encryption algorithm on a number of synthetic datasets. 

III. METHODOLOGY 

Proxy Re-Encryption (PRE) is a cryptographic primitive in 

which a semi-trusted proxy is able to convert a cipher text 

encrypted into another cipher text that can be opened 

without seeing the underlying plaintext.This encryption 

scheme supports encoding operations over encrypted 

messages and forwarding operations over encrypted and 

encoded messages. The tight integration of encoding, 

encryption, and forwarding makes the storage system 

efficiently meet the requirements of data robustness, data 

confidentiality, and data forwarding. Accomplishing the 

integration with consideration of a distributed structure is 

challenging. 

The proxy is entrusted with the delegation key b/a 

mod q for the purpose of diverting cipher texts from Alice to 

Bob via computing (mgkmod p, (gak)b/amod p). Improved 

proxy re-encryption [6] scheme is for better granularity. 

Key-private proxy re-encryption schemes are proposed by 

Ateniese et al. [7]. In a key-private proxy re-encryption 

scheme, given a re-encryption key, a proxy server cannot 

determine the identity of the recipient. Although most proxy 

re-encryption schemes use pairing operations, there exist 

proxy re-encryption schemes without pairing [8]. Lin and 

Tzeng used a threshold proxy re-encryption scheme with 

multiplicative homomorphic property. This encryption 

scheme supports the encoding operation over encrypted 

messages. A secret key is shared to key servers with a 

threshold value t via the Shamir secret sharing scheme [9], 

where t ≥ k. In our system, to decrypt for a set of k message 

symbols, each key server independently queries 2 storage 

servers and partially decrypts two encrypted codeword 

symbols. As long as t key servers are available, k codeword 

symbols are obtained from the partially decrypted 

ciphertexts. 

IV. GENERAL ARCHITECTURE 

The architectural design for the project shows the overall 

structure of the project. There are three types of entity Data 

Owner, Cloud server, Cloud Consumer. Before using this 

service both users have to register in cloud server. The 

registration process contains User name, E-mail, Password. 

The Data Owner can upload their services on the cloud. The 

cloud customer can subscribes their requested services like 

images, music etc. They subscribe their services based on 

three types of modes. View Mode, Timed Access Mode. 

Download Mode .The cloud Server managing all details of 

the Transaction of Cloud Consumers. The Key Management 

provides the secret key to the transaction among the cloud 

server, data owner, cloud consumer. After the cloud 

consumer using appropriate service in the cloud that details 

will send to the appropriate data owner by using two types 

of mode Push and Pull code. The Push mode automatically 

send that information to the data owner. Suppose the data 

owner need any detail information of their data they can 

retrieve it by using pull mode. The information send with 

secret key which provide by the key management. 

 
Fig. 3: Architecture for secure data forwarding 

The system manager chooses system parameters and 

publishes them. Each user is assigned a public-secret key 

pair. User A distributes his secret key A to key servers such 

that each key server KSi holds a key share. The key is 

shared with a threshold t.                         

The key generator generates the public key and 

secret key for the new user. These public and private or 

secret keys are used to encrypt and decrypt the messages for 

data confidential  purpose. Usuall public key is used to 

encrypt the data and secret key or private key is used to 

decrypt the cipher text to get the original plain text.The user 

has to share his secret key to randomly chosen key server. 

This secret key is used to decrypt the encoded message 

http://en.wikipedia.org/wiki/Data_center
http://en.wikipedia.org/wiki/Data_center
http://en.wikipedia.org/wiki/Storage_virtualization
http://en.wikipedia.org/wiki/Web_service
http://en.wikipedia.org/wiki/Application_programming_interface
http://en.wikipedia.org/wiki/Cloud_storage_gateway
http://en.wikipedia.org/wiki/World_Wide_Web
http://en.wikipedia.org/wiki/Content_management_systems
http://en.wikipedia.org/wiki/Content_management_systems
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when the authenticated person wants to share his data or 

retrieve his data. 

 Data storage A.

In the data storage phase, user A encrypts his message M 

and dispatches it to storage servers. A message M is 

decomposed into k blocks m1, m2, ……., mk and has an 

identifier ID. User A encrypts each block mi into a cipher 

text Ci and sends it to v randomly chosen storage servers. 

Upon receiving cipher texts from a user, each storage server 

linearly combines them with randomly chosen coefficients 

into a codeword symbol and stores it clearly. 

 Data forwarding B.

When user A wants to forwards his encrypted message with 

an identifier ID stored in storage servers to user B such that 

B can decrypt the forwarded message by his secret key. To 

do so, A uses his secret key SKA and B’s public key PKB to 

compute a re-encryption key RK
ID

A→B and then sends 

RK
ID

A→B to all storage servers. Each storage server uses the 

re-encryption key to re-encrypt its codeword symbol for 

later retrieval requests by B. The re-encrypted codeword 

symbol is the combination of cipher texts under B’s public 

key. 

 Data retrieval C.

The first case is that a user A retrieves his own message. 

When user A wants to retrieve the message with the 

identifier ID, he informs all key servers with the identity 

token. A key server first retrieves original codeword 

symbols from randomly chosen storage servers and then 

performs partial decryption on every retrieved original 

codeword symbol. The key server sends the partially 

decrypted codeword symbols to user A. Then user A applies 

decryption on collected cipher text to recover the blocks and 

then combines them to get original data. 

The second case is that a user B retrieves a 

message forwarded to him. User B sends the request to key 

server with identifier ID. After authenticating the user B key 

server decode the re-encrypted codeword symbol. The key 

server sends the partially decrypted codeword symbols to 

user A. T hen user A applies decryption on collected 

cipher text to recover the blocks and then combines them to 

get original data. 

V. CRYPTOGRAPHIC SCHEME 

There are several cryptographic schemes for easier 

manipulations we use RSA first time encryption and AES 

for re-encryption i.e., RSA is used for key generation and 

for encryption of data blocks and AES is used for re-

encryption of cipher blocks. 

 RSA A.

RSA is a public key algorithm invented by Rivest, Shamir 

and Adleman. The key used for encryption is different from 

(but related to) the key used for decryption. The algorithm is 

based on modular exponentiation. Numbers e, d and N are 

chosen with the property that if A is a number less than N, 

then (Ae mod N)d mod N = A. This means that you can 

encrypt A with e and decrypt using d. Conversely you can 

encrypt using d and decrypt using e (though doing it this 

way round is usually referred to as signing and verification). 

The pair of numbers (e,N) is known as the public key and 

can be published. The pair of numbers (d,N) is known as the 

private key and must be kept secret.  

Anybody knowing the public key can use it to 

create encrypted messages, but only the owner of the secret 

key can decrypt them. Conversely the owner of the secret 

key can encrypt messages that can be decrypted by anybody 

with the public key. Anybody successfully decrypting such 

messages can be sure that only the owner of the secret key 

could have encrypted them. This fact is the basis of the 

digital signature technique. 

 AES B.

These are the steps for AES. 

1) KeyExpansion—round keys are derived from the cipher 

key using Rijndael's key schedule.  

2) Initial Round  

AddRoundKey—each byte of the state is combined with the 

round key using bitwise xor.  

3) Rounds  

a. SubBytes—a non-linear substitution step where 

each byte is replaced with another according to a lookup 

table.  

b. ShiftRows—a transposition step where each row 

of the state is shifted cyclically a certain number of steps.  

c. MixColumns—a mixing operation which 

operates on the columns of the state, combining the four 

bytes in each column.  

d. AddRoundKey  

4) Final Round (no MixColumns)  

1. SubBytes  

2. ShiftRows  

3. AddRoundKey 

• Analysis 
We analyze storage and computation complexities, 

correctness, and security of our cloud storage system in this 

section. The bit-length of an element in the group be G1 and 

G2. 

1) Storage cost: 

To store a message of k blocks, a storage server SSj stores a 

codeword symbol and the coefficient 

vector .The average cost for a message stored in a storage 

server is bits, which is dominated for a sufficiently large 

value of k. In practice, small co-efficients, reduce the 

storage cost in each storage server. In practice, small 

coefficients reduce the storage cost in each storage server. 

2) Computation cost: 

We measure the computation cost by the number of pairing 

operations, modular exponentiation in G1 and G2, modular 

multiplications in G1 and G2, and arithmetic operations over 

GF(p).  

3) Correctness: 

There are two cases for correctness. The owner A correctly 

retrieves his message and user B correctly retrieves a 

message forwarded to him. The correctness of re-encryption 

and decryption for B can be seen. As long as at least k 
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storage servers are available, a user can retrieve data with an 

overwhelming probability. Thus,our storage system tolerates 

n - k server failures. 

4) The probability of a successful retrieval: 

A successful retrieval is an event that a user successfully 

retrieves all k blocks of a message no matter whether the 

message is owned by him or forwarded to him. The 

randomness comes from the random selection of storage 

servers in the data storage phase, the random coefficients 

chosen by storage servers, and the random selection of key 

servers in the data retrieval phase. 

VI. RELATED WORK 

A High-Availablity and the  layer for cloud storage ” HAIL 

(High-Availability and Integrity Layer), a distributed 

cryptographic system that allows a set of servers to prove to 

a client that a stored file is intact and retrievable. HAIL 

strengthens, formally unifies, and streamlines distinct 

approaches from the cryptographic and distributed-systems 

communities. Proofs in HAIL are efficiently computable by 

servers and highly compact typically tens or hundreds of 

bytes, irrespective of file size. HAIL cryptographically 

verifies and reactively reallocates file shares. It is robust 

against an active, mobile adversary, i.e., one that may 

progressively corrupt the full set of servers. We show how 

HAIL improves on the security and efficiency of existing 

tools, like Proofs of (PORs) deployed on individual servers.   

Type-based proxy Re-Encryption and its construction” the 

concept of proxy re-encryption has been shown very useful 

in a number of applications, especially in enforcing access 

control policies. In existing proxy re-encryption schemes, 

the delegate can decrypt all cipher texts for the delegator 

after re-encryption by the proxy. Consequently, in order to 

implement the-grained access control policies, the delegator 

needs to either use multiple key pairs or trust the proxy to 

behave honestly. Extend this concept and propose type-

based proxy re-encryption, which enables the delegator to 

selectively delegate his decryption right to the delegate 

while only needs one key pair. As a result, type-based proxy 

re-encryption enables the delegator to implement the-

grained policies with one key pair without any additional 

trust on the proxy. Provided a security model for our 

concept and provide formal definitions for semantic security 

and cipher text privacy which is a valuable attribute in 

privacy-sensitive contexts. Propose two type-based proxy 

re-encryption schemes: one is CPA secure with cipher text. 

VII. CONCLUSION AND FUTURE DIRECTIONS 

In this paper we proposed a technique for forwarding data 

securely in cloud storage system. We divide the data in to 

blocks and encrypting those blocks and distributing them to 

randomly chosen storage servers and encoding those cipher 

blocks for storage. For secure forwarding the data re- 

encryption is performed and then sent to storage servers. 

When asked for retrieval key servers perform generation of 

re-encryption key on demand for partial decryption. 

Encoding/decoding operations are performed at storage 

servers and partial decryption at key servers. As it require 

huge servers it need to be implemented in real way for real 

results. 

As this is a modern world demand for cloud storage system 

reaches to peak. Implementing such ideas for securing the 

data in cloud environment is needed badly. We can even use 

other encryption schemes for best performance. 
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