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Abstract— Smartphones are the latest technology trend of 

the 21st century. Development and demand for seamless 

interconnectivity of smart devices to provide various 

functionality and abilities to users. Google’s android mobile 

operating system leads in Smartphone’s market. 

Customizing feature of android place Android ahead of the 

other smartphone OSs. Still having such popularity, there is 

rise of Android malware. One such threat is the impact of 

botnets on Android smartphones. Recently, malware has 

surfaced that revealed specific characteristics relating to 

traditional botnet activities. Malware such as Geinimi, 

Pjapps, DroidDream, and RootSmart all display traditional 

botnet functionalities. it is important to understand the 

underlying structure of an Android botnet due to  security 

perspective. This paper evaluates Android malware with the 

purpose of defining history and characteristics relating to 

botnet behaviour as well as architecture for botnet. I 

identified mobile malware as one of the main issue in the 

smart devices’ security. The identified characteristics are 

then further explored to discuss an integrated security 

solution for the Android Botnet Discovery Process. 
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I. HISTORY OF BOTNET 

The use of the Android mobile OS has grown rapidly since 

the first release in September 2008. As it grows, there is rise 

of Android malware, which firstly found in August 2010. 

The increase in Android malware since 2010 has been 

significant, with new malware appearing.  

A. Fakeplayer: 

FakePlayer was found by Dennis Maslennikov, the first 

SMS Trojan for Android in August 2010. This appeared as a 

legitimate Movie Player application with a fake Microsoft 

Windows Media Player icon. Trojan-SMS malware, 

"Trojan-SMS.AndroidOS.FakePlayer.a" is being distributed 

via an unknown malicious Web site. The application 

pretends as a media player. Users are asked to install an 

application that is a little bigger than 13 kilobytes. As Like 

Android apps, it asks user for permission to send SMS 

messages (Short Message Service), and prompts user for 

money for using service as well as it is used to read or delete 

data and collect data about the phone to a premium rate 

number presumably belonging to the hackers who created it. 

After getting installed, the Trojan starts sending SMS 

messages without knowledge of user and cost several dollars 

per message.  

B. GPS Spy: 

Symantec discovered new malware named GPS Spy in the 

same month. The malware is like a classic snake game 

which can collect and send GPS coordinates to remote 

server. When someone installs this application on a mobile, 

the game behaves as a front for a spy app that proceeds to 

run in the background. This was low-risk malware due the 

less spreading capabilities it presented but it an important 

step forward for Android malware evolution. 

C. Gemini: 

A new Trojan Gemini was found on 29 December 2010 

which displays traditional botnet functionalities. This 

malware is responsible for collecting personal information 

and forwarding the collected information to a remote server. 

When Geinimi is launched on a user’s phone, the Trojan 

runs in the background and collects significant information 

that can compromise a user’s privacy. it collects the specific 

information like location coordinates and unique identifiers 

for the device (IMEI) and SIM card (IMSI). Within five 

minute intervals, it attempts to connect to a remote server 

using domain names with is embedded with it. When it 

connects, Geinimi transmits collected device information to 

the remote server. One significant improvement of the 

Geinimi malware is the ability to infect legitimate 

applications. 

D. Pjapps: 

Pjapps is another example of an application containing a 

Trojan which displays traditional botnet functionality found 

in Feb 22 2011. Pjapps is bundled with applications located 

on unofficial third-party application markets. The malware 

allow for the opening of a backdoor on the infected device 

and so receive commands from a remote server. 

E. DroidDream: 

The starting of 2011 found a new generation of Android 

malware called DroidDream. DroidDream infected more 

than 50 applications on the official Android Market. The 

malware uses functionality such as data theft, root exploits 

and botnet functionalities. The ultimate goal of the 

DroidDream malware was to establish a botnet and by 

affecting nearly 200 000 users. 

F. ZitMo (Zeus in the Mobile): 

In July 2011, ZitMo (Zeus in the Mobile) found on Android 

devices which uses C&C architecture. It infects legitimate 

applications and works together with the Zeus banking 

Trojan to steal banking information. The ZitMo malware 

intercepts and forwards all SMS messages to a command 

and control server. ZitMo is a classic example of a Man-in-

the-Mobile attack. The Zeus Banking Trojan has been out 

there for quite a while. One of the methods that banks and 

other financial institutions deploy to defeat Zeus is to add a 

single-use transaction authentication number (TAN) to 

identify and authorize a banking transaction. When you 

want to execute an online banking transaction, the bank will 

send a TAN to your mobile using SMS. The TAN must be 

entered on-line to authenticate the transaction. The theory 

behind this added security step is that the attacker will have 

to exploit your computer and your phone to access your 
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online bank account. To accomplish this, it uses a number of 

interesting techniques including phishing, pretending to be a 

security application, intercepting SMS messages and 

sending authentication credentials to a remote server.  

G. NickiBot: 

Towards the end of 2011, the NickiBot malware was 

discovered. NickiBot is designed to be a spyware. SMS 

messages are used to command and control this malware. 

NickiBot supports location monitoring, sound recording and 

call-log collection. Thus far this malware has only been 

found on unofficial Android markets. When being installed, 

it will request information about an email address to receive 

the recorded audios and a so-called Safeone phone number 

to receive the running status such as various functionalities 

being enabled or disabled. After that, NickiBot will run in 

the background silently without showing any icon on the 

home screen. If you open up the "Application Setting" to 

show the list of installed apps, it will give the name 

"Android System Log." 

H. RootSmart: 

In the first quarter of 2012 a new Android threat emerged. 

The malware, called RootSmart, interfaces with a botnet 

called Android.Bmaster. The malware has the ability to gain 

root access on devices running Android Gingerbread 

versions before 2.3.4 or Android 3.0. The RootSmart 

malware hides in an Android app named 

com.google.android.smart, which has the same icon with the 

default Android system setting app. Once installed, it will 

register several system-wide receivers to wait for various 

events (e.g., new outgoing calls). When these system events 

occur, its malicious payload will automatically run in the 

background. 

I. Android Defender: 

In June 2013, Sophos researcher Rowland Yu discovered the 

first ransomware attack against Android devices. Called 

Android Defender, this hybrid fake antivirus/ransomware 

app demands a $99.99 payment to restore access to your 

Android device. Upon starting, Android Defender uses a 

variety of social engineering tactics and an unusually 

professional look and feel to repeatedly seek Device 

Administrator privileges. If given those privileges, it can 

restrict access to all other applications, making it impossible 

to make calls, change settings, kill tasks, uninstall apps, or 

even perform a factory reset. It presents a warning message 

about infection that is visible on screen, no matter what a 

user is doing. It can even disable Back/Home buttons and 

launch on reboot to resist removal. About the only thing it 

doesn’t do is encrypting your content or personal data.  

J. Qadars: 

In September 2013, we detected a new form of banking 

malware that combines conventional Man-in-the-Browser 

attacks against Windows with social engineering designed to 

compromise Android devices and complete the theft via 

smartphone. Sometimes called Qadars, we detect it as 

Andr/Spy-ABN. While we are currently encountering 

relatively low levels of this malware, it has already targeted 

French, Dutch and Indian financial institutions. 

The growth of Android malware has been significant, with 

every new malware that appears showing an improved 

ability over the previous malware. In the next section, the 

mentioned Android malware architecture is identified. 

II. BOTNET ARCHITECTURE 

A.  Centralized: 

Centralized C&C architecture is the most commonly used 

botnet architecture. In this architecture, botmasters use 

central servers to issue their commands to the selected sets 

of bots creates client-server scheme where Bots act as 

clients. 

 
Fig. 1: Centralized C&C Structure 

 Internet Relay Chat (IRC) and HTTP are the most 

common protocols used in centralized communication. 

Botnet operator controls the bots by injecting the commands 

to the central server. There are two advantages of using 

centralized C&C architecture. Firstly, this architecture is 

based on a client-server scheme, easy to implement using 

centralized communication channels. Secondly, latency is a 

critical measure for highly synchronized tasks, e.g. DDoS 

attacks. Centralized botnets have low latency as their routing 

information is clear for each bot and each bot is directly 

connected to the server. However centralized networks have 

its drawbacks for botnet masters too. First disadvantage is 

Centralized communication is easier to detect than non-

centralized since bots are using similar patterns for 

communication. Another disadvantage is that if a bot is 

detected, disrupting the connection of a centralized botnet is 

easier, e.g. disrupting the communication of central server 

will lead the whole botnet network to crush.  

B. P2P: 

Each bot is a peer acting as a server and a client at the same 

time. Bots connect to each other when they join the botnet. 

In order to achieve this goal, bots has a list of known peers. 

Bots try to connect using the list and when a connection 

established bots exchange their lists to have an improved 

connectivity. As seen in the figure 2, the botnet operator acts 

as a peer which makes the detection of the botnet operator 

harder. P2P botnets are more resilient than centralized 

botnets. In other words, removing a bot from a P2P botnet 

hardly affects the communication where botnet totally 

depends on the server in centralized architecture. However, 

when compared to the other architectures, P2P botnets have 

a higher latency which is the delay between issuing a 

command and execution of the command by the bots. Also 

the synchronization of bots is another drawback in P2P 

botnets due to this latency.  
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Fig. 2: C&C structure in a P2P botnet 

 One of the examples of the P2P botnets is the 

Storm Botnet. The Storm botnet is a remotely controlled 

network that has been linked by the Storm Worm, a Trojan 

horse spread through spam emails. It is estimated that the 

Storm botnet was running on anywhere from 1 million to 50 

million computer systems by September 2007. The Storm 

botnet's operators control the system via peer-to-peer 

techniques, making external monitoring and disabling of the 

system more difficult, since there is no central C&C server 

in the Storm botnet that can be shut down.  

C. HTTP: 

HTTP is another popular communication protocol used by 

botnets. While using HTTP, bots need to query dedicated 

web sites regularly for getting new commands. Since the 

botmaster commands are distributed by other bots, the 

botmaster is not able to monitor the delivery status of the 

commands in P2P. The implementation of a P2P botnet is 

difficult and complex.  Therefore, botmasters have begun to 

use the central C&C model again, where the HTTP protocol 

is used to publish the commands on certain web servers. 

 
Fig. 3: HTTP SERVER 

 If HTTP is used as communication protocol, 

botmaster cannot send command its bots immediately, 

instead, he/she leaves malicious instructions on a web server 

that bots may later fetch and execute. This model is called 

the PULL style and continues at a regular interval that is 

defined by the botmaster. Even if this pull mechanism leads 

to higher communication latencies, botmasters prefer HTTP 

since it creates less suspicious traffic for managing bots. As 

seen in Figure 3, web clients connect to a malicious web 

server and receive attack instructions that redirect them to 

the victim site. 

D. IRC: 

IRC C&C architecture is most commonly used 

communication channel in centralized botnets. All bots 

connect to a single IRC server to listen for commands. After 

they establish the connection to the server, they join a 

special channel using the standard IRC protocol. All 

communication works like a normal IRC chat conversation 

in a language that bots can interpret and process the 

commands. Botmasters are able to push their commands 

through these channels. As a result the latency between 

issuing a command and execution by the bot is very low. 

 Generally, the lifecycle of a botnet consists of 

seven steps.  

1) The first step is that the botmaster has to find new 

possible targets.  

2) Then the botmaster tries to infect the system and 

after a successful exploitation, the system 

downloads the dedicated botnet binaries from one 

of the botnet servers. 

3) “After that, each bot on the botnet will attempt to 

find the IRC server address by DNS query [...] 

4) Next is the communication step between bots and 

IRC server. In IRC based communication 

mechanism, a bot first sends a PASS message to 

the IRC server to start a session and then the server 

authenticates the bot by checking its password.  

5) In many cases, the botmaster also needs to 

authenticate itself to the IRC server.  

6) Upon the completion of these authentications, the 

command and control channels among botmaster, 

bots, and IRC server will be established.  

7) To start a DDoS attack, the botmaster only needs to 

send a simple command like ''.ddos.start 

victim\_ip'' while all bots receive  this command 

and start to attack the victim server” (Lu & 

Ghorbani 2008, p 1). 

 IRC-based bots use this infrastructure for malicious 

purposes by managing access lists, moving malicious files, 

sharing clients, sharing channel information and so on. 

These kinds of threats, called Trojan horse. They may also 

arrive thanks to unwanted downloads on infected websites 

or installed with online games or other internet-driven 

applications. 

 
Fig. 4: IRC SERVER 

III. INTRODUCTION 

A. Characteristics of Android Botnets: 

In order to identify possible Android characteristics, Several 

Android malware are evaluated: DroidDream, Geinimi, 

Pjapps, and RootSmart etc. By evaluating the technical 

reports of the above mentioned Android Malware, it allowed 

for the identification of common characteristics among the 

malware. The characteristics include the following: 

repackaging an application, receiving commands, 
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messaging, stealing information, applications found on third 

party application markets, downloading additional content 

and modifying the Android Manifest file. Certain of these 

identified characteristics relate closely to traditional botnet 

functionality, such examples are the receiving commands 

and stealing information characteristics. It is therefore 

possible to use these identified characteristics to detect 

botnets on Android devices. 

B. Repackaged Application: 

The distribution of malicious code to drive a botnet usually 

takes the form of an application. These applications are well 

known and legitimate but an attacker reverse engineered and 

repackaged the original code with additional malicious code. 

Repackaging is one of the most ordinary techniques, in that 

malware authors use to piggyback malicious payloads into 

popular applications. In essence, malware authors may 

locate and download popular apps, disassemble them, 

enclose Malicious payloads, and then re-assemble and 

submit the new apps to official and/or alternative Android 

Markets. A user installs the application but is unaware of the 

additional configurations taking place on the device. 

C. Receiving Commands: 

An essential characteristic of any bot is the ability to either 

receive command automatically or to prompt a remote 

server for the commands. Bot uses: The first option is to 

send the commands directly from a C & C server to the 

Android bot as needed. The other option is to allow the 

Android bot to contact the C & C server at regular intervals 

and ask whether new commands are available by opening a 

local network port or by making outbound connections to 

the attacker's system using protocols such as DNS, HTTP, 

SMTP, or other client-server and peer-to-peer protocols. 

Any contact with a remote server is an obvious indication 

that a possible Android botnet is at work.  

D. Messaging: 

The traditional notion of a botnet is either to cause 

destruction at a particular level or for monetary purposes. 

Current Android botnets are exploiting SMS messages to 

gather money by sending messages to premium-rate 

numbers. These premium-rate numbers are phone numbers, 

used for a certain service and are charged at a higher rate 

than normal phone calls. By sending SMS messages at 

regular intervals to such numbers, the botnet can generate 

substantial amounts of money for its operators. 

E. Steal Information: 

Android botnets do not only receive information from a C & 

C server but also upload information about the infected 

device to the server. They steal personal and private 

information and communicate it back to the malicious user. 

This type of activity occurs usually after the installation of 

the malicious application. Information commonly collected 

by Android botnets can possibly include the following: 

IMEI (International Mobile Equipment Identity) number, 

IMSI (International Mobile Subscriber Identity) number, 

GPS Location, Phone Number, SDK (Software 

Development Kit) version, Device Model, Installed 

Packages 

F. Third Party Application Markets: 

Traditionally, malicious applications only appeared on 

unofficial third party application markets. Unlike previous 

instances of malware in the wild that were only available in 

targeted alternative app markets, DroidDream was available 

in the official Android Market in addition to alternative 

markets. It is one such example although the chances are 

slim of locating a malicious application on the Official 

Android Market, caution must still be exercised.  

G. Additional Content Downloaded: 

The latest characteristic of Android botnets is the ability to 

download additional content. This content, usually 

malicious in nature, aids and improves the performance of 

the botnet. The additional content is either downloaded 

dynamically by the application or a prompt asks the user to 

perform the necessary download. 

H. AndroidManifest.xml File: Features and Permissions: 

Every Android application includes the 

AndroidManifest.xml file in the root directory which 

presents essential information about the particular 

application to the Android system. Some of the elements 

included in the structure of the AndroidManifest.xml file is 

the <usesfeature> and the <uses-permission> elements. The 

<usesfeature> element declares a single hardware or 

software feature used by the application. Android botnets 

commonly use the following features: 

android.hardware.telephony, touchscreen, location, Wi-Fi. 

All of the above features are self-explanatory and allow the 

Android botnet improved control over the infected device. 

The <uses-permission> element requests a permission that 

the application requires in order to operate correctly. 

Android botnets commonly use the following permissions: 

android.permission.READ_CONTACTS, 

WRITE_CONTACTS, SEND_SMS 

IV. SOLUTION 

Considering Android’s architecture and the security threats, 

it is needed to add security controls to protect all the layer of 

the Operating System. There should be multi-layers 

integrated security solution for Mobile smart devices which 

include End user, Mobile Network Operators (MNOs), Apps 

Developers, Market Store. 

A. Security using Firewall and Remote Services: 

End user must: Install a personal firewall to protect mobile 

device interfaces from direct attack and illegal access for 

effectiveness of mobile. Install anti-virus and anti-malware 

solutions to protect the device against malware and viruses 

because it is very effective to protect mobile devices from 

malicious applications. Install remote locate, track, lock, 

wipe, backup and restore software to retrieve, protect or 

restore a lost or stolen mobile device and the personal data 

on the device. Mobile Network Operators (MNOs): MNO 

also has responsibility to create a more secure environment 

for their customers. MNOs need to install anti-virus and 

anti-malware software to scan outgoing and incoming SMS 

and MMS to the mobile network, as many malwares use 

SMS/MMS to propagate and contact the bot-master. 
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B. Data Encryption: 

It is possible to subtract from the device the application data 

stored in the file system. Therefore, it is necessary to have a 

mechanism to ensure the confidentiality of such files. 

Android may implement this control, which can create 

encrypted file systems. It is necessary to have installed the 

tool inside the device and that the android kernel supports 

the algorithm with which creates encrypted file systems. 

Developers also need to take care of the security measures 

implemented in their application. They should ensure that 

private data is not being sent via an unencrypted channel; 

the data must be sent through HTTPS or TLS networks. 

C. Disable Unnecessary Services: 

The Android Linux kernel also has the possibility of 

disabling services that are not necessary for the device or its 

applications. To secure this file is necessary to analyze each 

statement and only delete the ones that does not affect the 

android functionality or are not necessary, in example it is 

recommended to disable Bluetooth services. 

D. Obfuscate Banners and System Messages: 

Know the services versions or error messages allow an 

attacker to search vulnerabilities or develop a specific 

exploit for any service running inside Android. If the 

applications or services source code is available or they are 

handled by configuration file it is recommended modify or 

delete the messages that the services launch to hide the 

specific version used. 

E. Choose Application Very Carefully: 

End user must install only applications from trusted sources 

that have legitimate contact information and a website and 

from the official and original developer (for example, if you 

are installing Instagram applications, make sure you 

download it from Instagram Inc.). Only install applications 

that have a high number of downloads and positive 

reviews.As the current Android Market (Google Play) does 

not adopt a certification process for applications, it is up to 

the end-user to make sure he/she only installs trusted 

applications from trusted developers. Applications store 

providers also should consider certification for each 

application before it can be published in the marketplace.  

F. Permission: 

End User must Check the permissions carefully when the 

application is prompting you during the installation phase. 

For example, when you install a wallpaper application, do 

you think it really needs full Internet access? Developers 

should minimize the use of built-in permissions in their 

applications, for example does not ask for full Internet 

access permission, INTERNET, unless it is essential for 

your applications to work properly. Android has about 100 

built-in permissions that control operations such as dialing 

the phone (CALL_PHONE), sending shot message 

(SEND_SMS), etc. In Android, there are three main “ 

security protection levels” for permission labels: a “normal” 

permission is granted to any application that requests it; a 

“dangerous” permission is only granted after user approval 

at install-time; and a “signature” permission is only granted 

to applications signed by the same developer key as the 

application defining the permission label. 

V. CONCLUSION 

In this paper specific history, architecture and characteristics 

of Android botnets were identified. History specifies 

behaviors and internal working of malware. The 

characteristics identified are the following: Repackaged 

Applications, Receiving Commands, Messaging, Steal 

Information, Third Party Application Markets, Additional, 

Content Download and AndroidManifest.xml File: Features 

and Permissions. The architecture and characteristics were 

described in terms of the Android Botnet Development 

Model and integrated security solution for the Android 

Botnet Discovery Process. These mentioned characteristics 

can then aid the identification of current Android botnets as 

well as prevent the rise of new Android botnets. And then I 

discussed integrated solution among end-user, mobile 

operator, application developer and market-store part of 

OHA (Open Handset Alliance). Future research includes the 

advance study of the internal workings of current Android 

botnets and malware.  
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