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Abstract— Face recognition presents a difficult downside 

within the field of image analysis and vision, and 

intrinsically has received an excellent deal of attention over 

the previous few years due to its several applications in 

numerous domains. This paper provides a broad review of 

human face recognition systems. We present outline of face 

recognition system, its major types and its applications.  

This paper also focuses on the face features that use to spot 

the face in face recognition. 
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I. INTRODUCTION 

Now a day with the network world, the approach for crime 

is become easier than before. Due to this reason, network 

security has become one amongst the largest issues facing 

today's IT departments. We detected lots concerning hackers 

and fruity ways that to steal any parole or pin code, crimes 

of ID cards or credit cards fraud or security breaches in any 

necessary building then reach any data or necessary 

information from any organization or company. These 

issues permit us to grasp the necessity of robust technology 

to secure our necessary information. 

 Face recognition is an important research problem 

spanning numerous fields and disciplines. This as a result of 

face recognition, in extra to having varied sensible 

applications like bankcard identification, access 

management, Mug shots looking out, security observance, 

and surveillance, may be a basic human behaviour that's 

essential for effective communications and interactions 

among individuals. 

 A proper system of classifying faces was first 

proposed in [1]. The author proposed assembling facial 

profiles as curves, finding their average, and then classifying 

other profiles by their deviancies from the average. This 

classification is multi-modal, i.e. resulting in a vector of 

independent events that could be compared with other 

vectors in a database. 

 Advancement in the field of face recognition has 

been tremendous so that it is demonstrated in the practical 

setting.  The fast improvement of face recognition is due to 

a blend of factors: dynamic improvement of algorithms, the 

availability of a huge database of face, and a method for 

estimating the performance of face recognition methods. 

Face recognition problem can be solved in two ways first 

using images and second using video of a scen. 

 Person verification and face recognition are 

different in many ways. First, in person verification system 

the person who is making a claim is client and the input 

image is referred to a comparatively small dataset to verify 

any claim. In case of Recognition system input image would 

be compared with large dataset. 

 Second, an automatic person verification system 

essentially works in real time to be suitable to users. Lastly, 

in recognition system, only features of people from the 

training database are accessible to the system, but every 

input is important for authentication.  

 Face recognition is a biometric approach that 

employs automated methods to verify or recognize the 

identity of a living person based on his/her physiological 

characteristics. In general, a biometric identification system 

makes use of either physiological characteristics (such as a 

fingerprint, iris pattern, or face) or behavior patterns (such 

as hand-writing, voice, or key-stroke pattern) to identify a 

person. Because of human inherent protectiveness of his/her 

eyes, some people are reluctant to use eye identification 

systems. Face recognition has the benefit of being a passive, 

non-intrusive system to verify personal identity in a 

“natural” and friendly way.  

 In general, biometric devices can be explained with 

a three step procedure (1) a sensor takes an observation. The 

type of sensor and its observation depend on the type of 

biometric devices used. This observation gives us a 

“Biometric Signature” of the individual. (2) a computer 

algorithm “normalizes” the biometric signature so that it is 

in the same format (size, resolution, view, etc.) as the 

signatures on the system‟s database. The normalization of 

the biometric signature gives us a “Normalized Signature” 

of the individual. (3) a matcher compares the normalized 

signature with the set (or sub-set) of normalized signatures 

on the system's database and provides a “similarity score” 

that compares the individual's normalized signature with 

each signature in the database set (or sub-set). What is then 

done with the similarity scores depends on the biometric 

system‟s application?  

 Face recognition starts with the detection of face 

patterns in sometimes cluttered scenes, proceeds by 

normalizing the face images to account for geometrical and 

illumination changes, possibly using information about the 

location and appearance of facial landmarks, identifies the 

faces using appropriate classification algorithms, and post 

processes the results using model-based schemes and 

logistic feedback [3]. 

 The application of face recognition technique can 

be categorized into two main parts: law enforcement 

application and commercial application. Face recognition 

technology is primarily used in law enforcement 

applications, especially Mug shot albums (static matching) 

and video surveillance (real-time matching by video image 

sequences). The commercial applications range from static 

matching of photographs on credit cards, ATM cards, 

passports, driver‟s licenses, and photo ID to real-time 

matching with still images or video image sequences for 

access control. Each application presents different 

constraints in terms of processing. 

 All face recognition algorithms consistent of two 

major parts: (1) face detection and normalization and (2) 

face identification. Algorithms that consist of both parts are 

referred to as fully automatic algorithms and those that 

consist of only the second part are called partially automatic 

algorithms. Partially automatic algorithms are given a facial 
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image and the coordinates of the center of the eyes. Fully 

automatic algorithms are only given facial images.  

 On the other hand, the development of face 

recognition over the past years allows an organization into 

three types of recognition algorithms, namely frontal, 

profile, and view tolerant recognition, depending on the kind 

of images and the recognition algorithms. While frontal 

recognition certainly is the classical approach, view-tolerant 

algorithms usually perform recognition in a more 

sophisticated fashion by taking into consideration some of 

the underlying physics, geometry, and statistics. Profile 

schemes as stand-alone systems have a rather marginal 

significance for identification, (for more detail see [4]). 

 However, they are very practical either for fast 

coarse pre-searches of large face database to reduce the 

computational load for a subsequent sophisticated algorithm, 

or as part of a hybrid recognition scheme. Such hybrid 

approaches have a special status among face recognition 

systems as they combine different recognition approaches in 

an either serial or parallel order to overcome the 

shortcoming of the individual components. 

 Another way to categorize face recognition 

techniques is to consider whether they are based on models 

or exemplars. Models are used in [5] to compute the 

Quotient Image, and in [6] to derive their Active 

Appearance Model. These models capture class information 

(the class face), and provide strong constraints when dealing 

with appearance variation. At the other extreme, exemplars 

may also be used for recognition. 

 Focusing on the aspect of pose invariance, face 

recognition approaches may be divided into two categories: 

(i) global approach and (ii) component-based approach. In 

global approach, a single feature vector that represents the 

whole face image is used as input to a classifier. Several 

classifiers have been proposed in the literature e.g. 

minimum distance classification in the eigenspace [9,10], 

Fisher‟s discriminant analysis [11], and neural networks 

[12]. Global techniques work well for classifying frontal 

views of faces. However, they are not robust against pose 

changes since global features are highly sensitive to 

translation and rotation of the face. To avoid this problem an 

alignment stage can be added before classifying the face. 

Aligning an input face image with a reference face image 

requires computing correspondence between the two face 

images. The correspondence is usually determined for a 

small number of prominent points in the face like the center 

of the eye, the nostrils, or the corners of the mouth. Based 

on these correspondences, the input face image can be 

warped to a reference face image. 

 In [13], an affine transformation is computed to 

perform the warping. Active shape models are used in [14] 

to align input faces with model faces. A semi-automatic 

alignment step in combination with support vector machines 

classification was proposed in [15]. An alternative to the 

global approach is to classify local facial components. The 

main idea of component based recognition is to compensate 

for pose changes by allowing a flexible geometrical relation 

between the components in the classification stage. 

 In [16], face recognition was performed by 

independently matching templates of three facial regions 

(eyes, nose and mouth). The configuration of the 

components during classification was unconstrained since 

the system did not include a geometrical model of the face. 

A similar approach with an additional alignment stage was 

proposed in [17]. In [18], a geometrical model of a face was 

implemented by a 2D elastic graph. The recognition was 

based on wavelet coefficients that were computed on the 

nodes of the elastic graph. In [19], a window was shifted 

over the face image and the DCT coefficients computed 

within the window were fed into a 2D Hidden Markov 

Model. 

 Face recognition research still face challenge in 

some specific domains such as pose and illumination 

changes. Although numerous methods have been proposed 

to solve such problems and have demonstrated significant 

promise, the difficulties still remain. For these reasons, the 

matching performance in current automatic face recognition 

is relatively poor compared to that achieved in fingerprint 

and iris matching, yet it may be the only available 

measuring tool for an application. Error rates of 2-25% are 

typical. It is effective if combined with other biometric 

measurements.  

 Current systems work very well whenever the test 

image to be recognized is captured under conditions similar 

to those of the training images. However, they are not robust 

enough if there is variation between test and training images 

[20]. Changes in incident illumination, head pose, facial 

expression, and hairstyle (include facial hair), cosmetics 

(including eyewear) and age, all confound the best systems 

today. As a general rule, we may categorize approaches used 

to scope with variation in appearance into three kinds: in 

variant features, canonical forms, and variation- modeling. 

The first approach seeks to utilize features that are invariant 

to the changes being studied. For instance, the Quotient 

Image [5] is (by construction) invariant to illumination and 

may be used to recognize faces (assumed to be Lambertian) 

when lighting conditions change. 

 The second approach attempts to “normalize” away 

the variation, either by clever image transformations or by 

synthesizing a new image (from the given test image) in 

some “canonical” or “prototypical” form. Recognition is 

then performed using this canonical form. Examples of this 

approach include [21, 22]. In [21], for instance, the test 

image under arbitrary illumination is re-rendered under 

frontal illumination, and then compared against other 

frontally illuminated prototypes. 

 The third approach of variation-modeling is self-

explanatory: the idea is to learn, in some suitable subspace, 

the extent of the variation in that space. This usually leads to 

some parameterization of the subspace(s). Recognition is 

then performed by choosing the subspace closest to the test 

image, after the latter has been appropriately mapped. In 

effect, the recognition step recovers the variation (e.g. pose 

estimation) as well as the identity of the person. For 

examples of this technique, see [18, 23, 24 and 25]. 

 Despite the excess of techniques, and the valiant 

effort of many researchers, face recognition remains a 

difficult, unsolved problem in general. While each of the 

above approaches works well for the specific variation being 

studied, performance degrades rapidly when other variations 

are present. For instance, a feature invariant to illumination 

works well as long as pose or facial expression remains 

constant, but fails to be invariant when pose or expression is 

changed. This is not a problem for some applications, such 
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as controlling access to a secured room, since both the 

training and test images may be captured under similar 

conditions. However, for general, unconstrained recognition, 

none of these techniques are robust enough. 

 Moreover, it is not clear that different techniques 

can be combined to overcome each other‟s limitations. 

Some techniques, by their very nature, exclude others. For 

example, the Symmetric Shape-from-Shading method of 

[22] relies on the approximate symmetry of a frontal face. It 

is unclear how this may be combined with a technique that 

depends on side profiles, where the symmetry is absent.  

 We can make two important observations after 

surveying the research literature: (1) there does not appear to 

be any feature, set of features, or subspace that is 

simultaneously invariant to all the variations that a face 

image may exhibit, (2) given more training images, almost 

any technique will perform better. These two factors are the 

major reasons why face recognition is not widely used in 

real-world applications. The fact is that for many 

applications, it is usual to require the ability to recognize 

faces under different variations, even when training images 

are severely limited.  

II. REVIEW OF FEATURE EXTRACTION METHODS 

Feature-set for face recognition greatly affect the efficiency 

of face recognition. Many types of features are used in face 

recognition system. 

A. Classical Features: 

Eigenface is one of the most thoroughly investigated 

approaches to face recognition. It is also known as 

Karhunen- Loève expansion. 

 Although facial images have a high dimensionality, 

their discriminative characteristics usually lie or can be 

extracted in a lower dimensional subspaces or sub-

manifolds. Therefore, subspace and manifold learning 

methods have been dominantly used in appearance based FR 

[2-9][42]. Classical methods such as the Eigenface and 

Fisherface [2-3][42] mainly consider the global scatter of 

training samples and may fail to reveal the essential data 

structures nonlinearly embedded in the high dimensional 

space. The manifoldlearning methods were proposed to 

overcome this limitation [5-6], and the representative 

manifold learning methods include locality preserving 

projection (LPP) [7], local discriminant embedding (LDE) 

[8], unsupervised discriminant projection (UDP) [9], etc.  

 In addition, kernel based subspace learning was 

also proposed for FR. For instance, Yang et al. [60] 

presented a Kernel Fisher discriminant framework for 

featureextraction and recognition; Zafeiriou et al. [4] 

proposed a robust approach to discriminant kernel-

basedfeature extraction for face recognition and 

verification.The subspace or manifold learning methods 

only consider the holistic feature of face images, which 

areusually very sensitive to the variations of misalignment, 

pose, and occlusion. 

B. Local Features: 

Recent researches have shown that local feature based 

methods [16-18][26] are very promising in object 

recognition, texture classification and uncontrolled FR. 

Gabor filters, which could effectively extract local 

directional features on multiple scales, have been 

successfully used in FR [17-18]. Compared to the holistic 

feature based approaches such as Eigenface [2] and 

FisherFace [3], Gabor filtering is less sensitive to image 

variations (e.g., illumination, expression).  

 Another type of local feature widely used in FR is 

statistical local feature (SLF), such as histogram of local 

binary pattern (LBP) [43]. The main idea is that a face 

image can be seen as a composition of micro-patterns [26]. 

By partitioning the face image into several blocks, the 

statistical feature (e.g., histogram of LBP) of these blocks is 

extracted, and finally the description of the image is formed 

by concatenating the extracted features in all blocks. Zhang 

et al. [35-36] proposed to use Gabor magnitude or phase 

map instead of the intensity map to generate LBP features. 

New coding technologies on Gabor features have also been 

proposed. In [37], Zhang et al. extracted and encoded the 

global and local variations of the real and imagery parts in 

multi-scale Gabor representation. Xie et al. [48] proposed 

local Gabor XOR patterns (LGXP), which utilizes XOR 

(exclusive or) to encode the local variation of Gabor phase, 

to fuse Gabor magnitude and phase information. These local 

pattern based statistical features have shown very promising 

results in large scale face databases, such as FERET [22-23] 

and FRGC [35]. 

III. REVIEW OF CLASSIFIERS  

Apart from the employed features, the employed classifier is 

also important to the performance of FR. This section gives 

an overview on the major human face recognition 

techniques that apply mostly to frontal faces, advantages and 

disadvantages of each method are also given. 

A. Artificial Neural Network (ANN): 

Artificial neural networks (ANN) were used largely in the 

recent years in the fields of image processing (compression, 

recognition and encryption) and pattern recognition. Many 

literature researches used different ANN architecture and 

models for face detection and recognition to achieve better 

compression performance according to: compression ratio 

(CR); reconstructed image quality such as Peak Signal to 

Noise Ratio (PSNR); and mean square error (MSE). Few 

literature surveys that give overview about researches 

related to face detection based on ANN[39]. 

B. Nearest Neighbor (NN): 

Moreover, in order to better exploit the prior knowledge that 

face images from the same subject construct a subspace, 

nearest subspace (NS) classifiers [19][36-38][51][58] were 

also developed, which are usually superior to the popular 

NN classifier. 

C. Hidden Markov Model (HMM): 

Hidden Markov Models (HMMs) are a set of statistical 

models used to characterize the statistical properties of a 

signal. An HMM is a doubly stochastic process with an 

underlying stochastic process that is not observable, but can 

be observed through another set of stochastic processes that 

produce a sequence of observed symbols. An HMM has a 

finite set of states, each of which is associated with a 

multidimensional probability distribution; transitions 
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between these states are governed by a set of probabilities 

[40]. 

 In 1993, a new approach to the problem of 

automatic face recognition based on 1D HMMs was 

proposed in [41]. In this paper faces are treated as two 

dimensional objects and the HMM model automatically 

extracts statistical facial features. Paper[42]refined the work 

begun in [41] on a top-to-bottom HMM. These new 

experiments demonstrate how face recognition rates using a 

top-to-bottom HMM vary with different model parameters. 

In [43] 1D HMM presented in [42], is upgraded using 

2DDCT feature vectors instead of pixel intensities. Then 

many hybrid models of HMM based face recognition like 

HMM with PCA, HMM with HarrWavelet, HMM with 

artificial neural network etc. have been presented. It is clear 

that different techniques balance certain trade-offs between 

computational complexity, speed and accuracy of 

recognition and overall practicality and ease-of-use[40]. 

D. Support Vector Machine (SVM): 

After its introduction within the early Nineteen Nineties, the 

support vector machine learning technique was fast to 

achieve an oversized following. Offering a simple to grasp 

geometric interpretation of the educational method, in 

distinction to usually additional „black-box‟ neural networks 

whose inner state is mostly arduous to interpret, for a short 

time SVMs were a favoured technique and got adopted in an 

exceedingly variety of research areas. It‟s the quality of 

huge and high-dimensional issues like face detection that 

creates them an honest stress-test for the sensible aspects of 

recent machine learning ways [44]. 

 Initial introduced support vector machines (SVM) 

quickly became a wide used machine learning technique 

[10]. It‟s the pioneering and arguably the foremost well-

liked of the kernel strategies, the category of algorithms that 

map data points into terribly high-dimensional feature areas, 

[11, 12] initial to use the SVM technique to face detection. 

They used nineteen × nineteen pixel image patches 

containing faces and non-faces. A lot of recently SVMs saw 

more enhancements in tries to enhance their efficiency.  

 State of the art face detection systems like the one 

developed to create variety of problem-specific novel 

approaches like classifier cascades, boosting, efficient 

rectangular Haar-like options and integral pictures, tobe 

combined with the standard and universally applicable 

machine learning ways so as to attain smart performance in 

terms of each accuracy and speed [44]. 

 Non-linearity of the classifier, Resistance to over-

training, Human interpretative learning process, and 

Effective approximation methods are the few strengths of 

SVM method of classification [44] 

E. Kernel Representation (KR): 

The representation in the conventional eigenfaces and 

FisherFace approaches is based on second order statics of 

the image set, i.e. covariance matrix and does not use high 

order statistical dependencies such as relationship among 

three or more pixels. For face recognition much of the 

important information may be contained in the high order 

statistical relationship among pixels. Using the kernel tricks 

that are often used in SVMs Kernel Eigenfaces and Kernel 

FisherFace has been implemented and proven to be better 

[45]. Kernel methods have become increasingly popular for 

pattern classification, especially face recognition. 

IV. CONCLUSION 

In this various methods for face recognition are compared 

based on features and classification methods. Although the 

statistical local features (SLF) and SRC/CRC have shown 

powerful abilities in the field of feature extraction and signal 

classification, few works have been proposed to integrate 

them together for better performance. Many works either 

use NN/NS/SVM as the classifier with SLF as inputs or use 

SRC/CRC to do classification with holistic feature. 

Although some methods aim to combine LBP and sparse 

representation together, no effective representation model 

was proposed to deal with variations such as occlusion and 

misalignment, etc. 

 Statistical Local feature can be combined with 

kernel model to achieve good result in non-linear problems 

like most of the practical cases.  
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