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Abstract— Data de-duplication is a method of reducing 

storage needs by eliminating redundant data. Redundant 

data is replaced with a pointer to the unique data copy and 

has been used in cloud   storage to reduce the amount of 

storage space and bandwidth. In virtualized cloud 

infrastructures, a Virtual Machine Monitor (VMM) governs 

the execution of client virtual machines (VMs). We have 

designed and implemented Self-service Cloud Computing 

(SSC), a new cloud computing model that introduces novel 

abstractions to improve the security and privacy of client 

code and data, and gives clients more flexible control over 

their VMs. In SSC, the privilege model of a commodity 

VMM is modified and a new cloud management platform is 

designed and implemented, which uses the modified VMM 

to solve the security and flexibility problem without 

affecting the benefits of cloud computing like low 

maintenance and management cost. SSC incorporates 

protocols based on Trusted Platform Module (TPM) to 

establish client’s trust on the SSC enabled infrastructure. To 

demonstrate the utility of SSC, we have implemented and 

evaluated multiple security, storage and networking 

services. 
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I. INTRODUCTION 

Cloud computing provides unlimited virtualized resources, 

while hiding platform and implementation details. Cloud 

service providers to provides both highly available storage 

and parallel computing resources at relatively low costs. As 

cloud computing an increasing amount of data is being 

stored in the cloud and shared by users with specified 

privileges, which define the access rights of the stored data. 

It consists of hardware and software resources available on 

the internet, managed by third party services. These services 

typically provide access to advanced software application. 

One important challenge of cloud storage services is the 

management of the ever-increasing volume of data. 

Data de-duplication is a specialized data 

compression technique for eliminating duplicate copies of 

repeating data in storage. The technique is used to improve 

storage utilization and can also be applied to network data 

transfers to reduce the number of bytes that must be sent. 

Multiple data copies with the same content; de-duplication 

eliminates redundant data by keeping only one physical 

copy and referring other redundant data to that copy.  

De-duplication can take place at either the file level 

or the block level. For file level de-duplication, it eliminates 

duplicate copies of the same file. De-duplication can also 

take place at the block level, which eliminates duplicate 

blocks of data that occur in non-identical files. Data de-

duplication provides lot of benefits, security, to archieve 

economies of scale and to improve flexibility. Traditional 

encryption technique provide the data confidentiality, 

requires different users to encrypt the data with their own 

keys.  

Convergent encryption proposed to enforce data 

confidentiality while making de-duplication. It 

encrypts/decrypts a data copy with a convergent key. To 

detect unauthorized access, a secure proof of ownership 

protocol ,to solve the problem of using a small hash value as 

a proxy for the entire file .A proof  mechanism that prevents 

leakage amplification a proof of ownership. Previous de-

duplication systems cannot support differential authorization 

duplicate check, is used in many application. Identifying 

common chunks of data both within and storing in only 

once, de-duplication can yield cost savings by increasing the 

utility of a given amount of storage. 

II. LITERATURE REVIEW  

A. Private Date De-duplication Protocols in Cloud 

Storage: 

W. k. Ng, Y. Wen, H.Zhu et al, a new notion which calls 

private de-duplication protocol, de-duplication technique for 

private date storage is introduced and formalized. A private 

data de-duplication protocol allows a client holds a private 

data proofs to a server to holds a summary string of the data 

that’s the owner of that data without revealing further 

information to the server. It can be viewed has a compliment 

of the state-of-the-art public data de-duplication protocols. 

The security of private data de-duplication 

protocols is formalized in the simulation based frame work 

in the context of two party computations. The private data 

de-duplication protocol provably secure the under laying has 

function is collision-resilient. Data de-duplication stores 

only a single copy of each file on a storage server regardless 

of how many clients has to store the file. This technique 

considered to be the most impactful storage technique. It can 

be used has a side channel each reveals information about 

the contents and attacker of the file of other users. 

B. Dupless: Server Aided Encryption for De-duplicated 

Storage 

M. Bellare, S. Keelveedhi, T. Ristenpart et al, in dupless 

clients encrypted under message based keys obtain from key 

server. It enables client stored with an existing service. The 

encryption for de-duplicated storage can achieve 

performance and space savings close to that of using the 

storages service with plain text data. Common encryption 

modes are randomized, the de-duplication impossible since 

the storage service effectively in always different ciphertext 

regardless of the data. Cross-user the de-duplcation which 

allows more storage savings is not possible because 

encryption of different clients, being under different keys, is 

usually different. If the client’s encryption is deterministic 

de-duplication is possible, but only for that user. 

Its most prominent instantiation is convergent 

encryption (CE). Convergent is used within a wide variety 
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of commercial and research storage service (SS) systems. 

CE is subject to and inherent security limitation, 

susceptibility to off line brute-force dictionary attacks. 

C. RevDedup: A Reverse De-duplication Storage Systems 

and Optimized for Reads to Latest Backups. 

C. Ng and P. Lee et al de-duplication is to effectively 

eliminate duplicates for virtual machine (VM) image 

storage, it also introduce fragmentation that degrades read 

performance. Each VM image contains several gigabytes of 

data. Large volume of versions associated with each VM. 

Most existing de-duplication focus on optimized storage 

efficiency and back up performance. To explore de-

duplication VM image backup storage on a desk based 

backend. The fragmentation problem of the latest backup is 

the most severe since its blocks are scattered across all the 

prior backups. If remove any duplicate blocks that are 

already stored so has to reclaim storage and refer them to the 

new blocks. This fragmentation problem to older backups, 

keeping the storage layout of the newer backup as sequential 

as possible 

1) RevDedup: 

It is the core component of de-duplication design. 

RevDedup exploits content similarities of VM images using 

a hybrid of inline and out-of-order de-duplication 

approaches. It applies coarse-grained global de-duplication 

to different VMs and removes and duplicates on the right 

path, and further applies fine-grained reverse de-duplication 

to different backup versions of the same VM and removes 

any duplicates from old backup versions.  

D. A Secure Data De-Duplication Scheme for Cloud 

Storage. 

J.Stanek, A. Sorniotti, E.Androulaki and L. Kencl et al, to 

present a scheme that’s permits a more fine-grained trade-

off. The intuition is that outsourced date may require 

different levels of protection. Client-side date de-duplication 

in particular ensures that multiple uploads of the same 

content only consume network band-width and storage 

space of single uploaded. De-duplication is actively used by 

a number of cloud backup providers as well as various cloud 

services. 

Storage optimization falls into two main categories. 

Data de-duplication is the finding of identical strings of data 

and replacing them with a pointer. Compressing data using 

either a single compression technique or finding the optimal 

technique. Compression can be loss or lossless. Lossless is 

essential for most data processing. 

E. Secure and Constant Cost Public Cloud Storage 

Auditing With De-duplication: 

J. Yuan, S. Yu et al, proof of ownership (POW) improves 

storage efficiency by securely removing un necessarily 

duplicate data only storage server. In novel scheme based on 

technique including polynomial based authentication tags 

and homomorphic linier authenticators. Design allows de-

duplication of both files and corresponding authentication 

tags. Data integrity auditing and storage de-duplication are 

achieved. Cloud users always be able to verify the integrity 

of the file at any time. The storage efficiency is desirable to 

de-duplicate both the file and the meta data need for data 

integrity check. The clouds need to verify that the users 

actually own the file before creating a link to file. The user 

also needs to confirm that the cloud actually has the file in 

its storage and audit the integrity of the file. 

Proof of retrievability attempts to formulize the 

notion of remotely and reliably verifying the data integrity 

without retrieving the data file. This scheme consists of set 

up phase and a sequence of verification phases. POR 

scheme is determined by a communication bits exchanged 

between Alice and Bob per verification, computation time 

on Alice/Bob’s side in verification. 

Cryptographic technique that allows users to store 

their data at an untrusted server and have probabilistic 

guaranters that the servers possesses the original data. PDS 

uses homomorphic verifiable tags that minimize the amount 

of server computation network traffic and block access 

while achieving a strong guaranter of data possession. 

III. CONCLUSION 

This paper compares many duplication techniques and 

models about the de-duplication proofs of security, current 

and past history of the de-duplication to avoid the duplicate 

copies of the users and also provide the security. A hybrid 

cloud approach is used to provide the security and 

bandwidth. The survey paper specifies the de-duplication 

and the effectiveness with the security are described from 

the above mentioned papers. The techniques provide the 

users to protect the security from unauthorized users. 
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