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Abstract— Risk based testing is done to refine the testing 

process so that risks while software development are 

reduced thereby increasing the software quality .In this 

paper we propose a method of finding risk ranks for each 

test case and then executing the test case according to the 

ranks. The risk ranks are calculated by using various factors 

as mentioned in the paper. This paper methodologically 

proposes a approach which is yet to be experimented in real 

time. 
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I. INTRODUCTION 

Risk is defined as uncertain problem. While software 

development each type of risk has a impact on the 

functionality of the software. The basic need of risk based 

testing is to enhance the confidence of all stakeholders of 

the software testing. It eventually results in reduced effort, 

time for software testing. Mainly there are effective ways to 

reduce the software risks but the main difficulty lies in 

finding out the risks. To explore a software risk we may use 

multiple heuristics. We can identify the risks by shortlisting 

the vulnerabilities of software component. Next we try to 

determine which inputs might pose a threat to system and 

induce failure in the component. Finally we consider the 

victims of the risks and bad they will be affected. Another 

class of mechanisms for software risk identification involves 

considering the various functionalities where failure may 

occur. They can be reliability, usability, performance, 

installability, compatibility, portability, localizability. We 

can further proceed storing the risks in a separate catalog 

called as Risk Catalog where we describe each risk 

identified by the domain specific analysts. There are two 

ways to organize risk based testing.  

A. Risk Watch List:  

A list of risk with adequate information about each risk 

B. Risk Matrix:  

A tabular form of risk and risk mitigation task sorted by 

importance of each risk 

 Above ways to organize risks are having demerits 

such as they question the ability to judge risks, Also, volatile 

requirements pose difficulty while risk analysis. 

II. PROPOSED MODEL 

We propose a concept of risk rank assignment to each test 

case and tabulate it as shown below: 

SL.NO. Test Case Risk Rank 

1 TC1 1 

2 TC2 2 

3 TC3 3 

Table 1: Proposed Model 

 Risk Rank is measured by a factor called as 

strength of the test case denoted by Str(Testcase). 

We consider 3 metrics to calculate the overall strength of a 

testcase. We take into account the priority of the 

requirements documented in requirements specification 

document. Then we consider the lines of code (LOC) for 

developing the specific feature and finally we include the 

amount of testing resources consumed by a test case.For 

example, consider a web application for online registration 

to an examination .The component we want to test is Login 

module. Say, we develop the following 3 test cases: 

A. Test Case 1(TC1):  

Verifying if the login ID, password field allow for input 

from user 

B. Test Case 2(TC2): 

Verifying if submit and Cancel buttons allow users to click 

only after input is given in both LoginID, password field. 

C. Test Case 3(TC3): 

Verifying that LoginID, password field will not allow inputs 

with less than 6 alphanumeric characters 

 For example, we get value for this factor for TC3 

as greater than TC2 followed by TC1 which has a least 

value. Say, TC3=100 Units, TC2=70 units and TC1=50 

units then this factor effects the strength of each test case 

adversely. So, while finding the strength of each test case, 

we divide the product of priority and LOC with this value of 

amount of testing resources consumed. 

 The strength of each test case is then arrived by 

performing following operations: 

Str(TC1)=(1 X 10)/50=0.20 

Str(TC 2)=(1 X 20)/70=0.28 

Str(TC 3)=(1 X 30)/100=0.30 

III. THREATS TO VALIDITY  

The proposed model is yet to be validated experimentally. 

The main factor affecting the calculation of strength of the 

test case is the lines of code for developing a feature 

depends on the development environment too. Integrated 

Development Environment (IDE) may reduce the LOC 

while other tools may not be able to do so. The other factor 

which may be crucial in determining the amount of testing 

resources consumed is development of the test case. Skilled 

testers reduce this time but unskilled test engineers may take 

considerable amount of time in development of a test case. 

Our future scope for this model is tuning the factors 

involved in calculation of Risk Rank such that the risk rank 

gathers more precision. 

IV. CONCLUSION 

This paper proposes a novel approach for risk based testing 

based on strength of the test cases which considers multiple 

factors like importance of feature LOC, amount of testing 

resources consumed. The concerned factors may indicate a 

strong or a weak test case. Weak tests are postponed for 
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execution until all the strong test cases are executed first. In 

this manner the overall risk is reduced significantly while 

testing software.  
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