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Abstract— The migration of wired network into wireless 

network form has been a worldwide trend among the past 

few decades. A very attractive and promising category of 

wireless networks that has emerged is based on an Ad Hoc 

topology; these networks are called Wireless Ad Hoc 

Networks. The term wireless network implies a computer 

network in which the communication links are wireless. The 

term Ad Hoc comes from the fact that there is no fixed 

infrastructure for forwarding/ routing the packets. MANET 

does not need a set of network infrastructure; every single 

node works as each a transmitter and a receiver and they 

trust their neighbors to relay messages. Nodes 

communication directly with each other once they are in 

range intervals constant communication varies. The self-

configuring ability of nodes in MANET created it modern 

among very important mission applications like military use 

or emergency recovery. In recent years, the security 

problems on MANET have become one of the primary 

concerns. MANET is more vulnerable to be attacked than a 

wired network. These vulnerabilities are nature of the 

MANET structure that can’t be retrieved. As a result, attacks 

with malicious intent have been and can be devised to 

exploit these vulnerabilities and to cripple the MANET 

operation. Attack prevention measures, such as 

authentication and encryption, are often used as the first line 

of defense for reducing the possibilities of attacks. But, 

these techniques have a limitation on the effects of 

prevention techniques in generally and that they are 

designed for a set of known attacks. They are unable to 

prevent newer attacks that are designed for circumventing 

the existing security measures. For this reason, there is a 

requirement of second mechanism to detect these newer 

attacks and which is none aside from intrusion detection 

system. 
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I. INTRODUCTION 

A Mobile Adhoc Networks (MANETs) is composing of 

mobile devices that communicate via wireless technology 

and whose topologies dynamically change as a move 

devices. Mobile Adhoc Networks (MANETs) is self-

configuring and infrastructure-less network, it is a kind of 

wireless network that has routable networking environment. 

MANET’s devices are free to move independently; therefore 

their devices will change its link to other device frequently. 

The Mobile adhoc network contains one or more 

transmitters and receivers in node also and nodes are 

communicated with other nodes via bidirectional link 

directly and indirectly. Because of the use of wireless 

communication, devices can communicate and cooperate 

with other devices. MANET provides communications in 

the absence of a fixed infrastructure so that MANETs are an 

attractive technology for many applications. Due to the 

mobility, topology changes dynamically and its basic Ad-

Hoc nature, Mobile Adhoc Network is venerable to various 

kinds of security attacks. Because of this flexibility 

introduces new security threats. The traditional way of 

protecting networks is not directly apply to MANETs. 

 In MANET were attack prevention measures, such 

as authentication and encryption, can be used in the first line 

of defense for reducing the possibilities of attacks. But, 

these techniques have a limitation on the effects of 

prevention techniques in general and these techniques are 

designed for a set of known attacks and not enable for 

prevent newer attacks. For that reason we need second 

mechanism to detect the newer attack that is intrusion 

detection system (IDS) in Manets. IDS system is used to 

detect the different attacks and threat which vulnerable to 

Manet’s communication. 

II. CONCEPT OF MANET 

A MANET is a collection of mobile users that are 

communicating over related bandwidth constrained wireless 

links. Therefore the nodes are mobile; the network topology 

may change rapidly over time. The Manet’s network is 

decentralized network, where all network activity including 

discovering the topology and delivering messages must be 

executed by the nodes themselves, so that  routing 

functionality will be incorporated into mobile nodes. This 

network can be a standard Wi-Fi connection, or any another 

medium, as a cellular or satellite transmission. Shown in 

fig.1 there no base station required and every node co-

operate with each other in forwarding packets in the wireless 

network and each node also act as a router. 

 
Fig. 1: Manet 

A. Application: 

 Third generation mobile ad hoc networks 

(Commercial application) 

 The second and the third generation mobile ad hoc 

networks (Military applications). In other words the 

soldiers should be able to use a network when and 

where it is needed.  

 Use in emergency services such as search and 

rescue operation, also supporting for doctor and 

nurse in hospital. 
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 E-commerce: In electronic payment, use anytime 

and anywhere 

 Education: classroom and campus setting. 

III. INTRUSION DETECTION SYSTEM 

An intrusion detection system (IDS) is a device or software 

application that monitors network or system activities for 

malicious activities and produces reports to a management 

station. IDS are available in a variety of “flavors” and 

approach the goal of detecting suspicious traffic in different 

ways. 

 An intrusion-detection system (IDS) defined as the 

tools, methods, and resources to help identify and report 

unauthorized or unapproved activity in network. Intrusion 

detection is typically part of an overall protection system 

that is installed around a system or device. Most intrusion 

detection systems take either a network based or a host-

based approach to recognizing and deflecting attacks. [2] 

A. IDS Can Be Classified Into Mainly In Two Categories 

As Follows: 

 Network-based IDS (NIDS) 

 Host-based systems (HIDS) 

1) Network-based IDS: 

Network intrusion detection systems NIDS are placed at a 

strategic purpose or points in the network to monitor traffic 

to and from all devices on the network. It performs an 

analysis for a passing traffic on the subnet, works in a 

promiscuous mode, and matches the traffic that is passed on 

the subnets to the library of known attacks. Once the attack 

is identified, or abnormal behavior is sensed, the alert is sent 

to the administrator. Example of the NIDS would be 

installing it on the subnet wherever firewalls are located in 

order to see if someone is making an attempt to interrupt 

into the firewall. Ideally one would scan all inbound and 

outbound traffic, but doing so might create a bottleneck that 

will impair the speed of the network. Network-based IDS 

(NIDS) listen on the network traffic. 

2) Host-based Systems: 

Host intrusion detection systems run on individual hosts or 

devices on the network. A HIDS monitors the incoming and 

outgoing packets from the device only and will alert the user 

or administrator if suspicious activity is detected. It takes a 

snap of existing system files and matches it to the previous 

snapshot. If the critical system files were changed or 

deleted, the alert is sent to the administrator to investigate. 

An example of HIDS usage can be seen on mission critical 

machines, which are not expected to change their 

configurations. Host-based systems (HIDS) are concerned 

with what is happening to each individual host. 

IV. PREVIOUS RESEARCH WORK 

A. Three Existing Approaches: 

1) Watchdog: 

The Watchdog/Pathrater is a solution to the matter of selfish 

or misbehaving nodes in MANET. The system introduces 

two extensions to the DSR algorithm to mitigate the result 

of routing misbehavior: the Watchdog, to find the 

misbehaving nodes and the Pathrater, to respond to the 

intrusion by isolating the selfish node from the network 

operation. 

 Watchdog runs on every node. Once a node 

forwards a packet, the node’s watchdog module verifies that 

the next node in the path also forwards the packet. The 

Watchdog does this by listening in to the next node’s 

transmissions. If the next node does not forward the packet, 

then it’s thought of to be misbehaving and is reported. The 

Pathrater module uses the information generated by 

Watchdog to pick a better route to deliver the packets, 

avoiding the selfish nodes. [3] 

 The watchdog theme fails to observe malicious 

misbehaviors with the presence of the following:  

 Ambiguous collisions 

 Receiver collisions 

 Limited transmission power 

 False misbehavior report 

 Collusion 

 Partial dropping. [3] [1] 

2) TWOACK: 

TWOACK is not a Watchdog based scheme. Its aim to 

resolve the receiver collision and limited transmission power 

issue of Watchdog, TWOACK detects misbehaving links by 

acknowledging every data packets transmitted over each 

three consecutive nodes along the path from the source to 

the destination. Upon retrieval of a packet, every node along 

the route is need to send back an acknowledgement packet 

to the node that is two hops away from it down the route. . 

TWOACK detects misbehaving links by acknowledging 

every information packet transmitted over each three 

consecutive nodes on the path from the source to the 

destination. TWOACK is needed to work on routing 

protocols such as Dynamic Source Routing (DSR). [1] 

3) Adaptive ACKnowledgement: 

It is based on TWOACK, proposed a new scheme called 

AACK similar to TWOACK; AACK is an Adaptive 

Acknowledgment-based network layer scheme which may 

be considered as the combination of a scheme called 

TWOACK associated an end-to-end acknowledgment 

scheme referred to as Adaptive ACKnowledge. Compared 

to TWOACK, AACK significantly reduced network 

overhead whereas still capable of maintaining surpassing 

identical network output. 

 
Fig. 2: ACK scheme: The destination node is required to 

send acknowledgment packets to the source node. 

 The end-to-end acknowledgment theme in ACK is 

shown in Fig.2.the supply node S sends out Packet one with 

none overhead except 2 b of flag indicating the packet sort. 

All the intermediate nodes merely forward this packet. Once 

the destination node D receives Packet one, it is required to 

challenge associate ACK acknowledgment packet to the 

supply node S on the reverse order of identical route. 

 Among a predefined amount, if the supply node S 
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receives this ACK acknowledgment packet, then the packet 

transmission from node S to node D is successful. 

Otherwise, the supply node S can switch to TACK scheme 

by send out a TACK packet. The conception of adopting a 

hybrid theme in AACK greatly reduces the network 

overhead, however each TWOACK and AACK still suffer 

from the matter that they fail to look at malicious nodes with 

the presence of false misbehaviors report and forged 

acknowledgment packets. [5] 

B. EAACK: 

Enhance Adaptive Acknowledgement (EAACK) is designed 

to tackle three of the six weaknesses of Watchdog scheme, 

namely, false misbehavior, limited transmission power, and 

receiver collision. EAACK is consisted of three major parts, 

namely,  

 ACK 

 Secure ACK 

 Misbehaviour Report Authentication (MRA). 

1) ACK: 

ACK is essentially associate end-to end acknowledgment 

scheme. It acts as a locality of the hybrid scheme in 

EAACK, attending to scale back network overhead once no 

network misconduct is detected. In Fig.3 in ACK mode, 

node S initial sends out associate ACK information packet 

P1 to the destination node D. If all the intermediate nodes on 

the route between nodes S and D square measure 

cooperative and node D with success receives P1, node D is 

needed to remand associate ACK acknowledgment packet 

Pack1 on a similar route however in a very reverse order. 

Inside a predefined fundamental quantity, if node S receives 

Pack1, then the packet transmission from node S to node D is 

winning. Otherwise, node S can switch to S-ACK mode by 

causing out associate S-ACK information packet to sight the 

misbehaving nodes within the route. 

 
Fig. 3: ACK scheme: The destination node is required to 

send back an acknowledgement packet to the source node 

when it receives a new packet. 

2) S-ACK: 

The S-ACK scheme is associate improved version of the 

TWOACK scheme projected in [5]. The principle is to let 

each three consecutive nodes work in a group to sight 

misbehaving nodes. For each three consecutive nodes 

among the route, the third node is required to send associate 

S-ACK acknowledgment packet to the primary node. The 

intention of introducing S-ACK mode is to sight 

misbehaving nodes among the presence of receiver collision 

and limited transmission power. As shown in Fig.4.in S-

ACK mode, the three consecutive nodes (F1, F2, and F3) 

add a group to sight misbehaving nodes inside the network. 

Node F1 initial sends out S-ACK information packet Psp1 to 

node F2. Then, node F2 forwards this packet to node F3. 

Once node F3 receives Psp1, because it is that the third node 

during this three-node cluster, node F3 is needed to remand 

associate S-ACK acknowledgment packet Psack1 to node F2. 

Node F2 forwards Psack1 back to node F1. If node F1 does 

not receive this acknowledgment packet inside a predefined 

fundamental quantity, each node F2 and F3 square measure 

as malicious. Moreover, a misconduct report are generated 

by node F1 and sent to the supply node S. In TWOACK 

theme, wherever the supply node like a shot trusts the 

misconduct report, EAACK needs the supply node to 

modify to MRA mode and make sure this misconduct 

report. 

 
Fig. 4: Flow of EAACK 

3) MRA: 

The MRA scheme is employed to resolve the weakness of 

Watchdog once it fails to sight misbehaving nodes with the 

presence of false misconduct report. The false misconduct 

report is also generated by malicious attackers to incorrectly 

report innocent nodes as malicious. The core of MRA 

scheme is to attest whether or not the destination node has 

received the reported missing packet through a special 

route. Once the destination node receives associate MRA 

packet, it searches its native knowledge base and compares 

if the reported packet was received. Otherwise, the 

misconduct report is trusted and accepted. By the adoption 

of MRA theme, EAACK is capable of investigate malicious 
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nodes despite the existence of false misbehavior report. 

C. Comparative Study of Existing System: 

Watchdog scheme fails to detect malicious misbehaviors 

with the presence of the following: 1) ambiguous collisions; 

2) receiver collisions; 3) limited transmission power; 4) 

false misbehavior report; 5) collusion; and 6) partial 

dropping. 

 The TWOACK scheme successfully solves the 

receiver collision and limited transmission power problems 

posed by Watchdog. However, the acknowledgment process 

required in every packet transmission process added a 

significant amount of unwanted network overhead. Due to 

the limited battery power nature of MANETs, such 

redundant transmission process can easily degrade the life 

span of the entire network. 

 The concept of adopting a hybrid scheme in AACK 

greatly reduces the network overhead, but both TWOACK 

and AACK still suffer from the problem that they fail to 

detect malicious nodes with the presence of false 

misbehavior report and forged acknowledgment packets. 

V. PROPOSED SYSTEM 

In fact, many of the existing IDSs in MANETs adopt an 

acknowledgment-based scheme, including TWOACK and 

AACK. The functions of such detection schemes all largely 

depend on the acknowledgment packets. Hence, it is crucial 

to guarantee that the acknowledgment packets are valid and 

authentic. With regarding to present concern, we 

incorporated digital signature in our proposed scheme 

named Enhanced AACK (EAACK). In order to make sure 

the integrity of the IDS, EAACK needs all 

acknowledgement packets to be digitally signed before they 

are sent out, and verified until they are accepted. However, 

we fully understand the additional resources that are 

required with the introduction of digital signature in 

MANETs. The main goal is to find out the most optimal 

solution for adopting digital signature in MANETs. 

A. Basic Process of Digital Signature: 

 
Fig. 5: Digital signature 

To make sure the validity of the digital signature, the 

message is send to the hash function and if the message is 

valid data means it directly send to the messages, and the 

hash function is processed and then it sender to the message 

digest, the message digest is used to check the message 

whether the message is valid or not. And then it sender to 

the signature function, it check signature is private key or 

public key. To verify the signature by applying public key or 

private key by using generalized as an information string. 

VI. CONCLUSION 

EAACK makes MANETs more secure. The major threats 

like packet dropping, false misbehavior report and forge 

acknowledgement can be detected by using this scheme. In 

fact, many of the existing IDSs in MANETs adopt an 

acknowledgment-based scheme, including TWOACK and 

AACK. The functions of such detection schemes all largely 

depend on the acknowledgment packets. For that reason, it 

is crucial to guarantee that the acknowledgment packets are 

valid and authentic. To address this concern, we adopt a 

digital signature in our proposed scheme named Enhanced 

AACK (EAACK). 
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