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Abstract— An efficient anti-spam filter that would block all 

spam, without blocking any legitimate messages is a 

growing need. To address this problem, we examine the 

effectiveness of statistically-based approaches Naïve 

Bayesian anti-spam filters, as it is content-based and self-

learning (adaptive) in nature. Additionally, we designed a 

derivative filter based on relative numbers of tokens. We 

train the filters using a large corpus of legitimate messages 

and spam and we test the filter using new incoming personal 

messages. More specifically, four filtering techniques 

available for a Naïve Bayesian filter are evaluated. We look 

at the effectiveness of the technique, and we evaluate 

different threshold values in order to find an optimal anti-

spam filter configuration. Based on cost-sensitive measures, 

we conclude that additional safety precautions are needed 

for a Bayesian anti-spam filter to be put into practice. 

However, our technique can make a positive contribution as 

a first pass filter. 
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I. INTRODUCTION 

Spam continues to be a growing problem accounting for 

upwards of 90% of all e-mail today. While spam filters have 

become more effective and wide spread, many spam 

messages continue to be delivered to end users. The 

difficulty in eliminating spam lies in differentiating it from a 

legitimate message. However, the message content of spam 

typically forms a distinct category rarely observed in 

legitimate messages, making it possible for text classifiers to 

be used for anti-spam filtering. The goal of this research is 

to examine the effectiveness of Naïve Bayesian anti-spam 

filters and the effect of parameter settings on the 

effectiveness of spam filtering. Additionally, we look at a 

novel modification to existing filters and incorporate it into 

the evaluation. 

 Naive Bayes classifiers are a popular statistical 

technique of e-mail filtering. They typically use bag of 

words features to identify spam e-mail, an approach 

commonly used in text classification. Naive Bayes 

classifiers work by correlating the use of tokens (typically 

words, or sometimes other things), with spam and non-spam 

e-mails and then using Bayesian inference to calculate a 

probability that an email is or is not spam. Naive Bayes 

spam filtering is a baseline technique for dealing with spam 

that can tailor itself to the email needs of individual users 

and give low false positive spam detection rates that are 

generally acceptable to users.  

A. Spam Filtering: 

Current spam filters come in a number of different forms3, 

the most successful being rule-based classifiers such as the 

original Spam Assassin, and statistical classifiers using 

Bayesian probability techniques (Spam Bayes, later versions 

of Spam Assassin etc.).  

  Rule-based classifiers usually contain an extensive 

number of tests, each one associated with a score, that are 

carried out on an e-mail. If the email fails a test, its score is 

increased.  

 After all the tests have been applied, if the email‟s 

score is above a certain threshold, it is classified as spam 

and discarded. Rule-based classifiers have the advantage of 

being able to employ diverse and specific rules to catch 

potential spam, such as checking the size of an e-mail or the 

number of pictures it contains, however this technique is 

non-machine-learning in the general sense and therefore 

rules have to be entered and maintained by hand.  

 This is a considerable disadvantage, as learning 

algorithms such as Bayesian classifiers can derive rules as 

they receive more information, hence including rules that 

are too subtle or too complicated to be entered by hand.  

B. Text Classification: 

In mathematical terms, text classification is the partitioning 

of a set of documents into a number of equivalence classes. 

Each equivalence class identifies the set of documents that 

belong to a document type.  

 In the case of spam filtering, for example, there are 

two document types, spam e- mails and non-spam e-mails.  

 The job of spam filters is to create a partition of a 

document set containing e-mails received in a user‟s inbox. 

Currently, the most widely-used text classification tool is the 

Naïve-Bayes classifier that uses probabilistic reasoning to 

classify documents.  

II. BAYESIAN CLASSIFIERS 

A. Bayesian Classifier: 

A Bayesian classifier is the application of a Bayesian 

network to the process of text classification. Bayesian 

networks are probabilistic networks that are used as problem 

solving models in different fields of work. In our case, a 

Bayesian network is used to represent a probability 

distribution of specified text contained in a spam email. In 

such a graph, a node represents a random variable, and a 

directed edge indicates a probabilistic dependency from the 

variable denoted by the parent node to that of the child. 

 Hence, it is implied that any node in the network is 

conditionally independent of its non-descendents, given its 

parents. Each node is associated with a conditional 

probability table that indicates the distribution over that 

node with any possible assignment of values to its parents. 

B. Naïve Bayesian Filter: 

A Naïve Bayesian model is the most restrictive form of the 

feature dependence spectrum. Research has been done 

regarding the performance of spam filters by allowing some 

degree of dependence between features. In machine 

learning, naive Bayes classifiers are a family of simple 

probabilistic classifiers based on applying Bayes' theorem 

with strong (naive) independence assumptions between the 
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features. This study can be formalized by introducing the 

notion of k-dependence Bayesian classifiers. A k-

dependence Bayesian classifier is a Bayesian network 

wherein each feature is allowed to have a maximum of k 

parents. Based on this definition, we can say that a Naïve 

Bayesian filter is a 0-dependence Bayesian classifier. We 

can also state that an ideal Bayesian filter (i.e. full Bayesian 

filter with no independence) is an (N-1) dependence 

Bayesian classifier where N is the number of domain 

features. By varying the value of k, one can move step-by-

step in the feature dependence spectrum and analyze the 

performance of the spam filter at every step. It is also worth 

noting that a k grows, there are more condition variables 

with the same amount of data. This implies a larger 

probability space for estimation with the same data, causing 

inaccuracy in probability estimates and leading to an overall 

decrease in performance. 

III. EXPERIMENTS 

Our experiment comprises of two phases: the training phase 

and the classification phase. In the training phase, the filter 

is trained using a known corpus of spam and good emails. A 

database of tokens appearing in each corpus and their total 

occurrences are maintained in a database. Based on their 

occurrences in each set of spam and good emails, each token 

is assigned a probability for its capacity of determining an 

email to be spam given its presence. Then, using this 

knowledge of tokens, the filter classifies every new 

incoming email in the classification phase. Once the status 

of a new email is confirmed, all its tokens are also recorded, 

thus updating the database. This self-learning function of 

our filter makes it unique among the other available spam 

filters. Even if the filter misclassifies any message, the user 

can rectify it, and the spam filter would update its database 

accordingly. Thus, the filter learns from its mistakes, too. 

A. Structure of a Usual Spam Filter: 

The information contained in a message is divided into the 

header (fields containing general information on the 

message, such as the subject, sender and recipient) and body 

(the actual contents of the message). Before the available 

information can be used by a classifier in a filter, 

appropriate pre-processing steps are required. The steps 

involved in the extraction of data from a message are 

illustrated in Fig. 1, and can be grouped into: 

(1) tokenization, which extracts the words in the 

message body; 

(2) lemmatization, reducing words to their root forms 

(e.g., „„extracting” to „„extract”); 

(3) stop-word removal, eliminating some words that 

often occur in many messages (e.g., „„to”, „„a”, 

„„for”); 

(4) Representation, which converts the set of words 

present in the message to a specific format required 

by the machine learning algorithm used. 

 This formulation considers that only information 

contained in the message body is used by the filter, as pre-

processing the headers requires specific procedures 

depending on the fields considered. Moreover, it is assumed 

that the contents of the message have been decoded prior to 

analysis by the filter, as required for some messages with 

certain character encodings. Finally, it should be pointed out 

that some approaches do not require all these steps, 

including even methods that can operate on the raw message 

level, without requiring any pre-processing of the message. 

 
Fig. 1: An illustration of some of the main steps involved in 

a spam filter. 

B. Experimental Filter: 

The experimental Bayesian filter is a content-based 

approach. This attribute gives this approach an advantage 

over other approaches. Spammers cannot modify the content 

to deceive the filters, as content is the only reason to send 

spam at the first place. Content in this case includes headers 

and the message itself. First the filter must be trained to 

work accordingly. A considerable number of good email and 

spam are required to train the filter. Two tables would be 

maintained, one each for legitimate email and spam. Let us 

call them the good table and the bad table, respectively. The 

good table contains tokens that occur in the good emails, 

along with their number of occurrences. Similarly, the data 

for bad emails is maintained in the bad table.  

C. Cost Evaluation: 

1) Effect of False Positives: 

A false positive is mistakenly classifying a legitimate email 

as a spam, and a false negative is mistakenly classifying a 

spam as a legitimate email. The cost of a false positive is 

much higher than that of a false negative. The existence of 

false positives destroys the faith of the user in their spam 

filter because email users tend to delete spam from a bulk 

folder without reading them, and deleting legitimate 

messages (due to spam filters) is unacceptable. In that case, 

it is acceptable to allow some false negatives rather than 

having any false positives. 

2) Total Cost Ratio: 

The evaluation factors that are frequently used in case of 

classification are accuracy (Acc) and the error rate (Err = 1 –

Acc). Accuracy can be defined as the number of correct 

classifications, i.e. spam correctly classified as spam and 

legitimate messages as legitimate out of the total messages. 

The error rate is the ratio of the sum of false positives and 

false negatives out of the total messages.  
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IV. PROBLEM DEFINITION 

Spam filtering has became a challenging task because there 

are lot of difficulties with it. The main difficulty is that a 

word usually has multiple synonyms with somewhat 

different meanings and it is not easy to automatically find 

the correct synonyms to use.  

 Most of spam detection techniques are unable to 

find these spams because regular training of these classifiers 

is not done, database of spam should be updated all the time.  

Existing spam filters are static in nature, because of that 

these spam filter show false positive or false negative 

results. Dynamic training can improve spam filtering 

extremely. In this project, we are going to implement 

Bayesion approach with dynamic training and classification.  

V. PROPOSED SYSTEM  

A. Training Stages: 

1) Collection of Known Emails:  

For training of spam filter, collection of emails is needed 

whose classification labels are known. This collection 

should be from several and different kind of sources so that 

it can be made more robust in training 

2) Preprocessing Of Emails: 

In next step of training filter, some words like conjunction 

words, articles are removed from email body because those 

words are not useful in classification. Also sender 

information should be used for training purpose. Studying 

the email sending habit will be useful for filtering spam. So 

a record of senders is also maintained who send mostly 

spams or who sends mostly genuine emails.  

3) Creating Hash Map Of Words: 

After preprocessing task, a hash map of words is created and 

count of each word occurring in emails is also maintained 

with words. Suppose if a word exists in hash map then count 

related to word is increased on occurrence of word, but if 

word is not in hash map, then put the word in hash map with 

single count. Also treat different forms of words like 

singular-plural, different forms of verb as same. 

4) Calculating Probabilities: 

Probabilities of word occurring in spam and genuine emails 

are calculated. Then spam probabilities of words are 

calculated. 

5) Spam Probability of A Word: 

Sp = f1/ (f1+f2), Here f1 is frequency in spams and f2 is 

frequency in genuine emails 

6) Sorting Words in Relevant Order of Probabilities: 

After calculating spam probabilities, all words are sorted on 

the basis of their spam probabilities. Words which have 

spam probability more than 0.85, make their probability1and 

words whose probability is near 0.0 are useful 

VI. DISCUSSION 

In each spam filter, keeping the cost of false positives to a 

minimum becomes the prime priority. Our experiments 

show that all techniques of the Bayesian approach allow 

some number of false positives; however, some techniques 

keep the figure to a minimum. There are many other 

techniques studied that can be used along with a simple 

content-based filter to improves its performance. A 

lemmatizer that converts each word to its base form can be 

included in our filter. In that way, any modifications of the 

same word would not escape the attention of the anti-spam 

filter. A stoplist that removes the 100 most frequent words 

of the British National Corpus (BNC) from messages is also 

helpful in cases like that of the all tokens method wherein 

each word is responsible for assigning a final score to a 

message. A user can also add words manually to their 

stoplist to tune their personal spam filter. Our evaluation 

does not take into consideration non-textual factors like 

images and attachments. There is a high probability that an 

email with no textual content but only an image or an 

attachment is a spam. Training the filter with a corpus 

containing non-textual content would improve its 

effectiveness during the classification phase. In the case of a 

hyperlink, we can have a web crawler that would visit the 

mentioned site and apply the same Bayesian approach to 

rate that page. If the score of that page goes above the 

threshold value, there is a possibility that the message 

containing the hyperlink is a spam. Thus, hyperlinks would 

be useful in assigning a final score to a message with the 

help of web crawler. There are some specific traits that help 

us detect spam. For example, no sender‟s address and the 

use of dark red colors are some traits commonly found in 

spam. These traits are termed attributes. Attributes can be 

textual phrases like “only above 21 years.” If the filter is 

trained for such attributes, there is a proven study of a 

positive change in results during the classification phase of 

the filter . A Bayesian filter can also be used for classifying 

messages into different folders. It can suggest to which 

specific folder a new message belongs. People create folders 

to organize their messages for archival purposes, messages 

that need replies and, of course, a bulk folder to have a 

second look at messages before deleting them as spam. But 

people with a large number of folders find it difficult to 

organize their messages. Given that a text classifier can 

choose a correct folder 85 percent of the time, chances are 

high that the appropriate folder would always be in the first 

three guesses. Thus, the user is restricted to choosing a 

folder out of three guesses, as opposed to choosing a folder 

out of some 20 odd folders  

VII. CONCLUSION 

Our cost-sensitive evaluation suggests that a content-based 

filter using a Bayesian approach alone is not sufficient to 

function as an anti-spam filter due to large number of false 

positives. However, the fixed token approach has been 

found to be the most effective among the four techniques 

evaluated in the report. The fixed token approach achieves 

its peak performance when the number of effective tokens 

selected to classify a message fall in the range of 5 to 12. 

The Naïve Bayes model is tremendously appealing because 

of its simplicity, elegance and robustness. It is one of the 

oldest formal classification algorithm and yet even in its 

simplest form it is after surprisingly effective. It is widely 

used in areas such as text classification and spam filtering. A 

large number of modification have been introduced by the 

statistical, data miming, machine learning, pattern 

recognition communities in an attempt to make it more 

flexible but someone has two recognize that such 

modifications are necessarily complications which detract 

from its basic simplicity.  
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