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Abstract— Pretty Good Privacy (PGP) is a system which is 

used for the purpose of secure e-mails and messages 

communication over open network. PGP is important to 

implement secure and efficiency of e-mail messages, it is a 

security tool which enables the users to secure their 

damaging information, ands sensitive data by making their 

stored documents and e-mails safe and secured. 

Cryptography is used in relation of protecting the 

information and keep it safe and secret. The cryptography is 

the practice and study of hiding specific information; it is 

used to keep the information secret and safe. When a 

message is sent using cryptography, it is changed (or 

encrypted) before it is sent. The change makes the message 

hard to read. If someone wants to read it, they need to 

change it back (or decrypt it). How to change it back is a 

secret. Both the person that sends the message and the one 

that gets it should know the secret way to change it, but 

other people should not be able to. There are steps to do that 

when the message is decoded and sent by the sender 

choosing appropriate method and after that when it is 

received decoded by the recipient. Cryptography in digital 

world offers three core areas that protect data from attempt 

to be taken, taking or an unauthorized use of data. 

Cryptography covers these essential areas: Authentication, 

Confidentiality, integrity. 
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I. INTRODUCTION 

Users who rely on electronic mail for business or personal 

communications should beware. Messages sent over a 

network are subject to eaves dropping. If the messages are 

stored in a file, they are subject to perusal months or even 

years later. There is also the threat of impersonation and that 

a message may not be from the party it claims to be from. 

Protection is available in the form of Pretty Good Privacy 

(PGP), an E-mail security package developed by Phil 

Zimmermann that combines confidentiality and digital 

signature capabilities to provide a powerful, virtually 

unbreakable, and easy-to-use package. 

Personalization of the learning content, based on 

learners’ preferences, educational background and 

experience 

With the explosively growing reliance on 

electronic mail for every conceivable purpose, there grows a 

demand for authentication and confidentiality services. Two 

schemes stand out as approaches that enjoy widespread use: 

Pretty Good Privacy (PGP) and Secure/Multipurpose 

Internet Mail Extension (S/MIME). The latter is a security 

enhancement to the MIME Internet e-mail format standard, 

based on technology from RSA Data Security. Although 

both PGP and S/MIME are on an IETF standards track, it 

appears likely that S/MIME will emerge as the industry 

standard for commercial and organizational use, while PGP 

will remain the choice for personal e-mail security for many 

users. In this course we will only be looking at PGP.  

A. Overview: 

Pretty Good Privacy (PGP) is a best program used to 

encrypt and decrypt e-mail securely and transmit over the 

Internet. It can also be used to generate and send a encrypted 

digital signature that used to receiver for verify the sender’s 

identity and know that the message was not changed and 

send by the authenticated user or people. An PGP can be 

available freeware as well as low-cost commercial version, 

PGP is the most widely used for maintaining a privacy of 

our data by individuals and is also used by many 

corporations agency. In 1991 PGP was developed by Philip 

R. Zimmermann, PGP has become a genuine standard for e-

mail security. PGP can also be used to encrypt files, data 

being stored in your system or drive so that they are 

unreadable by other users and provide the hidden security 

from unauthorized people. 

B. Problem Statement: 

When a person sends an email that email consist of plain 

text that is normal English language Sometimes it is so 

important to send valuable data through the email No one 

guarantees that it will land safely into the receivers inbox 

The email is in plain text so if hacker hacks the email 

account then he can able to read that email And attacker 

would be able to send email to people who is in the persons 

account and able to misuse the account If a client wants to 

send a confidential data and attachments to his boss, which 

is very important and crucial that has to send via an email 

because the boss is in other location ,then there is no 

guarantee of the data will land safely - certain situations can 

occur like: 

 Hacker hacks the clients account 

 Hacker modify the email message and send to boss  

 The boss will not trust that the email has come 

from real      client Or email consist of actual data 

Another example: - A client wants to send crucial 

data about his case to the lawyer and client is in different 

country. Email is necessity of today’s world. So we have to 

use email technology there is no other faster way to send or 

receive the data. So we will try to develop a software project 

that will reduce the hacking problems and guarantees the 

user that the data of email is trustworthy. 

C. Objectives: 

The main objective of this project work is to achieve 

 Confidentiality refers to prohibiting the revelation 
of information to unauthorized people for 

individuals or systems. 

 Data should reach the other end as it is. It should 

not be modified by attacker. But in case it is 

modified, receiver understands that it is modified. 

This means that data cannot be modified by 

unauthorised people in an unauthorized or 

undetected manner. 
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 Authentication it is necessary to ensure that the 

data are genuine. It is also important that both 

authorised party is validated who’s claim to be. 

II. REVIEW OF EXISTING SYSTEM 

A. Privacy Enhanced Mail: 

Privacy-Enhanced Mail (PEM) is an totally based on 

Internet standard that provides for securely exchange of e-

mail between senders and the receivers. PEM used 

cryptographic techniques to allow for confidentiality, sender 

authentication, and message integrity. The integrity of 

message aspects allow the user to known that a message 

hasn’t been modified during transmission time from the 

sender. The authentication of sender allows a user to verify 

that the Privacy-Enhanced Mail message received by us is 

send by the truly authenticate person who claims to have 

sent it. The features of confidentiality permit to a message to 

be preserved secret from the people whom they are not 

authenticate. 

B. Drawbacks: 

In existing System 

 Encryption and decryption is possible.  

 Data cannot be secure.  

 Data can be altered  

 Senders Authentication is not Achieves, receiver 

don’t know whether message come from true 

sender 

C. Pretty Good Privacy: 

Pretty Good Privacy (PGP) is a technique that encryption 

and decryption data in computer program that provides 

cryptographic privacy and authentication security for data 

communication and sharing files. PGP is also used for 

signing, encrypting, and decrypting texts and image file, e-

mails, files, directories, and whole disk partitions to provide 

the safety and growth the security of e-mail 

communications. It was developed by Phil Zimmermann in 

1991. It is best opportunity to you that you can 

electronically sign your email: naturally or cardinally, PGP 

will calculate a complicated mathematical value called a 

hash value. That hash value exactly based on the actual data 

of your email message, and will then encrypt that value to 

your private key. The receiver of your email will use their 

PGP software to automatically make the same calculation - 

if the calculations match with the senders hash value, the 

receiver’s software automatically will use your public key to 

decrypt your encrypted hash function, and that hash value is 

the proof for the message or file has not been change  in any 

way. 

III. PRESENT INVESTIGATION 

A. Proposed System: 

We develop software that will encrypt as well as decrypt 

data .In addition to provide Authenticity, Integrity and Non -

repudiation to document, we will develop digital signature 

we will achieve  

 Authentication 

 Privacy/confidentiality 

 Integrity   

This project has proposed a PGP-based cyber-security for 

DNP3 to streng then power system computer network 

security. With increased network access due to 

modernization and automation of power systems, cyber-

attackers have more avenues of attack available to assume 

control over power system operations, potentially causing 

serious wide-scale blackouts. 

Security has become a critical issue for the 

commonly used DNP3 protocol for power system 

communications. The proposed PGP-based cyber-security 

provides authentication technique using public key 

cryptography, with better security performance using 

symmetric keys algorithm technique for most of the 

encryption technique.    

This project has described a symmetric cipher key 

exchange mechanism to further enhance the efficiency of 

the proposed cyber-security. The proposed cyber-security 

based on PGP is implemented as an artificial layer on below 

the DNP3 data-link layer to use for minimizes any impact 

on the DNP3 specification and the operations of original 

DNP3 devices.    

Otherwise, the power system communication 

network interoperability would be risked. Also the cyber-

security must be interoperable with devices that do not use 

cyber-security. The PGP-based cyber-security implemented 

below the data link layer provides effective cyber-security 

through exchanging symmetric cipher keys for the 

symmetric-cipher only cyber-security.    

The symmetric cipher keys are only valid until the 

PGP-based cyber-security replaces them, limiting the 

security risks involved with only using symmetric ciphers. 

The PGP-based cyber security replacement rate for the 

symmetric cipher keys is dependent on the parameter 

settings as determined by the control centres.   

This PGP-based cyber security system provides to 

us, of a confidentiality, identity authentication, transmission 

content authentication, and non-repudiation. 

B. How to PGP Encryption & Decryption Work:  

 
  Fig. 1: PGP Encryption & Decryption Work    
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C. System Architecture: 

1) At Sender Side: 

a) Login: 

 User enters username and password.  

 If username and password match then user is valid, 

user can proceed further Otherwise user is not 

valid, user not allow to proceed further. 

b) Encryption: 

 Definition: Encryption is the process of encoding 

the message or file with the help of encryption 

mechanism or technique in such a way that only 

authorized party can read the message. 

 That encrypted file can read only after the 

Decryption.  

 Sender Encrypt the message 

c) Digital Signature: 

 Definition: A valid digital signature gives a 

recipient reason to believe that the message was 

created by a known sender, such that the sender 

cannot deny having sent the message  

 Hash value is generate    

d) Digital Certificate: 

 A Digital Certificate is like passport that allows 

user to exchange the information or file by 

electronically. It can bind the public key with 

identity information such name address, and all 

other information like serial number, subject, 

issuer, valid-form, valid-to, key-usage. etc which is 

cheque and generated by the Legal agency.      

 
Fig. 2: System Architecture: At Sender Side 

2) At Receiver Side: 

a) Signature Authentication:   

In that it check the hash value of signature of received 

Certificate, if hash value of signature is matches, then data is 

not modified, otherwise Data is Modified 

b) Certificate Authentication: 

In the (more recent) Open PGP specification, trusted user 

signatures can be used to prove certificate authorities. A 

trust signature can be indicates that the key belongs to its 

claimed (authorized) owner and also the owner of the key is 

reliable to another keys can sign at one level below their 

own. A level 0 sign is correspondent to a web of trust sign 

since only the keys validity is certified. A level 1 sign is 

similar to the legal one has in a certificate authority because 

a key signed to level 1 is able to issue an unlimited number 

of level 0 signatures. A level 2 sign is highly similar  to the 

trust assumption users must have confidence on whenever 

they can use the certificate authority list which is can be 

default; it permit the owner of the key can be generate other 

keys certificate authorities.    

c) Decryption: 

Decryption is the Process of converting the encoded or 

encrypted text or other data which is send by sender in such 

way that it back into original text that you or the computer 

are able to read and understand. so that means it can be read 

only by authorized person who has the right encryption key 

to decrypt  it.    

 
Fig. 3: System Architecture: At Receiver Side 

IV. SYSTEM DESIGN 

A. PGP Set Up: 

To set up PGP you need to download Gnu PG and install 

Enigmail, which is a plugin for Thunder bird. You then have 

to create keys and upload the public key to a key server. For 

Mac these operations can be done in GPG Keychain Access 

(which comes with GnuGP), while on Windows you have to 

do this through the command window (can also be done 

through the terminal on Mac if you prefer to do it that way). 

In our case we used the MIT key server. From this site you 

can also download public keys belonging to other users. 

You can then sign and encrypt email for sending. When you 

download a key, you have the ability to sign it. By doing so 

you verify that you trust the owner of the key, and that 

people who trust you also should trust this person. This is 

called the "Web of Trust". If you receive a message from an 

untrusted sender, you can choose to start trusting the sender 

by signing his key. If doing so, you should be sure that the 

sender is the one you think. 

 
Fig. 4: PGP Set Up 
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Fig. 5: Working of Sender & Receiver side PGP 

 
Fig. 6: The Interface for Client and Server 

B. Keys and fingerprints: 

PGP gives you a choice of creating RSA and DSA keys with 

the size ranging from 512 to 4096bits. In our case we mainly 

used keys of the length 2048 bits or 4096 bits. A reason for 

choosing the 2048 bits key over the4096 bits one is the 

running time of the program during the key generation. And 

the fact that the 2048 bits key is the recommended key 

length and is said to be secure enough. 

Every time you run PGP a different session key is generated. 

 

Fig. 7(a): A newly created Key 

 
Fig. 7(b): Key signed once 

 
Fig. 7(c): Key signed twice 

In figure a,b,c you can see three different examples 

of the same key block. In figure (a) the key is newly created 

and not signed by anyone. In (b) the key has been signed 

once and in (c) the key has been signed twice. As you can 

see, the key block is expanding with the number of 

signatures. This is due to the fact that information about the 

signers of the key are stored with the key block. 

Fingerprinting is deployed to verify the ownership of a key. 

You can distribute your key through different channels. You 

can post your fingerprint on your web page, in person or 

other channels you consider secure. This makes it easier for 

other to authenticate you. 

V. FEATURES 

 The combination of these two encryption methods 

combines the convenience of publickey encryption 

with the speed of conventional encryption.  

 Using Conventional encryption is about 100 to 1,000 

times faster than public-key encryption, which solves 
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the problem of slow encryption with asymmetric 

algorithms.  

 Public-key encryption technique provides a proper 

solution to key sorting and data transmission issues 

when using symmetric key encryption.  

 When used together, performance and key sorting are 

improved without any loss in security.  

 PGP is good hybrid solution; it ties together the 

advantages of public key and symmetric 

cryptography, while also providing a feasible solution 

to the disadvantages of both.   . 

VI. CONCLUSION 

Pretty Good Privacy is a much closure to public key 

encryption program. In fact, it is the genuine standard 

among public key encryption schemes for both services like 

microcomputers and mainframes. It provides confidentiality 

for e-mail and stored files, using a private/public key pair, 

along with sender authentication and data integrity, using 

digital signatures and digital certificate .It is used provide a 

privacy to the people, for protect our file and data . 
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