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Abstract— Malicious web pages that use drive-by download 

attacks or social engineering techniques to install unwanted 

software on a user’s computer have become the main avenue 

for the propagation of malicious code. To search for 

malicious web pages, the first step is typically to use a 

crawler to collect URLs that are live on the Internet.  Fast 

pre-filtering techniques are used to reduce the amount of 

pages that need to be examined are more precise, but slower, 

analysis tools. While effective, these techniques require a 

substantial amount of resources. The main key reason is that 

the crawler encounters many pages on the web that are 

beign, that is, the “toxicity” of the stream of URLs being 

analyzed is low. 
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I. INTRODUCTION 

Internet attacks that use a malicious or hacked website to 

exploit un-patched client-side vulnerabilities of visiting 

browsers are on the rise. Malcode distributed by this method 

in the past 12 months includes the Download. Ject [D04], 

Bofra [R04], and Xpire.info [B04] programs. These attacks 

allow web servers that host compromised URLs to install 

malcode on visiting client machines without requiring any 

user interaction beyond visitation. 

 HoneyMonkey is a web browser based high 

interaction client honeypot implemented by Microsoft in 

2005. HoneyMonkey is state based and detects attacks on 

clients by monitoring files, registry, and processes. A unique 

characteristic of HoneyMonkey is its layered approach to 

interacting with servers in order to identify zero-day 

exploits. HoneyMonkey initially crawls the web with a 

vulnerable configuration. The server re-examine the patched 

configuration once an attack has been identified.  

 Honey monkey systems are used to help identify 

vulnerabilities in Web browsers so that a security patch can 

be developed to repair the problem. They are also used to 

identify hackers and the websites they use to generate 

malicious code. Honey monkeys are useful for preparing the 

public for future attacks and are the primary tools used by 

Microsoft and others for developing security patches that 

improve Web Brower Security. They are also used by 

companies and organizations to provide added security to 

the network system. 

 
                        Fig. 1: How a Honey Monkey Works 

 The honey monkey is a new method which is used 

to identify websites that exploit vulnerabilities in Web 

browsers. Honey monkeys are set up on a network of 

computers for the sole purpose of crawling the Internet and 

searching for websites that use malicious codes to install 

malware on your computer. 

 A honey monkey consists of a virtual computer 

network that is designed for browsing the Internet to 

discover websites that contain files with malicious intent by 

detecting harmful codes that are embedded into the 

infrastructure of the site. When searching for malicious 

websites, the honey monkey computer is used for receiving 

the malware in an effort to identify the hacker and develop 

solutions for patching Web browser vulnerabilities and 

improving Web Browser Security. 

 Honey monkeys contain a software system that is 

similar to the system in personal computers. The software 

systems form a virtual network system that searches the 

Internet for websites that contain malicious codes that can 

be downloaded by unsuspecting computer users. The 

websites that are visited by the honey monkey are seen in 

the same way as a personal computer would view them, only 

the honey monkey is simulating the computers that are 

running on a Windows platform. When the malicious file is 

detected on the website by the honey monkey, an alarm 

system is set off in the honey monkey computer. After the 

alarm is set off, logs and reports of the websites are 

automatically generated. The logs and reports describe the 

nature of the malicious file as well as the website of origin. 

II. BACKGROUND 

A. Exploit Detection: 

It is possible to detect browser exploits by building 

signature-based detection code for the each known 

vulnerability or exploit, this approach is manually intensive. 

To lower this cost, we take the following black- box, non-

signature-based approach: we run a monkey program that 

launches a browser instance to visit each input URL and 

then waits for a few minutes to allow downloading of any 

code which may have a short time delay. We then detect a 

group of persistent-state changes to signal exploitation. 

Since the monkey is not instructed to click on any dialog 

box to permit software installation, any executable files or 

registry entries created outside the browser sandbox indicate 

an exploit. This approach has the additional important 

advantage of allowing the detection of known-vulnerability 

exploits and zero-day exploits in a uniform way. 

Specifically, the same monkey program running on un-

patched machines to detect a broad range of browser-based 

vulnerability exploits (as shown in Stages 1 and 2) can run 

on fully patched machines to detect zero-day exploits, as 

shown in Stage 3.At the end of each visit, the Honey 

Monkey generates an XML report containing the following 

five pieces of information: 
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 An exploit, this approach has the additional 

important advantage of allowing the detection of known-

vulnerability exploits and zero-day exploits in a uniform 

way. Specifically, the same monkey program running on un-

patched machines to detect a broad range of browser-based 

vulnerability exploits (as shown in Stages 1 and 2) can run 

on fully patched machines to detect zero-day exploits, as 

shown in Stage 3.At the end of each visit, the Honey 

Monkey generates an XML report containing the following 

five pieces of information: 

1) Executable Files Created or Modified Outside the 

Browser Sandbox Folders:  

This is the primary mechanism for exploit detection. It is 

implemented on top of the Strider Tracer [W03], which uses 

a file-tracing driver to efficiently record every single file 

read/write operation. 

2) Processes created:  

Strider Tracer also tracks all child processes created by the 

browser process. 

3) Windows registry entries created or modified: 

Strider Tracer additionally includes a driver that efficiently 

records every single registry [G04] read/write. To highlight 

the most critical entries, we use the Strider Gatekeeper and 

Ghost Buster filters [W04, W05], which target registry 

entries most frequently attacked by spyware, Trojans, and 

root kits based on an extensive study. This allows Honey 

Monkey to detect exploits that modify critical configuration 

settings (such as the browser home page and the wallpaper) 

without creating executable files. 

 
Fig. 2: Honeymonkey Exploit Detection System and Anti-

Exploit Process 

III. CHALLENGES 

A. Browser-based Vulnerability Exploits: 

Malicious activities performed by actual web sites 

exploiting browser vulnerabilities can be divided into four 

steps: code obfuscation, URL redirection, vulnerability 

exploitation, and malware installation. 

B. . Code Obfuscation: 

Code-obfuscation is a common technique; this limits the 

ability of attack-signature-based detectors to detect new 

attacks that leverage old exploit code. 

C. URL Redirection: 

Most malicious web sites automatically redirect browser 

traffic to additional URLs. Specifically, when a browser 

visits a primary URL, the response from that URL instructs 

the browser to automatically visit one or more secondary 

URLs, which may or may not affect the content that is 

displayed to the user. 

D. Vulnerability Exploitation: 

It is not uncommon to see a malicious web page attempting 

to exploit multiple browser vulnerabilities in order to 

maximize the chance of a successful attack. 

E. Malware Installation: 

The purpose of an exploit is almost always to introduce 

some piece of arbitrary code on the victim machine, as a 

way to achieve a larger attack goal. We have observed a 

plethora of malcode types installed through browser 

exploits, including viruses that infect files, backdoors that 

open entry points for future unauthorized access, boot 

programs that allow the attacker to control a whole network 

of compromised systems, Trojan downloader’s that connect 

to the Internet and download other programs, Trojan 

droppers that drop files from themselves without accessing 

the Internet, and Trojan proxies that redirect network traffic.  

IV. CONCLUSIONS 

1) This concept is based on the monkey strider and 

honey pot: 

Our system is the combination of monkey strider 

and honey pot. In existing system we were able to 

scan only URL’s and in proposed system we are 

able to scan all URL’s, image’s, data, etc. 

2) Easy to implement:  

We can easily implement and easily reinstall. 

Normally for all tools and all anti-viruses have 

expiry date but in our system we don’t give any 

expiry date. 

3) Safe browser: 

We are providing a safe browsing for our users. We 

provide good security, 
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