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Abstract— Virtualization technology is at the heart of cloud 

computing technology. One particular physical host may 

contain more than one virtual machine. In cloud computing, 

Virtual machine may require to migrate on other physical 

host to perform maintenance of physical host, to run server 

consolidation process, load balancing and fault tolerance. 

When one has decided to perform live VM migration, one 

has to consider the security threats occurred during 

migration process and provide counter measures for the 

same to securely complete the process. In this paper we 

described live migration procedure, security threats occurred 

during live migration and available solution to secure live 

VM migration. 
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I. INTRODUCTION 

Cloud computing is giving its services via internet on pay 

per use basis. Cloud computing has various service models 

like Infrastructure as a Service (IAAS) providing 

computing, storage and network services. Platform as a 

Service (PAAS) providing required development and 

runtime environment and Software as a Service (SAAS) 

providing readymade utility services to end users. 

 In IAAS model, cloud service provider launches 

more than one virtual machines in a single datacenter and 

running their application in virtual machine host. To 

perform scheduled maintenance activity on a host, to 

balance the load, to survive in faulty situation or to 

consolidate server, virtual machine running on that 

particular host needs to be migrated to another host. In live 

migration downtime must be smallest so that client getting 

service from Virtual host does not feel any interruption in 

their services. 

 Cloud infrastructure consists of varied, distributed 

and virtual resources. So in this diversified environment 

managing secure environment is itself a challenging task. 

 In Cloud computing there are three deployment 

models – Private Cloud, Public Cloud, Community Cloud 

and Hybrid Cloud. From these all models public cloud 

deployment is most vulnerable to security threats. Because 

this deployment model is open to all the users to get the 

services and once user chosen public deployment model 

there is no control on the data and their location and so 

safety is more concerned and became wide area to research. 

In this reference, when we perform live VM migration in 

public cloud, than various security requirements for the 

migration process needs to be identified and 

countermeasures for the same needs to be implemented. 

 In this paper, section II describes various 

techniques to perform live VM migration, section III 

describes various security threats and security requirements 

identified during migration process. Section IV describes 

available security framework to perform live VM migration, 

section V describes various data encryption algorithm to 

maintain data confidentiality during VM migration. Section 

VI conclusion about the survey is mentioned. 

 Live VM migration advantages: [8] 

(1) Reduce IT costs and improve flexibility with server 

consolidation.  

(2) Decrease downtime and improve reliability with 

business continuity and disaster recovery.  

(3) Increase energy efficiency by running fewer 

servers and dynamically powering down unused 

servers with our green IT solutions  

(4) Accessing more processing power (in the sense of 

load balancing).  

(5) Exploitation of resource locality (for performance), 

resource sharing (meaning sharing of expensive or 

rare resources - such as telescopes or medical 

equipment – or large amounts or free memory by 

processes over a network), fault resilience.  

(6) Simplified system administration and mobile 

computing (for instance as used by commuters 

from office to home).  

II. LIVE VM MIGRATION TECHNIQUES 

Live VM migration supports minimum downtime and thus 

very less or no interruption to the client. It can be able to 

manage consistency of source host VM at destination host. 

Live migration transfers the whole OS state including 

application running on that VM, network connection, source 

host VM main memory and CPU state. To perform live 

migration various techniques has been introduced. Some of 

the techniques described below.  

A. Pre-Copy Memory Approach: [1] 

In these approach after reserving the necessary resources at 

destination host, initially all the memory pages are 

transferred to the target host while VM is still running at 

source host. Meanwhile the pages which are being updated 

at source being marked as dirty pages and dirty pages again 

required to be sent to the target. If the application is more 

write intensive than more than one round (iteratively) of 

transferring dirty page is required. Once some minimum 

dirty page threshold count is reached at source than small 

stop and copy phase will be started. During this phase 

source host is suspended and remaining dirty pages at source 

are being copied to the target to synchronize the source and 

destination. Once VM is ready at target, it can be resumed.  

 Variation to this pre-copy approach is adaptive-   

memory compression
 
[2] approach, in which first pages to 

be transferred is being compressed at source and at 

destination again decompress to get the original page 

information. Extra overhead is there due to compression and 

de-compression but less amount of data to be transferred so 

advantageous in low bandwidth network. 

 In improved-precopy time-series based approach
 

[3] extra bit map is being added to reduce the number of 

pages to be transferred in each phase. 
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 Other variations to these algorithm is specified 

either to reduce downtime, to reduce amount of data to be 

transferred or to reduce number of pages to be transferred in 

each iteration. But for simplicity and minimum downtime as 

a preference we chose pre-copy approach to perform live 

VM migration. 

B. Post-Copy Memory Approach:
 
[4]

 

It is opposite to pre-copy approach, in this approach, source 

machine will be halted and at destination on demand basis 

pages are transferred from source to target. In this technique 

pages are transferred only once but if large number of page 

faults occur than downtime may suffer due to network 

bottleneck. As compare to pre-copy approach post-copy is 

simple but depending on the number of page faults and 

network bandwidth client may get interruption in their 

service from VM. 

III. IDENTIFIED SECURITY ISSUES IN LIVE VM MIGRATION 

A. Data Confidentiality: 

During live migration data flow from one VM to another, if 

any malicious user able to get access to channel than he/she 

can have access to the any sensitive data passing through the 

channel. So to maintain data confidentiality data must be 

encrypted properly before it will be migrated.
 
[5]  

B. Data Integrity: 

As mentioned above if data is not confidential than any 

malicious user may manipulate original content and sent it 

to the target. To maintain data integrity at target data 

integrity check must be implemented like MD5 Hash code, 

digital signature or checksum. 

C. Authorization: 

Owning to inappropriate access control policies, any illegal 

user may get rights to execute malicious application in VM 

as well as terminate VM.Access control policies also 

decides about resource sharing between VM, access to the 

guest OS and hypervisor. So improper ACL (Access Control 

List) implementations caused problems like denial of service 

attack, guest VM attack, and false resource sharing attack 

and inter VM attack.
 
[6]To overcome these issues, proper 

access control policies must be defined, which describes 

who can perform sensitive activities like VM termination, 

migration, creation, how much resources are shared, guest 

OS access or hypervisor access. 

D. Ambiguous Migration Module: 

Vulnerability in migration module allow attacker to inject 

malicious code. This vulnerability may be integer overflow, 

heap overflow, stack overflow, etc. 

To overcome this vulnerability migration module must be 

updated time to time with necessary patch adding. 

E. Authentication: 

Access to the virtual machine as well to the migration 

module must be authenticated properly to save it from being 

hijacked by malicious user.  

F. Non-Repudiation: 

Every one either end user or system administrator or 

hypervisor must be liable to activities they performed. So 

that if any malicious activity found on the network it can be 

traced and suspended. To make this thing possible, every 

activity performed on VM must be logged by logging 

application which logs all the necessary information 

G. Insecure Communication Channel: 

If the channel of data communication during migration is 

not encrypted and open to all than due to this insecure 

channel any malicious user can be able to get access to 

channel and manipulate or access sensitive data. 

IV. APPROACHES TO SECURE LIVE VM MIGRATION 

To perform live VM migration in secure manner, some 

available frameworks are discussed below: 

A. Virtual Local Area Network based Approach:
 
[8] 

In this approach, specialized isolated VLAN has been 

established for the migrating host or target host. So, 

migration traffic can be isolated from the normal traffic. 

And migration traffic can get secure channel of 

communication. 

 The problem with this approach is that it will 

become more cumbersome to manage VLAN as the number 

of virtual host increases in the VLAN. In VLAN observing 

of incoming and outgoing traffic is not possible so internal 

activity within VLAN remains undetectable. 

B. Com Security Framework: 

 
Fig. 1: Com Security Framework for VM migration 

This framework has following modules: 

1) LMC:  

Live Migration Coordinator. This module coordinates with 

target host to perform migration task. 

2) VMMA:  

Virtual Machine Migration Agent on source coordinates 

with the target host VMMA and sends the source VM states 

to target host. 

3) SCMA: 

Security Context Migration Agent. This module provides 

security service during live migration process. It will try to 

provide security features like authentication, authorization 

and prevents non-repudiation attack. 

4) NSE:  

Network Security Engine included in the hypervisor core. It 

incorporates the firewall, IDS - intrusion detection system, 

IPS – Intrusion Prevention System. With help of these 

modules it tries to detect and prevent malicious activity 
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occurring in the virtualized environment. Hypervisor core is 

running in the safe environment. 

 In this framework, SCMA and NSE is the heart of 

secure migration. 

C. Role based Live VM Migration: [9] 

This approach is based on implementing the policy control 

for securing virtual machine migration based on Intel vPro 

hardware which supports for sealed storage and remote 

attestation process. 

 Secure hypervisor consist of the modules like 

attestation service, seal storage, policy service and migration 

service. 

 
Fig. 2: Role Based Migration Solution 

 Following modules are available in the role based   

migration service: 

1) Attestation Service:  

It allows the remote hypervisor to identify trustworthy 

source machine, which cryptographically identify itself. So 

that trust relationship can be established between the source 

and target host. 

2) Seal Storage:  

This functionality used by the hypervisor to store role based 

policy and secure private key used for encryption. 

3) Policy Service:  

This module parses the role based policy stored in the seal 

storage and takes the decision about who has the right to 

perform migration, which host can be migrated and which 

target host is reliable, etc. 

4) Migration Service:  

This module performs actual migration. It starts with 

initiating attestation request to the target host to check 

whether it is secure enough to serve as a target node. Once 

reliability has been checked it starts migration process. 

5) Secure Hypervisor:  

This module provides protection to the guest OS. Memory 

protection engine provides protected memory regions to the 

application which has given request for it. Through this 

protection malware do not be able to get access to the 

system. 

 As we have seen, Role based migration starts with 

attestation process and after successful result VM migration 

starts.VM migration can be of two types: Incoming 

migration and outgoing migration. Each migration type has 

to follow the policy from seal storage as per defined in 

policy service. 

D. The Live Migration Defense Framework: [10]  

This framework tries to detect the data center having to 

perform live migration. It detects it by measuring the time of 

travelling network packet to reach at network end point, if 

any delay is found in reaching packets from particular host, 

than live migration defense framework will be started in that 

particular host and takes necessary steps to provide data 

confidentiality and data integrity to migrating data. 

 
Fig. 3: Live Migration Defense Framework 

 As shown above LMDF has four different steps. In 

first step finger print training done to analyze it in fourth 

step to find whether the migration is done within the LAN or 

outside the LAN. In second step self latency analysis to 

identify start of an migration process from the host. If it is 

detected than LMDF slows down the migration process and 

take security related measures to provide data confidentiality 

and integrity. That is major step that as a secure live VM 

migration we can focus on.  

V. DATA CONFIDENTIALITY ALGORITHM
 
[11] 

(1) RSA Algorithm  

(2) DES Algorithm  

(3) AES Algorithm  

(4) Blowfish Algorithm 

Any of the above mentioned traditional network 

cryptography algorithm can be implemented to encrypt the 

data and digital signature or checksum can added to cipher 

text to ensure data integrity. 

VI. CONCLUSION 

To perform live VM migration in cloud computing there are 

two main approach pre-copy and post-copy. And other 

variations are possible to improve the performance. Pre-

copy is the simple and having less downtime compare to 

post-copy. When Cloud Service Provider (CSP) performs 

the migration various security issues occurred and some 

available secure framework solution are discussed. Each 

solution targets different security threats. But 

implementation of the framework in public cloud 

environment is left to the reader. Though LMDF framework 

has shown implementation but still it is unable to solve all 
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the security issues discussed. In future implementation of 

live VM migration in Amazon public cloud environment, 

provide confidentiality and integrity to the migrating data 

and result can be compared without security measures and 

with security measures. 

REFERENCES 
 

[1] Cristopher clerk, Keir Phraser, Steven hand. “Live 

migration of virtual machine”. USENIX 

Association, NSDI’05, 2
nd

 Symposium on 

Networked System Design and implementation. 

[2] H.jin, L.Deng, S.wu, x.h.hci. “Live VM migration 

with adaptive compression” .IEEE international 

conference on cluster computing, 1-10, 2010 

[3] S.Soni, R.Kapoor, “A Survey on pre-copy based 

Live migration of VM in cloud environment” 

.IJARCSSE, October 2013  
[4] M.R.Hinse, Umesh Despande, K.Gopalan. “Post 

copy Live migration of virtual machines”. ACM 

special interest group on os.2009. 

[5] Jon Oberheide, Evan Cooke, Farnam Jahanian. 

“Empirical Exploitation of live migration of virtual 

machines”. Proc of Black Hat DC, March 24, 2008.  

[6] J.Shetty, Anala M.R, Shobha G. “A survey on 

techniques of secure live migration of virtual 

machine”, IJCA 2012. 

[7] M. Aiash, G. Mapp, Orhan Gemikonakali,”Secure 

Live  VM migration : Issues and Solutions” . 

International conference on Advance infromation 

networking and   applcation workshop .IEEE 

conference, 2014 

[8] Ashima Agarwal, Shangruff Raina.”Live migration   

of virtual machines in cloud”, IJSR, 2012 

[9] Wei Wang, Xiaoxin Wu, Ben Lin, Kai Mia‡, 

Xiaoyan Dang.”Secured VM Live migration in 

personal cloud”, Intel Labs, Intel information 

technology. 

[10] Sebastian Biedermann, Martin Zittel, Stefan 

Katzenbeisser. ”Improving security of virtual 

machines during live migration”.  Eleventh Annual 

Conference on Privacy, Security and Trust (PST), 

IEEE, 2013 

[11] Manpreet Kaur, Rajbir singh.”Implementing 

Encryption Algorithm to Enhance Data Security Of 

Cloud Computing” IJCA, Volume 70 May 2013. 


