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Abstract— Session Hijacking is the process of accessing the
session by stealing session ID or Cookies. In session
hijacking attack, unauthorized person can impersonate one
of the sessions of a victim and takes control over it like a
legitimate user. It is a one of the most dangerous attack
performed on transactions done over a network like E-
commerce, which handles the confidential or sensitive
information over a web. There is no other way to avoid this
attack, unless until first need to detect and then prevent it.
This paper examines the closer look at the detection tools
and prevention techniques that are used to prevent the
session hijacking attack.
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I. INTRODUCTION

Now a days, the usage of web based applications are
increasing and the session vulnerabilities are very common
in all web-applications. Attackers are taking an advantage of
poorly configured websites to hijack user’s sessions and
take control over their identity. An important piece of
information is stored on the session state. For this reason
session state represents a valuable target for the attackers.
Attackers can steal; replace a wuser’s session by
masquerading = like actual user. Therefore session
management [9] is the important web application security
risk. Session state maintains an important role in
maintaining a secure session management. A Session State
includes the session ID, session timeout, session mode,
session key, session type (private/shared), cookie, user data,
is session read-only, is session safe, etc. User must need to
pose the security concepts to Session Management [13] [14].

There are different types of sessions such as active
session, passive session and hybrid sessions. Whatever be
the type of the session, the session hijacking can be
performed by an attacker. Generally, Session Hijacking is a
passive attack. If this is the case then it is difficult to detect
session hijacking attacks [1]. Victim cannot be able to detect
this attack until unless attacker performs some obvious
action on the current session. Victim does not know what an
attacker did there. Therefore some of the tools are used in
detecting whether the session has hijacked or not, which are
discussed in the following section. Some of the tools used in
session hijacking are Hunt, T-Sight, Juggernaut, TTY
Watcher, Hamster and Ferret, Wireshark, Ethereal and many
more [1][2].

The defending mechanisms on session hijacking is
very important for all the web based applications,
transactions over web which of those handling sensitive
information, business operations, E-Commerce transactions.
The mechanisms are discussed in the following concepts of
this paper.

II. DESCRIPTION

There are so many scientists are designing and developing
different detection tools for different attacks and different
prevention techniques for remediation of session hijacking.
Some of the Detection Tools and Techniques for Session
hijacking [2] are Arp-ON, ARP-PING, ANTI-SNIFF,
Cookie Monster, Wavelet Based Detection, Cisco Intrusion
Detection System (IDS), and Sans Intrusion Prevention
System (IPS) are shown in the Table I.

There are some algorithms and Techniques for
preventing Session Hijacking [2], they are

(1) Ensuring a secure Cookie generation

(2) Implementing the CIA  technology, C-
Confidentiality, I-Integrity, A-Authentication.

(3) Use encrypted connections or protocols for the
transmission of data such as HTTPS, Open SSH
protocol suite.

(4) Locking a particular session to its corresponding
user’s i.e. Session Lock [15].
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Table 1: Session Hijacking Detection Tools

A. Ensuring a Secure Cookie Generation:

Cookie is the one important component in web based
applications, which can be used to authenticate a client and
cookie information is sent to the server system for that user.
The cookie information contains user name, password,
timestamp, session timeout. Whenever a session is hijacked,
the attacker analyses this cookie information and comprises
the user’s account.
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B. Implementing the CIA Technology:

This is the low cost solution to secure session cookies. This
also prevents cross-site-scripting. This is achieved by
creating a java script on the server side and cookie is
available only to the client’s browser. It develops the
standard plug-in for the Chrome, Mozilla Firefox, etc.

C. Use Encrypted Connections For The Transmission:

The connection was encrypted with HTTPS (Secure Hyper
Text Transfer Protocol) and this protocol uses a SSL (Secure
Socket Layer) protocol stack. The drawback is cost.
Implementing and maintaining this service is cost effective.

D. Locking a Particular Session:

This is an effective technique to prevent session hijacking.
Even if the session is hijacked, the attacker has no use. A
uniqgue HMAC (Hashed Message Authentication Code)
algorithm with secret key is shared between client and
server. A token is generated from an initial login over the
SSL. This is an efficient and low cost solution to secure the
session.

These are the most common widely used ways to
prevent the session hijacking attacks. Not only had these
some of the methods are used to prevent session hijacking
are using Encryption, re-authentication, session timeouts
[11], SHPF (session Hijacking Prevention Framework) [16],
Fake -access points and IP spoofing- [17]. Some of the
security tools [11], Network Sniffers, Vulnerability
Scanners are used to detect the session hijacking.

Different researchers proposed different techniques
to prevent session hijacking [5]. Different session hijacking
detection methods are shown in the Table II.

Prevention Technique for Nikiforakis’s technique
is generates a random session ID with a long string called a
session shield. Many of the researchers give solutions to the
prevention of session hijacking are shown in below table I1I.
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Table 2: Session Hijacking Detection Methods

Table 3: Prevention Techniques
By using of these techniques the research people

mitigate the risk caused by the session hijacking in an open
ID network environment. Different researchers produce
different detection and prevention techniques for different
attacks [5] [14] such as session fixation, Cross Site Request
Forgery (CSRF), replay attacks and many more in both
wired and wireless open networks. Different types of losses
are occurred due to different attacks and amount of loss is
almost immeasurable. The types of losses vary from user to
user and application to application in an open network. The
classifications of losses are as follows:

— Communication data or information loss

— Leakage of information

—  Spam and Worm penetration in applications

— Planting of malware

—  Credit card details leakage

—  Spreading of disinformation

—  Loss of sales

— Information conflicts at war

—  Website impairment

— Machines or applications downtime

—  Link spam

— Pecuniary loss

E. Against Session Hijacking:

Using SSL and HTTPS does not provide the full security i.e
sslstrip [18] is used to stripping “https://” to “http://” URL.
But HSTS (HTTP Strict Transport Security) is a solution to
this problem. To better care about sensitive transaction data
use and save online transactions at home, secure machines
by using Firewalls, Proxies and Gateways [4][11] which are
developed by various infrastructures giants like Cisco,
Juniper, etc. Performing online transactions at “home” is
more secure than office. This result the chances of
somebody watching network traffic are very low. Basically
a session based operations done on a device can be able to
determine that somebody is watching in shadow. Therefore
keep an eye out for things and pay attention to “Last log in
time”, secure internal user’s machine, companies must
provide VPN (Virtual Private Networks) to users when they
are away from the office, if the network is wireless then use
WPA (Wireless Protected Access) encryption.

In Wireless LAN, a Honeypot is used to identify
fake access points for preventing session hijacking [3][6].
But this technique has the vulnerability of MAC Spoofing
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which is prevented by the use of public private key
cryptography.

I1l. CONCLUSION

The session hijacking cannot be able to mitigate until unless
if the attacker detects it. Therefore this paper gives a brief
summary about various researchers’ work on detection and
prevention techniques on session hijacking. If it is not the
case of defending the session hijacking attacks then victim
can be the side of a big loss in case of E-Commerce and
large business related organizations. Some of the session
prevention techniques are costlier but some of them are
cheaper and efficient. The victim must be follow any of the
prevention techniques based on their applications with
respect to either it is wired or wireless networks.
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