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Abstract— Security of data in cloud storage against data loss 

is important, so adding algorithm for detection and 

correction for cloud storage, so in the cloud computing data 

integrity checking and recovery procedures, is critical. 

Regenerating codes splitting and verify the   data in multiple 

servers using cryptographic algorithms and MAC 

verification. To implement the data integrity protection 

(DIP) scheme for some specific regenerating code to solve 

the problem of data loss, DIP scheme used some property 

that enables a client to verify the data in cloud storage 

system. 

Key words: Client Data checking, cryptographic technique, 
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I. INTRODUCTION 

Cloud computing relies on sharing of resources to achieve 

coherence and economies of scale, similar to a utility over a 

network. Cloud types are public, private or hybrid. Cloud 

computing is different from hosting services and assets at 

ISP data centre. It is all about computing systems are 

logically at one place or virtual resources forming a Cloud 

and user community accessing with intranet or Internet. So, 

it means Cloud could reside in-premises or off-premises at 

service provider location.  

 Security concern arise some data loss or failure in 

data are stored in cloud third party storage system, in this 

way to secure our data effectively using algorithms. In our 

exiting papers used two technique, that is proof of data 

possession (PDP) and proof of irretrievability (POR). Both 

the technique suitable for only single sever scenario. 

Suppose that outsource data storage is failure or corrupted 

means we cannot detect, reconstruct, prevent the data. So go 

for multiple server scenarios to detect, reconstruct, and 

prevent the data in cloud storage system. In multiple server 

concept used two techniques that is HAIL and MR-PDP but 

what is real fact is mean both for small storage system so 

security level decreases. 

 In this paper using Data Integrity Protection (DIP) 

are using to protect the outsourced data storage system. Our 

DIP scheme is built on several cryptographic primitives 

technique for security. Using DIP scheme to reduce the cost 

of get solution. In the DIP scheme provide functional 

minimum storage regenerating code (FMSR), codes is used 

to split  the data in storage system. DIP FMSR code capable 

for smaller storage system, so using MDS property to 

increase the storage space. MDS property and FMSR 

technique split the data to store in multiple servers, so repair 

traffic is reduced by 50 percent to 1. 

 In the DIP scheme using MAC verification. 

Existing paper using MD5 for verification of data in cloud 

system it is the main drawback, because bit size is 128 so 

not suitable for larger storage system. In our proposed 

system using SHA1 algorithm, in this is suitable for large 

file system, this bit size is 160, so storage space increases 

and also security level increases. 

II. RELATED WORK 

We briefly summarize the most Further literature review can 

be found in the supplementary file, We consider the problem 

to check the integrity of static data, typical in long storage 

systems suitable for single server scenario by Juels and 

Kaliski and Ateniese et al., is same as to the POR and PDP 

scheme. The major problem is limitation is for single server 

scenario setting. If the attackers is controlled by the server, 

so detect and reconstruct the data is difficult. 

 By splitting data across multiple server setting is 

used to detect, recover the data in the cloud storage system. 

Efficient DIP scheme are using to verify the replication, 

erasure code and reconstruct code  

 Specifically, Chen et al also consider the coded 

storage system, some key differences with our work. First, 

design works with the single-server POR scheme by 

Shacham and Waters. However, such direct adaptation 

produce the single-server scheme over the large cloud 

storage system, the amount of data stored increases with a 

more flexible checking in the scheme.  

 Second, the storage scheme assumes that storage 

servers have encoding capabilities for generating encoded 

data, the servers provides standard read/write functionalities 

for the availability and compatibility. The multiple server 

setting mostly worked with HAIL scheme, HAIL operates 

using regenerating codes to increase the security. 

III. PROPOSED SYSTEM 

Functional Minimum Storage Regenerating code (FMSR) 

and Data Integrity Protection (DIP) is used to protect the 

outsource data using AES algorithm. If not recover by AES 

means to perform Message Authentication Code (MAC) 

verification.  

 MAC verification is effective method to recover 

the lost content of data in the cloud storage multiple server 

setting. MAC verification   using (Secure Hash Algorithm 

Version 1) SHA1 algorithm to increase both the byte level 

and security. It is main advantage of our proposed system. 

 MAC verification provides hash generation key. 

Using the key to get the loss data in the cloud in  fast 

manner, it is  also advantage of proposed system. 

 In our proposed system using (Advanced 

Encryption standard 160 is the bit level)  AES 160 technique 

to increase bit level operation to byte level operation so 

retrieving the outsource data is easy not difficult to like 

existing paper. Using of algorithms to improve the 

performance and security of the outsourced cloud storage 

data. 

 In the proposed system is flexibility. There is no 

limit to store the content of data in cloud storage system. In 

http://en.wikipedia.org/wiki/Economies_of_scale
http://en.wikipedia.org/wiki/Hybrid_cloud
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the proposed system adjustable because using of 

cryptographic technique schemes. In our proposed system 

performs operations such as, upload, check, download, 

repair operation. Each and every operation is important of 

our project, because to store the data in cloud follows that 

operation. 

 
Fig. 1: System Architecture 

IV. OPERATIONS 

Our goal is to perform four operations such as, Upload, 

Check, Download, and Repair using with the DIP feature 

and cryptographic technique and MAC verification. 

A. Upload Operation 

It is the operation of our project. First to describe how to 

store the data in cloud multiple server setting. It follows 4 

steps to perform the upload operation such as  

Step 1: Select the file from client system  

Step 2: Encrypt the selected data  

 Using FMSR to split the data, after that to encrypt 

the data using the cryptographic security technique, because 

of security purpose  

Step 3: Apply the AECC 

 Adversarial error-correction code also using for 

security, it is one type of cryptographic technique. FMSR 

and DIP is used for protection and if any possible not 

recover corrupted row means AECC is used for recover the 

corrupted data, so using AECC in upload operation 

Step 4: Upload the data into a cloud server using code. 

B. Check Operation 

In the Check operation is the next operation of our project, 

we have to verify the chosen rows of bytes that are stored in 

the cloud server. In the check operation is performed by 4 

steps such as 

Step 1: To check the randomly uploaded data 

Using the row verification method, so easily prevent the 

data loss in the cloud server 

Step 2: To verify the checked result 

Using hash generation technique to detect the lost  Content 

of data in cloud storage 

Step 3: Error Identification 

Using row verification to easily identify the location of data 

failure.  

Step 4: To perform correction operation to compare the hash 

generation with both server and client system. So get the 

optimal solutions using cryptographic technique. 

C. Download Operation 

The next operation is download operation, To download the 

data from the server using key. Download operation 

performed by two steps such as, 

Step 1: To check the downloaded data  

Using AECC to check the particular downloaded data, that 

data is correct or not. The downloaded are in decoded form. 

So we have to encode the data using same decodeded hash 

key. Otherwise no possible to decode the data, so to prevent 

from the attackers  

Step 2: After download to decode the data 

Using cryptographic hash generation technique, to compare 

the client hash generation with server hash generation code. 

If any mismatch to reconstruct the data using FMSR and 

DIP scheme. If not possible to recover the lost data means 

using AECC with codes to reconstruct the data. 

D. Repair Operation 

Final operation is repair operation using cryptographic 

technique to repair the corrupted or failure data. It follows 

three steps to perform the repair operation 

Step 1: To check the random uploaded data 

Using the row verification method, so easily prevent the 

data loss in the cloud server 

Step 2: Download and decode the needed particular data 

from cloud sever. 

To compare the both client and server hash generation key. 

If correct continue the next step. Otherwise to find the 

correct data using cryptographic security and integrity 

technique 

Step 3: Encrypt, update the data, and upload to cloud 

storage. Finally, the data is updated to cloud sever, and also 

copied to all servers 

V. SAMPLE REPAIR OPERATION 

 
Fig. 2: Repair Operation 

Cloud 1 is failed server, so not possible to get data from 

cloud 1, so using formula to get the data.  

Repair traffic = cloud1 + cloud 2 + cloud 3 
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 Using formula to get the new cloud storage that is 

cloud 5, cloud 5 is similar to the cloud 1 because of integrity 

protection and MAC verification, in this way to achieve the 

goal to minimize the traffic.  

VI. CONCLUSION 

Security of data is important in cloud storage system. Using 

DIP scheme to verify the integrity in client side is very 

useful in multi-server setting. FMSR-DIP codes are used to 

secure and provide the correct the data from the cloud 

server. Using the cryptographic and DIP scheme improve 

the performance and security.  
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