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Abstract— Android’s important protective action against 

malware applications is creating a risk technique which 

prior to downloading an application that informs the user 

about the contents that application requires. Believing that 

user will make correct action. Such approach was 

inappropriate as it required much technical information. The 

proposed method helps the user to evaluated the risk 

involved while installation of application in a standard 

numerical and graphical format. This approach will help the 

user to identify the application having low risk from the 

same set of category and to ensure the higher security for the 

mobile device. 
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I. INTRODUCTION 

Android is Linux based operating system. Each android 

application operates as a distinct Linux user, preserving one 

application from accessing or changing another’s private 

code. 

 Mobile phones have become vulnerable as they 

grant fetching of important data such as personnel messages, 

contacts, location etc, and providing safety for such private 

data is an crucial challenge. In mobile devices user install 

various applications that are from different developers. 

Because of this approach, the security of mobile devices is 

degrading day-by-day. 

             The risk information operates in independent 

fashion and demands too many knowledge and time to filter 

the important information. 

 Most probably the android application demands a 

large set of permission which are mostly similar for many 

applications. Such permissions are usually ignored by the 

user due to lack of knowledge and time to read that. 

In this era, android is one of  the fastest growing technology. 

So it is desirable for hackers to attack and grab the right to 

access personal data. 

 The system will generate numerical and graphical 

risk score that the user can utilize when choosing an 

application. It will show the risk score of the application 

before it gets downloaded. If the application is full of risk, 

user will not install it, and the purpose of security gets 

satisfied. If the application is malicious then the system will 

suggest an alternative application to the user.   

II. LITERATURE SURVEY 

From the various research papers to got idea about the risk 

involved in downloading unsecured applications. Till now 

there were various systems for securing the mobile systems 

from defective android applications such as  

1) Permission Based Security Model. 

2) Android Permission 

3) Demystified 

4) Investigating User Privacy 

5) Effectiveness of Android Permissions. 

6) Permission based security model 

         The permission based security model is used to access 

the various system resources. This model made the used of 

Self Organising Map (SOM) algorithm of Kohonen. In this 

model administrator and operating system used to restrict 

the access of resources. The main disadvantage of this 

system was they were not designed considering the users 

knowledge [1]. 

A. Android Permission: 

While installing an application users get the chance to view 

the applications permissions and denied the installation if 

permissions are offensive. This work has performed two 

usability studies which were internet survey and laboratory 

study. The main disadvantage of this work was it didn’t help 

to most users to make appropriate security decisions [3].  

B. Android Permission Demystified: 

This technology provides a tool Stowaway. This tooled was 

used to recognise the over-priviledged applications. It was 

composed of static analysis tool and permission map. The 

static analysis tool was used to determine what API an 

application calls and the Permission Based Map was used to 

identify the permission needed by an API call[4]. 

C. Investigating user privacy: 

This technology studied thirteen popular ad providers.It 

examined which application took the advantage of 

undocumented permission. It also exposed sensitive data in 

the ad libraries that usually allows an attacker at the network 

to conflict the user’s private data [7]. 

D. Effectiveness of Application Permissions: 

Android Smartphone gives development platforms that 

provide profitable markets for third party application. This 

third party code creates risks for the smartphone users. 

These codes introduce risk. In order to prevent users from 

this risk, android platform presents application permissions 

to control access to security of users API [5]. 

III. EXISTING SYSTEM 

A. Permission Based Model 

Android important security model against malware 

application is a risk conveyance mechanism that warns the 

user regarding the permission an application needs prior to 

installation. It trusts that the user will make appropriate 

decision. This approach was ineffective in informing the 

user about the risk. All the android application usually 

requires multiple permissions. Due to the same appearance 

of warming, this warning loss their effectiveness as user 

ignore such warnings. 

 The main reason of failure of such approach is that 

the user requires lot of high-tech knowledge and time to 

filter the useful information.  

B. Effectiveness of Android Permissions  
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The previous system assigned the full privileges to all the 

application. In this permission model, each application had a 

specific set of permissions on its own requirements. 

The three advantages of this system were: 

1) User Content 

2) Defense  in Depth 

3) Review Triaging 

1) User Content: 

This security concerned users usual hesitate to accept the 

access of dangerous permissions. 

2) Defense Of Depth: 

For install-time system, the effect of a security in an 

application will be bound to vulnerable application 

privileges.    

3) Review Triaging: 

The application permissions declaration makes easier central 

review. The security analyzers usually ignore low privilege 

application and concentrate on application with dangerous 

permissions. This decrease the review time.    

 
Fig. 1:  Existing System 

IV. PROPOSED SYSTEM 

The main purpose of the proposed system is to improve the 

existing security mechanism. In this approach, we are 

identifying the critical permission that have personal impact 

factors, if the application requires critical permission that are 

not present in the similar categories of application then the 

application is labelled as risky. We are thus proposing the 

idea of risk score function. This function will be used to 

allocate every application a numerical score, which 

demonstrate how risky the application is. This approach 

provide a easy way to evaluate the risk in installing the 

application and compare it with the same category of 

application. 

 In this approach we have used Bayesian approach 

for risk calculation. Here we have introduced a framework 

that contains rarity-based signals and probability models  

 
Fig. 2:  Proposed System 

V. CONCLUSION 

We had done a detailed study of the existing system from 

that study we conclude that the previous system are not 

efficient. Thus we have developed an application for mobile 

phones security.   

 The risk analysis for web based application will be 

generating a numerical risk score for easy evaluation of the 

application present at the google play store. The application 

will use naive Bayesian algorithm for generation the risk 

score for the users interested application.   
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