
IJSRD - International Journal for Scientific Research & Development| Vol. 2, Issue 10, 2014 | ISSN (online): 2321-0613 

 

 

All rights reserved by www.ijsrd.com 590 

Data Embedding using Reversible Color Transformation for Covered 

Communication 
 Ms. Chavan Asawari Satish

1 
Mr. Dhere Satish Shivaji

2 
Ms. Manjrekar Amrita Arvind

3
  

3
Assistant Professor 

1,2,3
Department of Technology 

1,2,3
Shivaji University Vidyanagar, Kolhapur 416 004 

Abstract— In proposed method secret fragment visible 

mosaic image is automatically created by composing small 

fragments of given secret image into target image. Secret 

image and target image is divided into small fragments 

called tile image and target block respectively. Tile images 

are embedded into similar target blocks, similarity criteria 

based on color variation. Color characteristics of each tile 

image are transformed to corresponding target block using 

color transform algorithm. If size of secret image greater 

than target image then the secret image is folded using 

folding algorithm. Recovery of the secret data is nearly 

lossless. The hash algorithm provides the integrity of secret 

data. The proposed method is possible for large size secret 

image data and provides secure and lossless data embedding 

techniques. 
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I. INTRODUCTION 

In the internet world various applications based on 

multimedia data such as image, video and audio. These 

audio, video are used for online personal photograph 

albums, confidential enterprise archives, document storage 

systems, medical imaging systems, and military image 

databases. These images usually contain private or 

confidential information. It can be protected from leakages 

during transmissions. 

Area of data security has prompted increasing 

interest in hiding data in digital media.  Data hiding is 

method of hiding a secret data into a cover image so that no 

one can realize the existence of the secret data. 

Steganography and watermarking bring a variety of very 

important techniques how to hide important information in 

an undetectable and/or irremovable way in audio and video 

data. 

Mosaic describing a ―process of creating pictures 

or decorative patterns by cementing together small pieces of 

stone, glass, or other hard materials of various colors‖. A 

mosaic is composed smaller pieces or tiles, traditionally 

made of something like stone, rock or colored glass. Much 

like how brush strokes collectively compose a painting, 

these tiles compose a mosaic. Mosaic image as shown in 

Fig. 1 when the artwork is viewed from up close, the 

individual smaller elements are visible, yet when viewed at 

a distance the collection of strokes or tiles blend together to 

yield the overall picture. The term mosaic contains more 

number of small images called ―Tile‖ and then placed these 

to single image called ―Target Image‖. 

 
Fig. 1: Mosaic Image 

II. LITERATURE REVIEW 

Battiato et al. [1] proposed taxonomy of mosaic images into 

four types is proposed, including crystallization mosaic, 

ancient mosaic and photo-mosaic and puzzle image mosaic. 

The first two types are obtained from decomposing a source 

image into tiles with different colors, sizes, and rotations 

and reconstructing the image by properly painting the tiles, 

and so they both may be called tile mosaics. The other two 

types of mosaics are obtained by fitting images from a 

database to cover an assigned source image, and both may 

be called multi-picture mosaics. Haeberli [2] proposed a 

method to create crystallization mosaic images using 

voronoi diagrams by placing blocks at random sites and 

filling colors into the blocks based on the content of the 

original image. Kim and Pellacini [3] proposed ―Jigsaw 

image mosaics‖ generated a kind of puzzle image mosaic, 

called jigsaw image mosaic, composed of many arbitrary 

shapes of tiles selected from a database. Battiato et al. [4], 

[5] generated ancient mosaic images using gradient vector 

flows to follow the most important edges in the original 

image and to maximize the covered mosaic area. ―3D 

ancient mosaics‖ proposed by Battiato and Puglisi [6] 3-D 

ancient mosaics image. A new type of art image, was 

created by, I. J. Lai and W. H. Tsai, [7] Secret-fragment-

visible mosaic image. In this system they created the secret 

fragment mosaic image by composing tile images of secret 

image and selected similar target images. The selection of 

target image they required large image database.  

An alternate method is used by Ya-Lin Lee and 

Wen-Hsiang Tsai, proposed ―A new secure image 

transmission technique via secret-fragment-visible mosaic 

images by nearly reversible color transformations‖ [8]. They 

proposed the size of secret image by using reversible color 

transformation. In this system the size of secret image 

should be matched to the size of target image. 

Proposed system will creates a new type of 

computer art image called secret fragment visible mosaic 

image. In this proposed system the target image will be 

selected arbitrarily. First it will compare size of given secret 

image and selected target (cover) image. If size of secret 

image is greater than the target (cover) image then secret 
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image is folded using image folding algorithm. After 

completion of folding of secret image, secret fragment 

visible mosaic image will be created. In this technique secret 

image and target image is divided into fragments called tile 

image and target blocks respectively. Tile image are fit into 

the similarity of color variations of target blocks into the 

target image. After transforming color characteristics from 

tile image to target blocks the resulting image is visually 

same as target image. 

After the creation of mosaic image border will be 

added. Border contains the zero value pixels. Metadata will 

be stored in the border. Metadata contains the hash value, 

number of folds and other relevant information of the image. 

The proposed method will also support embedding the text 

in secret fragment visible mosaic image. The embedding 

provides consistency and confidentiality and information 

will be protected from leakage during transmission. Hash 

function provides the integrity of information. 

All recent techniques don’t address the issue of 

secret image size and target image size. Basically these 

methods require secret image size should be less then equal 

to target image size.  The proposed system will use image 

folding algorithm to match the size of secret image and 

target image. Folding algorithm provides the flexibility in 

size of secret image and target image. The proposed method 

will consider flexible secret image size and target image size 

and use image folding algorithm to match the size. Also 

proposed method will use hashing techniques to provide 

integrity of information. 

III. IDEAS OF SECURE DATA TRANSMISSION 

The proposed system creates a new type of art work by 

using small pieces of material called secret fragment visible 

mosaic image. Secret image and target image is used for 

generation of secret fragment visible mosaic image. Hash 

algorithm is applied on secret image to check the integrity of 

secret message. The message is embedding using Tree Base 

Parity Check method. Proposed system consists following 

phases: 

A. Phase I:  Mosaic Image Creation And Embedding Secret 

Data: 

The following figure 2 shows secret fragment visible mosaic 

image and embed secure data 

 

Fig. 2: Phase I: Mosaic image generation and embed secure 

data 

The phase-I consists of following stages: 

Input: Secret image S, target image T, and secret key K. 

Output: Secret fragment visible mosaic image F. 

1) Stage 1: Compare The Size Of Secret Image And Target 

Image: 

If size of secret image is greater than target image then 

reduced the size of secret image by using folding algorithm. 

This concept will be applied recursively up to the size of 

secret image is less than or equal to the target image. 

2) Stage 2: Generate Hash Value: 

Hash value will be generated using standard hash algorithm 

SHA-1. 

3) Stage 3: Mosaic Image Creation: 

Step 1: Fit tile image into target image. 

Mosaic image consists of the fragments of an input 

secret image and target image. Divide secret image S into n 

tile images {T1, T2,…, Tn} and target image T into n blocks 

{B1, B2 …, Bn} with each Ti or Bi of size NT. 

Step 2: Transformations color characteristics of tile image 

to target blocks. 

Each tile image T in the given secret image is fit 

into a target block B in a preselected target image. Since the 

color characteristics of T and B are different from each 

other. Reinhardet al. [11] proposed a color transfer scheme 

used to converts the color characteristic of an image to be 

that of another in the l α β color space. The proposed system 

will use RGB color space instead of the l α β to reduce the 

volume of the required information for recovery of the 

original secret image. 

Considered T and B be described as two pixel sets 

{p1, p2…, pn} and {p'1, p'2…, p'n} respectively. The color of 

each pi denoted by (ri, gi, bi) and that of each p'i by (r'i, g'i, b'i). 

Used standard deviations of T and B, respectively (1), in 

each of the three color channels R, G, and B by the 

following formulas:  
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              In which ci and c'i denote the C-channel values of 

pixels pi and p'i respectively, with   c = r, g or b and C=R, G 

or B Next, we compute new color values (r''i, g''i, b''i ) for 

each pi in T by 

         (     )                                                 (3.4) 

Where qc= σ'c /σc is the standard deviation quotient 

and c = r, g or b. It can be verified easily that the new color 

mean and variance of the resulting tile image T are equal to 

those of B, respectively. To compute the original color 

values (ri, gi, bi) from the new ones (r''i, g''i, b''i) we use the 

following formula which is the inverse of (3.4) 

     
 

  
(        )                                                (3.5) 

Furthermore, system has to embed sufficient 

information about the new tile image T into the created 

mosaic image for use in the later stage of recovering the 

original secret image. For this, we can use (3.5) to compute 

the original pixel value of pi.  

Step 3: Rotating the tile image.  

In transforming the color characteristic of a tile image T to 

be that of a corresponding target block B as described above. 

System use the standard deviation of the colors in the block 
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as a measure to select the most similar B for each T. Sort all 

the tile images to form a sequence, Stile, and all the target 

blocks to form another, Starget, according to the average 

values of the standard deviations of the three color channels. 

Then, fit the first in Stile into the first in Starget, fit second Stile 

into the second in Starget and so on. Additionally, after a 

target block B is chosen to fit a tile image T and after the 

color characteristic of T is transformed, system conduct a 

further improvement on the color similarity between the 

resulting tile image T and the target block B by rotating T 

into one of the four directions, 0
o
, 90

o
, 180

o
 and 270

o
, which 

yields a rotated version of T with the minimum root mean 

square error (RMSE) value with respect to B among the four 

directions for final use to fit T into B. 

4) Stage 4: Border Creation: 

Once the mosaic image created, border will be added to it. 

Size of border is 10% of the length of the mosaic image. 

5) Stage 5: Embedding The Secret Image Recovery 

Information: 

The secret image recovery information embedded into 

border using TBPC method. 

B. Phase II: - Extraction Of Secret Data Recovery: 

The following figure 3 shows extraction of secret data 

recovery from resultant secret fragment visible mosaic 

image 

 

Fig. 3: Phase II: Extraction of secret data recovery 

Phase II consists of following stages: 

Input: A mosaic image F with n tile images {T1, T2,…,Tn} 

and secret key K. 

Output: The secret image S. 

1) Stage 1: Extraction Of Border: 

Separate the border form final mosaic image for recovering 

the original metadata. Metadata contains number of folds, 

hash values, other related information. 

2) Stage 2: Extracting The Secret Image Recovery 

Information From Border: 

Extract secret image recovery information from border. 

Using reverse version of embedded information in proposed 

scheme. 

3) Stage 3: Recovering The Secret Image: 

Secret image is extracted using formula (3.5), given above. 

4) Stage 4: Compare Hash Value: 

Compare hash value of extracted recovered image with 

original calculated hash value. If received hash value and 

calculated hash value is same then message is not altered 

and integrity is maintained.  

5) Stage 5: Unfold The Mosaic Image: 

Unfold the extracted secret image to get the original secret 

image. 

IV. SYSTEM STRENGTH 

This section discusses two types of attacks on these systems. 

One type of attack is the known-cover attack. The attacker 

can detect the difference between a cover-image and a 

stego-image if she/he has access to both images. Proposed 

approach overcomes this attack by using mosaic image 

creation and color transform technique for data embedding 

in art image because color transform algorithm reduces 

distortion of cover-image. The other type of attack is the 

stego-only attack, where the attacker is assumed to have 

nothing but the stego-image. A stego-image must not 

contain any blocking artifacts associated with message 

embedding because an attacker could easily utilize those 

artifacts to detect the secret message. Proposed approach 

overcomes this attack by using secret fragment visible 

mosaic image like art image as cover image. Because 

traditional data hiding methods embed data directly into 

photographic cover images to produce stego-images, while 

the proposed method firstly creates an art image and then 

data are embedded in it. The generated-image is of an art 

appearance as shown in Fig. 4. It hopefully will attract 

hacker’s more attention on the artistic content and hacker 

will be less suspicious about the hidden data.  

      

Fig. 4: Target image              Fig. 5: Secret input image 

 

Fig. 6: Secret fragment visible mosaic image 

V. CONCLUSION 

In our system, a new secure image transmission method has 

been proposed secret fragment visible mosaic image to 

generate as a reproduction of an original image. The retrieve 

image is same as that of the input image. There are many 



Data Embedding using Reversible Color Transformation for Covered Communication 

 (IJSRD/Vol. 2/Issue 10/2014/131) 

 

 All rights reserved by www.ijsrd.com 593 

parameters used in our system to control the generating 

process, thus affecting the processing time as well as the 

quality of image mosaics. It dramatically affects both the 

processing time and the quality of an image mosaic. 

VI.  FUTURE WORK 

Currently, the secure hash algorithm will be applied on 

secret image to calculate image hash value. This image hash 

value provides the integrity of secret data. We will resize the 

image to transmitting maximum amount of data. We will 

add a border to hiding text information in it. Here the uses of 

tree-based parity check method (TBPC). The proposed 

scheme provides a higher level of security for secret data 

keeping or transmission. 
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