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Abstract— Today‘s consumers can access an astonishing 

variety of movies, videos, and television shows—on 

multiple platforms—faster than ever before. Still consumers 

commit online piracy by downloading or streaming content 

illegally. The main reason is obvious: price. But other 

factors also contribute to the growing prevalence of piracy, 

including earlier access to content, a perception that 

―everyone is doing it,‖ and the proliferation of ad-supported 

websites that offer free content. To avoid piracy and to 

protect economics behind the copyrights, security 

mechanisms can be implemented. One of the way is to 

deliver the media content through a specific carrier(A 

software, a piece of library, video player, smartphone app, 

etc.), which makes the content available only through that 

carrier. 
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I. INTRODUCTION 

Mobile piracy appears poised to escalate. Already, these 

consumers say they use mobile devices, such as smart 

phones, to access pirated content. Reasons behind piracy is 

that many consumers who say they commit online piracy are 

enticed by free content. Not surprisingly, the key motivator 

to pirate is the reward of free content—and the belief that 

buying hard copies or paying to download content is either 

unnecessary or has become too expensive. 

II. YOUTUBE STREAMING TECHNIQUE 

YouTube is one of the major video-sharing website which 

allows users to upload, view, and share videos, and it makes 

use of Adobe Flash Video and HTML5 technology to 

display a wide variety of user-generated and corporate 

media video. Available content includes video clips, TV 

clips, music videos, and other content such as video 

blogging, short original videos, and educational videos. 

III. VIDEO COPYRIGHT VIOLATION (YOUTUBE) 

Ever since YouTube started video hosting, it has never been 

hard to write a Shell script to download videos from 

YouTube. there are many ways through which YouTube 

videos are downloaded. The downloads are possible on 

various platforms like Windows softwares, Linux Shell 

Scripts, Smartphone Apps, etc. There are two models used 

to download videos, viz, before 2014 and present. 

 Before 2014: 

(1) The URL is important resource to download video. 

(2) URL is permanent "home page" for the movie, with 

comments, related movies, etc. Since, it is not URL 

of the movie itself.  

(3) URL must be obtained from the HTML source of 

the page. 

(4) URL is of the form 

https://www.youtube.com/watch?v=id. Since, URL 

is SSL protected, the protection must be bypassed, 

then URL can be used to download.

 
Fig. 1: 

 2014: 

(1) In modern html sources, we get multiple video 

URL's with different itag values depending upon 

encoding options. One of the URL will be chosen 

for download. 

(2) After obtaining URL video, get rid of "url=","...". 

The URL is in the encoded format. It needs to be 

decoded using some shell script or sophisticated 

Perl script. 

(3) Thus we get URL for the source. From that source 

we can download the video. 

Softwares used on various platforms for Content Piracy 

are as follows: 

A. Youtube Dl: 

YouTube-dl is a Python based small command-line tool that 

allows to download videos from YouTube.com.It written in 

pygtk and requires Python interpreter to run this program, 

it‘s not platform restricted. It should run on any Unix, 

Windows or in Mac OS X based systems. 

B. 4K Video Downloader: 

4K Video Downloader is a multi-platform software for 

downloading video and audio from popular websites like 

YouTube, Vimeo, Dailymotion or Facebook. It supports the 

following output formats: MP4, MKV, OGG Theora, MP3, 

M4A. 

C. MacX: 

MacX YouTube Downloader is a totally free video 

downloader for you to download YouTube video with fast 

speed.MacX YouTube Downloader is specially designed for 

Mac users to download videos from YouTube for free. 
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D. Tubemate: 

Tubemate YouTube Downloader is an app for downloading 

YouTube videos directly to your mobile phone. It allows 

you to have your favorite videos on your device‘s SD card 

to watch them whenever you want. 

IV. ADVANCED ENCRYPTION STANDARD 

AES, i.e. Rijndael algorithm is a symmetric key 

cryptography. The AES standard comprises three block 

ciphers, i.e. AES-128, AES-192 and AES-256. The 

encryption of AES is carried out in blocks with a fixed block 

size of 128 bits each. The AES cipher calculation is 

specified as a number of repetitions of transformation 

rounds that convert the input plaintext into the final output 

of cipher text. Each round consists of several processing 

steps, including one that depends on the encryption key. A 

set of reverse rounds are applied to transform the cipher text 

back into the original plaintext using the same encryption 

key. 

Figure shows the flowchart of the AES-128 

algorithm. From this figure, we can see that the AES-128 

algorithm is iterative and consists of 10 rounds. The input is 

a block of data and the initial key. Each round operates on 

the intermediate result of the previous round and is a 

sequence of the four transformations, namely SubBytes, 

ShiftRows, MixColumns and AddRound-Key. The 

intermediate result of any step is called the state. The final 

round is slightly different and the output after 10 rounds is 

the block of encrypted data.[3] 

 

Fig. 2: Advanced Encryption Standard 

A. Parallel Computing: 

As an kind of computing device, GPU is featured of parallel 

computing compared with traditional CPU that is serial 

computing. The reason behind the discrepancy in computing 

mode between CPU and GPU is that GPU is specialized for 

compute-intensive, highly parallel computation – exactly 

what graphics rendering is about  and therefore designed 

such that more transistors are devoted to data processing 

rather than data caching and flow control. Thus, the 

massively parallel device of GPU is capable of processing 

the large amounts of data required to perform the 

classification and detection tasks very quickly. For parallel 

computing, the user can define threads which run on GPU in 

parallel using standard instructions we are familiar with 

within the field of general purpose programming. The user 

declares the number of threads which must be run on a 

single SM by specifying a block size. The user also defines 

multiple blocks of threads by declaring a grid size. A grid of 

threads makes up a single kernel of work which can be sent 

to GPU and when finished, in its entirety, is sent back to the 

host and made available to the application.[6]    

V. PROPOSED SYSTEM 

Video  URL‘s and URIs are exposed  directly in the HTML 

source, which can  be used to download the media content. 

If the videos are stored on the servers in their encrypted  

form, even if the URL is exposed, it cannot be accessed 

without secret key for decryption. The byte stream from the 

server can only be decoded by the specific carrier softwares 

in which the secret key is present. The encrypted byte 

stream is consumed by the carrier, if the byte stream is 

recognized by the secret key. Byte stream is decoded  

through the carrier. The carrier can be software , media 

player or smartphone apps. Now-a-days, most of the content 

on the web is accessed through smartphones so, in the 

proposed we propose a design to develop android app as a 

carrier for accessing encrypted video streams.For encryption 

and decryption purpose, AES is taken into consideration. 

256 bit AES is practically unbeaten. Some theoretical 

attacks are proposed. But, they are not practically 

implemented. Modern smartphones have CPU for carrying 

out operations related  to OS, networking and a separate 

graphical processing unit (GPU). GPU is dedicated for 

graphical related operations. 

This GPU can be used to carry out AES decryption 

on the android device. It isolates CPU from the decryption 

task and parallelism can be introduced in AES mechanism to 

boost the decryption process. 

A. Server Side Video Encryption: 

The video file in its .flv, .mp4, .3gp is uploaded on the 

server. The video file is converted into a stream of bytes. 

Byte streams are further divided into threads and bytes are 

assigned to individual blocks.The individual blocks are 

allowed to AES encryption using secret key. The process 

can be explained using following block diagram. 

 
Fig. 3: Server Side Video Encryption 
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 Encrypted Byte Stream can be stored with any 

extension. This extension should not be any standardized 

extension. (e.g- .mp4 file can be stored as .abc) 

B. Android App Carrier For Decryption: 

Encrypted byte stream is subjected to threads and divided 

into blocks again. The assignment of threads to respective 

block is governed by thread execution manager and block 

manager.  

Individual block is further decrypted by AES 

decryption block using secret key which is used for 

encryption on the server side.  

The decrypted blocks are assembled which gives 

the original video stream. It is fed to native media player in 

Android OS. 

 
Fig. 4: Android App Carrier for Decryption 

VI. COMPARISON OF AES ENCRYPTION 

 Figure illustrates the comparisons of AES 

encryption in terms of encryption time and speedup. In this 

figure, the horizontal axis indicates the size of plaintext in 

terms of Byte, the left vertical axis indicates the time in 

which the plaintext are encrypted into the cipher text 

through AES algorithm in terms of Second (Sec) and the 

right vertical axis indicates the metric of speedup. 

 

Fig. 5: Comparison of AES Encryption 

It also can be observed from above figure that 

although the total time required for AES encryption 

increases with the increment of plaintext size, but the 

speedup increases as the CPU time increases faster than the 

GPU time. Therefore, the parallel AES implementation on 

GPU achieves massivespeedups over the serial AES 

implementation on CPU. [8] 
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