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Abstract— In the emerging environment of high 

performance IP networks, it is expected that local and 

campus area backbones, enterprise networks, and Internet 

Service Providers (ISPs) will use multi gigabit and terabit 

networking technologies where IP routers will be used not 

only to interconnect backbone segments but also to act as 

points of attachments to high performance wide area links. 

More importance must be given to new efficient 

architectures for routers in order to make more effective 

network. In this paper, we identify important trends in router 

design and outline some design issues facing the next 

generation of routers. It is also observed that the 

achievement of high throughput IP routers is possible if the 

critical tasks are identified and special purpose modules are 

properly tailored to perform them. Multiprocessor system on 

chip is emerging as a new trend for System on chip design 

but the wire and power design constraints are forcing 

adoption of new design methods. Researchers pursued a 

scalable solution to these problems i.e. Network on Chip 

(NOC).  

Key words: ISP’s, network on chip, robust routers, internet 
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I. INTRODUCTION 

Network on chip architecture better supports the integration 

of SOC consists of on chip packet switched network. Thus 

the idea is borrowed from large scale multiprocessors and 

wide area network domain and envisions on chip routers 

based network. Cores access the network by means of 

proper interfaces and have their packets forwarded to 

destination through multichip routing path. In order to 

implement a  NOC architecture, the router should be 

efficiently design as it is the central component of NOC 

architecture. In this paper we implement a parallel router 

which can support five requests simultaneously. Thus the 

speed of communication can be enhanced after reducing 

communication bottleneck by using simplest routing 

mechanism, flow mechanism and decoding logic.  

Design And Verify the functionality of the “Design and 

Verification Four Port Router for Network on Chip” IP core 

using the latest verification methods, Hardware Verification 

Languages and EDA tools and qualify the IP for Synthesis 

an implementation. 

 90% of ASIC response is due to functional bugs. 

As the functional verification decides the quality of the 

silicon, we spend 60% of the design cycle time only for the 

verification/simulation. In order to avoid the delay and meet 

the TTM, we use the latest verification methodologies and 

technologies and accelerate the verification process. 

This project helps one to understand the complete functional 

verification process of complex ASICs an SoC’s and it gives 

opportunity to try the latest verification methodologies, 

programming concepts like Object Oriented Programming 

of Hardware Verification Languages and sophisticated EDA 

tools, for the high quality verification. The Design and 

Verification Plan is based on Verilog Hardware Verification 

Language. The methodology used for Verification is 

Constraint random coverage driven verification. The 

popularity of the Internet has caused the traffic on the 

Internet to grow drastically every year for the last several 

years. It has also spurred the emergence of many Internet 

Service Providers (ISPs). To sustain growth, ISPs need to 

provide new differentiate services, e.g., tiered service, 

support for multimedia applications, etc. The routers in the 

ISPs’ networks play a critical role in providing these 

services. Internet Protocol (IP) traffic on private enterprise 

networks have also been growing rapidly for some time. 

These networks face significant bandwidth challenges as 

new application types, especially desktop applications 

uniting voice, video, and data traffic need to be delivered on 

the network infrastructure. This growth in IP traffic is 

beginning to stress the traditional processor-based design of 

current-day routers and as a result has created new 

challenges for router design. Routers have traditionally been 

implemented purely in software. Because of the software 

implementation, the performance of a router was limited by 

the performance of the processor executing the protocol 

code. To achieve wire-speed routing, high-performance 

processors together with large memories were required. This 

translated into higher cost. Thus, while software-based wire-

speed routing was possible at low-speeds, for example, 10 

megabits per second (Mbps) ports, or with a relatively 

smaller number of 100Mbps ports, the processing costs and 

architectural implications make it difficult to achieve wire-

speed routing at higher speeds using software-based 

processing. Fortunately, many changes in technology (both 

networking and silicon) have changed the landscape for 

implementing high-speed routers. Silicon capability has 

improved to the point where highly complex systems can be 

built on a single integrated circuit (IC). The use of 0.35 µm 

and smaller silicon geometries enables application specific 

integrated circuit (ASIC) implementations of millions gate-

equivalents. Embedded memory (SRAM, DRAM) and 

microprocessors are available in addition to high-density 

logic. This makes it possible to build single-chip, low-cost 

routing solutions that incorporate both hardware and 

software as needed for best overall performance. In this 

paper we investigate the evolution of IP router designs and 

highlight the major performance issues affecting IP routers. 

The need to build fast IP routers is being addressed in a 

variety of ways. We discuss these in various sections of the 

paper. We discuss in detail the various router mechanisms 

needed for high-speed operation. In particular, we examine 

the architectural constraints imposed by the various router 

design alternatives. The scope of the discussion presented 

here does not cover more recent label switching routing 

techniques such as IP Switching [1], the Cell Switching 

Router (CSR) architecture [2], Tag Switching [3], and 

Multiprotocol Label Switching (MPLS), which is a 

standardization effort underway at the Internet Engineering 



Robust IP Router Architectures and Technologies –A Review 

 (IJSRD/Vol. 2/Issue 10/2014/125) 

 

 All rights reserved by www.ijsrd.com 565 

Task Force (IETF). The discussion is limited to routing 

techniques as described in RFC 1812 [4]. 

II. LITERATURE 

A. Basic Ip Router Functionalities: 

Generally, routers consist of the following basic 

components: 

  several network interfaces to the attached 

networks, processing module(s), buffering module(s), and 

an internal interconnection unit (or switch fabric). Typically, 

packets are received at an inbound network interface, 

processed by the processing module and, possibly, stored in 

the buffering module. Then, they are forwarded through the 

internal interconnection unit to the outbound interface that 

transmits them on the next hop on the journey to their final 

destination. The aggregate packet rate of all attached 

network interfaces needs to be processed, buffered and 

relayed. Therefore, the processing and memory modules 

may be replicated either fully or partially on the network 

interfaces to allow for concurrent operations. 

 A generic architecture of an IP router is given in  

Figure 1. Figure 1a shows the basic architecture of a typical 

router: the controller card (which holds the CPU), the router 

backplane, and interface cards. The CPU in the router 

typically performs such functions as path computations, 

routing table maintenance, and reachability propagation. It 

runs which ever routing protocols are needed in the router. 

The interface cards consists of adapters that perform 

inbound and outbound packet forwarding (and may even 

cache routing table entries or have extensive packet 

processing capabilities). The router backplane is responsible 

for transferring packets between the cards. The basic 

functionalities in an IP router can be categorized as: route 

processing, packet forwarding, and router special services. 

The two key functionalities are route processing (i.e., path 

computation, routing table maintenance, and reachability 

propagation) and packet forwarding (see Figure 1b).We 

discuss the three functionalities in more detail below. 

 
Fig. 1: Generic architecture of a router 

1) Route Processing: 

This includes routing table construction and maintenance 

using routing protocols (such as RIP or OSPF) to learn 

about and create a view of the network’s topology 

[5][6][7].Updates to the routing table can also be done 

through management action where routes are added and 

deleted manually. 

2) Packet Forwarding: 

Typically, IP packet forwarding requires the following IP 

Packet Validation: The router must check that the received 

packet is properly formed for the protocol before it proceeds 

with protocol processing. This involves checking the version 

number, checking the header length field (also needed to 

determine whether any options are present in the packet), 

and calculating the header checksum.  Destination IP 

Address Parsing and Table Lookup: The router performs at 

able lookup to determine the output port onto which to 

direct the packet and the next hop to which to send the 

packet along this route. This is based on the destination IP 

address in the received packet and the subnet mask(s) of the 

associated table entries. The result of this lookup could 

imply: 

 A local delivery (that is, the destination address is 

one of the router’s local addresses and the packet is locally 

delivered). A uncast delivery to a single output port, either 

to a next-hop router or to the ultimate destination station (in 

the case of a direct connection to the destination network). A 

multicast delivery to a set of output ports that depends on 

the router’s knowledge of multicast group membership. The 

router must also determine the mapping of the destination 

network address to the data link address for the output port 

(address resolution or ARP). This can be done either as a 

separate step or integrated as part of the routing lookup. 

3) Packet Lifetime Control: 

The router adjusts the time-to-live (TTL) field in the packet 

used to prevent packets from circulating endlessly 

throughout the internetwork. A packet being delivered to a 

local address within the router is acceptable if it has any 

positive value of TTL. A packet being routed to output ports 

has its TTL value decremented as appropriate and then is 

rechecked to determine if it has any life before it is actually 

forwarded. A packet whose lifetime is exceeded is discarded 

by the router (and may cause an error message to be 

generated to the original sender). 

4) Checksum Calculation: 

The IP header checksum must be recalculated due to the 

change in the TTL field. Fortunately, the checksum 

algorithm employed (a 16-bit one’s complement addition of 

the header fields) is both commutative and associative, 

thereby allowing simple, differential recompilation. 

B. Bus-Based Router Architectures With Single Processor: 

The first generations of IP router were based on software 

implementations on a single general-purpose central 

processing unit (CPU). These routers consist of a general-

purpose processor and multiple interface cards 

interconnected through a shared bus as depicted in Figure 2.  

 
Fig. 2: Traditional bus-based router architecture. 
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C. Architectures With Multiple Parallel Forwarding 

Engines: 

Another bus-based multiple processor router architecture is 

described in [30]. Multiple forwarding engines are 

connected in parallel to achieve high packet processing rates 

as shown in Figure 4. The network interface modules 

transmit and receive data from the links at the required rates. 

 As a packet comes in, the IP header is stripped by 

the control circuitry, augmented with an identifying tag, and 

sent to a forwarding engine for validation and routing. 

While the forwarding engine is performing the routing 

function. 

 
Fig. 3: Bus-based router architecture with multiple parallel 

forwarding engines. 

D. Switch-Based Router Architectures With Multiple 

Processors: 

To alleviate the bottlenecks of the second generation of IP 

routers, the third generation of routers was designed with the 

shared bus replaced by a switch fabric. This provides 

sufficient bandwidth for transmitting packets between 

interface cards and allows throughput to be increased by 

several orders of magnitude. With the interconnection unit 

between interface cards not the bottleneck, the new 

bottleneck is packet processing. 

 
Fig. 4: Switch-based router architecture with multiple 

forwarding engines. 

III. LITERATURE REVIEW: 

Channamallikarjuna Mattihalli et al in [1] attempt to give a 

networking solution by applying VLSI architecture 

techniques to router design for networking systems to 

provide intelligent control over the network. Attempt to 

provide a multipurpose networking router by means of 

Verilog code, thus we can maintain the same switching 

speed with more security as we embed the packet storage 

buffer on chip and generate the code as a self-independent 

VLSI Based router. The approach will results in increased 

switching speed of routing per packet for both current trend 

protocols, which we believe would result in considerable 

enhancement in networking systems. 

 Feng Liang et al in[2] proposed a novel test pattern 

generator (TPG) for built-in self-test. His method generates 

multiple single input change (MSIC) vectors in a pattern, 

i.e., each vector applied to a scan chain is an SIC vector. A 

reconfigurable Johnson counter and a scalable SIC counter 

are developed to generate a class of minimum transition 

sequences. The proposed TPG is flexible to both the test-

per-clock and the test-per-scan schemes. Results show that 

the produced MSIC sequences have the favorable features of 

uniform distribution and low input transition density.  

 James Aweya et al in [3] give attention to new 

powerful architectures for routers in order to play that 

demanding role. In this work, he identified important trends 

in router design and outlines some design issues facing the 

next generation of routers. It is also observed that the 

achievement of high throughput IP routers is possible if the 

critical tasks are identified and special purpose modules are 

properly tailored to perform them. 

  M. Sowmya et al in [4]he attempt is to give a 

onetime networking solution by the means of merging the 

VLSI field with the networking field as now a days the 

router is the key player in networking domain so the focus 

remains on that itself to get a good control over the network. 

This paper is based on the hardware coding which will give 

a great impact on the latency issue as the hardware itself will 

be designed according to the need.  

IV. CONCLUSION AND FUTURE WORK 

In this paper, we identified important trends in router design 

and outline some design issues facing the next generation of 

routers. It is also observed that the achievement of high 

throughput IP routers is possible if the critical tasks are 

identified and special purpose modules are properly tailored 

to perform them. 

 Multiprocessor system on chip is emerging as a 

new trend for System on chip design but the wire and power 

design constraints are forcing adoption of new design 

methods. Researchers pursued a scalable solution to these 

problems i.e. Network on Chip (NOC).The same can be 

taken to the SOC (System on chip) level with Cadences 

Encounter Tool.  

 The same work can be taken to the implementation 

of MPLS (Multi-Protocol Label Switching).  

 The some code design can be taken to the SOC 

(System on chip) level and can be implemented as the 

Ethernet Standalone System Router.  

The same work can be made variable with TCP and UDP 

Protocols. 
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