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Abstract— Cloud Computing is considered to be the next 

generation of information technology framework. It is the 

next generation computing platforms that can provide 

dynamic resource pools, virtualization and high availability. 

The new character brings a lot of new security challenges 

which have not been taken into account completely in the 

current cloud computing system. As a consequence, to build 

a cloud computing data security system is the basis to build 

cloud computing security system. The different security 

systems provide a means to check and verify the integrity of 

the file or data. Thus a mechanism can be implemented 

using hashcode, which can perform integrity check and also 

generate an evidence to prove the integrity of the file. 

Regular integrity check logs can be used to obtain the details 

if the integrity of the data is compromised or the file is 

tampered. Thus provides a strong protection against 

unauthorized access of the data and also maintains the 

integrity of the data. 
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I. INTRODUCTION 

The popularity of cloud computing started in 2006 and 

within a short span of time it achieved major popularity 

through the user’s attention. It’s usage is increasing rapidly 

because of ample services and benefits offered by cloud 

computing. Normally, organizations lack robust services 

like servers, software, network hardware,etc. and thus they 

prefer to use the cloud computing. Cloud computing brought 

about a revolution by providing service models in 

distributed computing and thus attained tremendous 

attention by research communities. On the basis of 

virtualization and distributed technologies, on-demand 

services are provided by cloud computing. The 

infrastructure, services and management of resources 

provided by cloud computing are much more effective and 

potent. cloud computing can help increase organization’s 

profits and earnings by decreasing costs of purchasing, 

managing, implementing and maintaining hardware and 

software.  

The four deployment models of cloud computing 

are private, public, community and hybrid. The cloud that 

can be used publically in a public domain is referred as 

public cloud. The cloud that is available only within a 

specific organization is a private cloud. The combinatory 

form of different cloud deployment models is called a 

hybrid cloud. The cloud meant for groups of organizations 

and abides by the agreement and privacy among 

organizations is called a community cloud. The cloud 

computing also provides on-demand services on pay-per-use 

basis and can be accessed at any time from any place. Cloud 

computing needs to be researched upon data security and 

effective data retrieval. Major issues in cloud computing are 

confidentiality and integrity of data, trust, control and audit, 

thus acting as hurdles in the adaptability of cloud computing 

in the market. The impact of data security issue can be 

reduced by implementing cyber forensics. 

A. Data Security Issues In Cloud Computing: 

The three major areas of research in cloud computing are 

performance, availability and security. Among these, cloud 

computing security occupies the top position. The 

application layer software, platform services layer, and  the 

infrastructure layer are the three levels of cloud computing 

based on different definitions of cloud computing like SaaS, 

PaaS and IaaS. These different levels of cloud computing 

have different issues regarding security. The important  

issues concerned with IaaS are system security, transport 

security, physical security, network security and data center 

construction. Whereas, in PaaS, the issues demanding more 

attention are the problems of disaster and recovery, data 

availability, data security and computing availabilty. The 

problems regarding security of data and application need to 

be focused upon in highest level of SaaS. These security 

issues are unknown and uncontrollable at the highest level 

when a platform of cloud computing is used for construction 

of SaaS. 

II. LITERATURE SURVEY 

A. A View About Cloud Data Security From Data Life 

Cycle [1]: 

In this paper, Xiaojun Yu and Qiaoyan Wen stated that most 

of the security solutions focus only on thge storage stage of 

the life cycle. Whereas, there are risks associated with each 

and every stage of the data life cycle which must be 

considered and worked upon to enable the creation of a 

complete data security system for the cloud. 

The threats associated with the stages of the data 

life cycle model are as follows. 

 Create stage: The moment the data is generated, 

there are chances of loss of user rights as the 

adversary may alter the access rights or modify the 

data. 

 Store stage: Unauthorized access, aging risk of 

backup medium, tampering of data by malicious 

cloud service providers or network intruders, etc 

are the risks at this stage. 

 Use and Share stage: Difficulty in maintaining the 

integrity and consistency of the shared data, 

chances of data leakage by corrupted user. 

 Archive stage: There are threats of illegal access of 

the data. 

 Destruct stage: There prevails a risk of illegal 

restoration of data if the data is not destroyed 

completely. 

Based on these risks, a set of security functions for the 

client proxy and the cloud server were proposed for the 

protection of the data. 
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III. RESEARCH ON CLOUD COMPUTING DATA SECURITY 

MODEL BASED ON MULTI-DIMENSION 

In this paper, by Zhang Xin, Lai Song-qing, and Liu Nai-

wen, analysis of the application data security in cloud 

computing indicated that cloud computing data leads to new 

security threats other than the traditional client side security, 

the security of master and slave structure, and the 

communication security. distributed availability threats, 

dynamic integrity threats, and the threat of failure are the 

several aspects. 

A security model was proposed using a hierarchical 

architecture comprising of three layers. These layers 

combine with each other for ensuring data security in cloud. 

Each layer has its own set of responsibilities. This model 

was referred as cloud cube model:CCMDSM(Cloud 

Computing Multi-dimension Data Security). 

 
Fig. 1: Cloud Computing Data Security Model [2] 

Each layer accomplishes its own job and combines 

with others to ensure data security in cloud computing. 
 First layer: Responsibility of authentication of 

users, managing permissions of users, present the 

users with appropriate digital certificates.  

 Second layer: Responsible for encrypting user’s 

data, and protects privacy of users by some means. 

 Third layer: It is the last layer of the system and is 

responsible for the protection of user data. It also 

enhances the fast recovery of user’s data. 

IV. RESEARCH ON CLOUD COMPUTING DATA SECURITY 

MODEL BASED ON MULTI-DIMENSION[3] 

In this paper, Xian Weiquan and Wang Houkui, researched 

the data security model on the basis of public cloud  and 

thus the measures like user management, hardware and 

software security of the data center, security of data and 

control transfer were proposed to increase the strength of 

data security of public cloud. Threats to the public cloud 

data security that were ascertained through analysis of 

model are as follows. 

A. Network Communication: 

The threats to the user data are because of network security 

threats. Whereas, the network attacks and the denial of 

service attacks cause threat to the server. 

B. Data Storage: 

The confidentiality, availability and integrity of data in 

public cloud is destroyed if the storage medium is in direct 

contact of the attacker. If data is not encrypted, then the 

confidentiality of data is lost. 

C. Audit: 

It is used for tracking the behaviour of the user to the 

operation of data. 

D. Personnel: 

Sometimes the internal staff may be responsible for the 

threats to the data due to several reasons like lack of ethics, 

abuse of authority, etc. 

The proposed model included the security 

functions listed below, to preclude these threats. 

 Technical Control Measures 

 System Security Team 

 Safe Authentication 

 Security Access Control 

 Audit and Intrusion Detection 

 Network Security Control 

 Security Management System 

 Security Awareness and Training Strategy. 

V. HYBRID MULTI-CLOUD DATA SECURITY (HMCDS) 

MODEL AND DATA CLASSIFICATION[4] 

This paper, by Munwar Ali Zardari, Low Tang Jung and 

Mohamed Nordin B. Zakaria, focuses mainly on the 

confidentiality of data and efficient retrieval of data, which 

are the major issued that block users from adopting cloud 

computing.To overcome these issues, a new model is 

proposed for effective retrieval of data and also maintain the 

confidentiality of the data. The model proposed is the 

Hybrid Multi-Cloud Data Security (HMCDS) Model with 

data classification and is based on the multi cloud, data 

classification and different clusters.Model and Data 

classification based models are considered for security. 

This proposed model also provides with different 

classification techniques. This model is a hybrid of public 

and private clouds. Two levels of data confidentiality, high 

level and low level  are provided by this model in addition 

to the increased efficiency in data retrieval. By 

implementing this model with multi-clusters, high level of 

confidentiality is achieved. Whereas, low level 

confidentiality can be achieved through data classification 

technique in cloud business model. The three layers of the 

model are customer/user layer, data management layer and 

the database layer.The data management layer contains the 

private cloud, called as management cloud. the database 

layer contains a number of public clouds, referred to as 

inner-clouds. 

VI. CONCLUSION 

By examining the data security models for cloud and from 

the studied papers, I can conclude that in modern era, 

maintaining the security of data in cloud is very important 

and plays a vital role in the advent of cloud computing. 

Cloud computing is widely being accepted these days but 

these security issues coming up are hindering the increasing 

popularity of cloud computing. Thus a considerably strong 

and effective security system which can not only verify or 

check the integrity of the data, but also provides an evidence 

of the integrity of data to the client can be of immense help 

in strengthening the security systems of the cloud computing 

environment. Moreover, cyber forensics can be used to 

identify any unauthorized or unauthenticated activity, 

thereby ensuring better security of data. 
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