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Abstract—  The key generation centre could decrypt any 

messages addressed to specific users by generating their 

private keys. This is not suitable for data sharing scenarios 

where the data owner would like to make their private data 

only accessible to designated users key. So overcome this 

problem we propose escrow problem which means a written 

agreement delivered to a third party and Attribute-based 

encryption (ABE) is a promising Cryptographic approach 

fine-grained data access control which is provides a way of 

defining access policies based on different attributes of the 

requester, environment, or the data object. The KGC can 

decrypt every cipher text addressed to specific users by 

generating their attribute keys. 
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INTRODUCTION 

Network and computing technology enables many people to 

easily share their data with others are using online external 

storages. People can share their lives with friends by 

uploading their private photos or messages into the online 

social networks; or upload highly sensitive personal health 

records (PHRs) into online data servers such as Microsoft 

Health Vault, Google Health for ease of sharing with their 

primary doctors or for cost saving. As people enjoy the 

advantages of these new technologies and services, their 

concerns about data security and access control also arise. 

Improper use of the data by the storage server or 

unauthorized access by outside users could be potential 

threats to their data. People would like to make their 

sensitive or private data only accessible to the authorized 

people with credentials they specified. Attribute-base 

decryption (ABE) is a promising cryptographic approach 

that achieves a fine-grained data access control.  

It offers away of defining access policies based on 

dissimilar characteristics of the requester, atmosphere, or the 

data object. Especially, cipher text-policy attribute-based 

encryption (CP-ABE)enables to encrypt or to define the 

attribute set over universe of attributes that a decrypt or 

needs to holds in order to decrypt the cipher text, and 

impose it on the contents. Thus, each manipulator with a 

different set of characteristics is allowed to decrypt 

dissimilar pieces of data per the security strategy. This 

effectively removes the need to depend on the data loading 

server for avoiding unauthorized data access, which is the 

traditional access control tactic of such as the reference 

monitor Yet, applying CP-ABE in the data allocation system 

has numerous challenges. In CP-ABE, the key generation 

centre (KGC) generates private keys of users by applying 

the KGC’s master secret keys to users’ associated set of 

attributes. Thus, the major benefit of this approach is to 

largely reduce the need for processing and storing public 

key certificates under traditional public key infrastructure 

(PKI).  

However, the advantage of the CP-Becomes with a 

major drawback which is known as a key escrow problem. 

The KGC can decrypt every cipher text addressed to specific 

users by generating their attribute keys. Another challenge is 

the key revocation. Since some users may change their 

associate attributes at some time, or some private keys might 

be compromised, key revocation or update for each attribute 

is necessary in order to make systems secure. This issue is 

even more difficult especially in ABE, since each attribute 

inconceivably shared by multiple users (henceforth, we refer 

to such a set of users as an attribute group).This implies that 

revocation of any attribute or any single user in an attribute 

group would affect all users in the group. It may result in 

bottleneck during rekeying procedure or security 

degradation due to the vulnerability of windows. 

I. RELATED WORK  

The key escrow problem could be solved by escrow-free key 

issuing protocol, which is constructed using the secure two 

party computation between the key generation centre and 

the data storing centre, fine-grained user revocation per each 

attribute could be done by proxy encryption which takes 

advantage of the selective attribute group key distribution on 

top of the ABE. The performance and security analyses 

indicate that the proposed scheme is efficient to securely 

manage the data distributed in the data sharing system. 

II. LITERATURE SURVEY 

ABE scheme have two types (KP-ABE) Key policy ABE 

and (CP-ABE) Cipher text policy. In CP-ABE the attributes 

are used to describe users credentials and an encrypted 

determines a policy on who can decrypt the data as it gives 

the access policy decisions on the hands of data owners  so 

more appropriate for data sharing systems. 

Removing Escrow : The Existing ABE scheme are 

constructed on the base architecture where a single trusted 

authority  has power to generate the whole private keys of 

users with its master secret key. In this the issue arises that 

the KGC can decrypt every cipher text addressed to users in 

the system by generating their secret keys. To resolve this 

distributed KP-ABE scheme used that solves the key escrow 

problem in multi authority systems. An anonymous private 

key generation protocol in identity based literature such that 

the KGC can issue a private key to an authenticated user 

without knowing the list of user identities. 

III. PROPOSED SYSTEM 

In this paper, we propose a novel CP-ABE scheme for 

secure data sharing system. The key issuing protocol 

generates and issues user secret keys by performing a secure 

two-party computation (2PC) protocol between the KGC 

and the data storing centre with their own master secrets. 

The2PC protocol deters them from obtaining any master 

secret information of each other such that none of them 
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could generate the whole set of user keys alone. The data 

confidentiality and privacy can be cryptographically 

enforced against any curious KGC or data storing centre in 

the proposed scheme. 

A. Advantages: 

 The key escrow problem could be solved by 

escrow-free key issuing protocol, which is 

constructed using the secure two-party computation 

between the key generation centre and the data 

storing centre. 

 Fine-grained user revocation per each attribute 

could be done by proxy encryption which takes 

advantage of the selective attribute group key 

distribution on top of the ABE. 

IV. MODULES 

A. Login : 

In Login Form module presents users a form with username 

and Password fields. If the user enters a valid 

username/password combination they will be granted to 

access data. If the user enter invalid username and password 

that user will be considered as unauthorized user and denied 

access to that user. 

B. Key Generation Centre (KGC): 

It is a key authority that generates public and secret 

parameters for CPABE. It is in charge of issuing, revoking, 

and updating attribute keys for users. It grants differential 

access rights to individual users based on their attributes. 

The process of generating keys for cryptography is Key 

generation process. 

C. Data Owner (Set Access Policy, Encrypt File): 

It is a client who owns data, and wishes to upload it into the 

external data storing centre for ease of sharing or for cost 

saving. A data owner is responsible for defining (attribute 

based) access policy, and enforcing it on its own data by 

encrypting the data under the policy before distributing it. 

Data Owner to get key from key generator Encrypt the file. 

Encryption is the alteration of data into a form, called a 

cipher text that cannot be simply unstated by intruders. 

D. Data Storing Centre: 

It is an entity that provides a data sharing service. It is in 

charge of controlling the accesses from outside users to the 

storing data and providing corresponding contents services. 

The data storing centre is another key authority that 

generates personalized user key with the KGC, and issues 

and revokes attribute group keys to valid users per each 

attribute, which are used to enforce a fine-grained user 

access control. Data storing centre store the data. Data 

Storage Centres provides offsite record and tape storage, 

retrieval, delivery and destruction services. 

E. Authentication (Registration /Login): 

New user access data storing means must, new User can 

enter our details and register here. In Login Form module 

presents users a form with username and Password fields. If 

the user enters a valid username/password combination they 

will be granted to access data. If the user enter invalid 

username and password that user will be considered as 

unauthorized user and denied access to that user. 

1) User Access: 

In this module the user checks attributes and access policy. 

a) View Available Files: 

Data Storing Centre Store the number of files that files are 

displayed authorized user based on user access policy. 

b) User Get File 

It is an entity who wants to access the data. If a user 

possesses a set of attributes satisfying the access policy of 

the encrypted data, and is not revoked in any of the valid 

attribute groups, then he will be able to decrypt the cipher 

text and obtain the data User to select particular file and get 

Key from Key Generation Centre. 

c) Decrypt File: 

Decryption is the converse method to Encryption. 

Frequently, the same Cipher is used for both Encryption and 

Decryption. While Encryption creates a Cipher text from a 

Plaintext, Decryption creates a Plaintext from a Cipher text. 

User uses that particular file key decrypt and save that file. 

V. TECHNIQUES OR ALGORITHM 

Application of  CP-ABE in the data sharing networks , In 

CP-ABE, the key generation centre (KGC) generates private 

keys of users by applying the KGC’s master secret keys to 

users’ associated set of attributes. A cipher text policy 

attribute-based encryption (CP-ABE) system consists of 

four fundamental algorithms: Setup, Encrypt, KeyGen and 

Decrypt. 

A. Setup: 

Setup taking  input as a security attributes and returns a 

public key PK and a master MK. The public key is used for 

encryption. The master key, held by the central expert. 

B. Keygen: 

KeyGen takes as input the public key PK and a master key 

(Private Key) MK Encrypt takes as input the public key PK, 

a message and an access structure W. It returns a cipher text 

CT such that a private key produced from attribute set S can 

be used decrypt CT. 

C. Decrypt: 

Decrypt takes as input a cipher text CT. It proceeds the 

message M if S fulfils W, where S is the feature set used to 

get MK. 

VI. SYSTEM ARCHITECTURE 

The nodes involved are admin and clients which stands as 

Uniform the system. The deployment is performed as per 

the requirements of Hardware and software specified in the 

requirements phase. 
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Key generation centre is a key authority that 

generates public and secret parameters for CPABE. It is in 

charge of issuing, revoking, and updating attribute keys for 

users. It grants differential access rights to individual users 

based on their attributes. Data storing centre is an entity that 

provides a data sharing service. It is in charge of controlling 

the accesses from outside users to the storing data and 

providing corresponding contents services. The data storing 

centre is another key authority that generates personalized 

user key with the KGC, and issues and revokes attribute 

group keys to valid users per each attribute, which are used 

to enforce a fine-grained user access control. It is a client 

who owns data, and wishes to upload it into the external 

data storing centre for ease of sharing or for cost saving. A 

data owner is responsible for defining (attribute based) 

access policy, and enforcing it on its own data by encrypting 

the data under the policy before distributing it. User is an 

entity who wants to access the data. If a user possesses a set 

of attributes satisfying the access policy of the encrypted 

data, and is not revoked in any of the valid attribute groups, 

then he will be able to decrypt the cipher text and obtain the 

data. 

VII. APPLICATIONS 

 Application: 

 Secure two-party computation between the key 

generation centre and the data storing centre. 

 Advantage 

 The advantage CP-ABE comes solve key escrow 

problem. 

 Secure two-party computation between the key 

generation centre and the data storing centre 

 Data privacy and confidentiality in the data sharing 

system against any system managers as well as 

adversarial outsiders without corresponding 

(enough) credentials. 

 Selective attribute key distribution on top of the 

ABE. 

 Secure and fine-grained data access control in the 

data sharing system. 

VIII. FUTURE ENHANCEMENT 

In the future, it would be interesting to consider attribute 

based encryption systems we can apply advanced 

cryptosystem for data sharing. In future we encrypt 

multimedia content Solve fully distributed approach is the 

performance degradation Neglected key expired time we can 

use multi Data Storing Centre Proxy servers to update user 

secret key without disclosing user attribute Information. 

IX. CONCLUSIONS 

CP –ABE scheme is more secure in increasing the security 

of private data in online social networks. To achieve more 

secure and fine-grained data access control in the data 

sharing system. The data secrecy and privacy can be 

cryptographically prescribed against any inquisitive KGC or 

data storage centre int he future scheme. 
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