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Abstract— Use of text-based passwords is common 

authentication system. It is no secret that users struggle to 

keep up with their entire (textual) password. Users often 

create passwords that are vulnerable to attackers guess, but 

system assigned passwords are hard to memorize. To 

address this problem, Graphical Passwords are being used as 

an alternative for Text passwords. In this paper we present a 

graphical password scheme that offers high memorability & 

usability. Despite existence of algorithms many have failed 

to achieve simultaneously both aspects. The Proposed 

scheme is a combination of Recognition & Recall based 

Technique, where user is authenticated by identifying the 

pre-allocated image from the panel of random images, 

followed by performing certain number of clicks at different 

locations for setting a password. Some tolerance level is also 

given for each clicked point of interest. When logging in if 

the user selects the correct image followed by correct clicks 

user will be treated as an authenticated user. 

I. INTRODUCTION 

We deal with graphical passwords because graphical 

password schemes act as a possible alternative to text-based 

schemes which are proposed mainly by the fact that humans 

find it easier to remember pictures. The need for more 

secure passwords that are non-dictionary, non-personal and 

strong alphanumeric (mixture of uppercase, lowercase, 

letters, number), has meant that the traditional password has 

become less usable.  

Graphical password is an area that is being 

researched as a way of eliminating the standard text-based 

password. In previous research on image or graphical 

authentication systems, the studies have shown that this 

approach produces better recall results than non-dictionary 

text passwords. Unlike passwords represented as a string of 

characters, graphical passwords use images to determine a 

user’s identity. The style in which graphical password based 

authentication presents itself is wide ranging, from grids 

containing images of faces, to everyday natural scenes 

where a user clicks on specific areas. The graphical 

password idea is very similar to text-based passwords. The 

user still has to remember a certain combination.  

As the human brain has problems recalling random 

character strings, graphical password makes use of the fact 

that the human brain has very good image recall skills [12]. 

So the likelihood of forgetting the passwords and the need to 

write them down is eliminated.  

A graphical password is harder to guess. If the 

number of possible pictures is sufficiently large, the possible 

password space of a graphical pass-word scheme may 

exceed that of text-based schemes and thus most probably 

offer improved security against dictionary attacks [8]. The 

use of graphical password methods is gaining awareness 

because of these advantages. 

II. BACKGROUND & RELATED WORK 

In general, the graphical password techniques can be 

classified into two categories based on the activity required 

to remember the password: recognition-based and recall-

based graphical techniques [3]. 

 RECOGNITION BASED SYSTEM A.

Using recognition-based technique, a user is presented with 

a set of images and the user passes the authentication by 

recognizing and identifying the images he or she selected 

during the registration stage [3].  

Pass faces:-Based on the assumption that human 

can recall human faces easier than other pictures, Real User 

Corporation developed their own commercial product 

named Pass faces. It works as follows, users are required to 

identify and select the previously seen human face from a 

grid of nine faces one of which is known while the rest are 

decoys (Fig.2.1).This step is continuously repeated until all 

the four faces are identified [1]. 

 

Fig. 1: Passfaces 

 RECALL-BASED SYSTEM B.

In recall-based systems [3], the user is asked to reproduce 

something that he/she created or selected earlier during the 

registration phase. 
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Fig. 2: Cued Click Points 

Cued Click Points: - A password consists of one 

click-point per image for a sequence of images. The next 

displayed image is based on the previous click-point so 

users receive immediate implicit feedback as to whether 

they are on the correct path when logging in. CCP hence 

offers both improved usability and security [1]. 

In CCP, users click one point on each of c = 5 

images rather than on five points on one image. It offers 

recall based on cues and introduces visual cues that 

immediately alert valid users if they have made a mistake 

when clicking their click-point [11]. As shown in Figure.2.2, 

each click results in showing a next-image, which leads 

users down on a path as they click on their sequence of 

points. A wrong click would lead them down on a wrong 

path, with explicit indications of failed authentication only 

after the final click. Users can choose their images only to 

know that their clicked points triggers next image. If they 

dislike the displayed image, they could create a new 

password with different click-points to get different images. 

Weakness: - It lowers memorability & requires 

large storage for storing 5 images corresponding to each 

user. 

III. PROPOSED SYSTEM 

In proposed alternative to cued click point, each user is 

allocated a unique image followed by setting password by 

clicking on the image at different Point of Interest (POI).The 

system intends to create a graphical password using a single 

image. The scheme is made simple so as to avoid much 

confusion to the user while registration and logging in to the 

system in order to increase usability. 

Steps for creating password:- 

1) Users register themselves by entering username, which 

is checked for availability on fly. 

2) After username has been chosen unique image is 

retrieved for particular user_id. 

3) Wait for the user to select the POI [(X1, Y1)-(Xn, Yn)]. 

4) Store the coordinates of the clicked points in database 

with image and user_id in the database. 

 

Fig.3: Registration Phase 

Steps for verifying the user:- 

1) User logs in by filling the username. 

2) User is presented with a random set of images, from 

which their allocated image is to be identified for 

entering the password.  

3) If their unique image is not amongst the displayed 

panel, they could click on a button for more set of 

images. 

4) For entering the password user is required to click on 

preselected point of interest (during registration 

phase).If all points are matched against the stored 

original POIs, user is authenticated with a success 

message displayed. 

 

Fig. 4: Authentication Phase 

It is unlikely that a user would click exactly at the 

same pixel point on the image; we have made some 

threshold or tolerance up to which a deviation from the 

original point is considered as the correct points.  

Tolerance cannot be reduced past a certain 

threshold because it becomes impossible for users to enter 

their passwords. With the small tolerance the users would 

less likely click within the tolerance than in the larger pixel 

tolerance (more than 10*10). 

With any password-based authentication scheme, 

main goal is to maximize the effective password space in 

order to make it more resistant to attack. One way used here 

to increase the password space is by having user to click 

more number of points that would be contained in a 

password. 

IV. RESULT 

Each click on the graphical image is equivalent to a typed 

character in a normal password. Assuming the 94 available 

keys (shift and non-shift characters excluding SPACE on a 

standard keyboard), an alphanumeric password whose 

length is `n' would have possible password combinations as 

k
n 

(k=alphanumeric characters (94), n=length of password).  

And depending on the size of image and with a tolerance 

region each click of the image has around p
n 

(p=number of 

pixels=length of password) possible combinations. 

Storage regarding the images corresponding to 

each user is reduced to 1, where in cued click points 

required storage is of 5 images. 

A major usability improvement over Cued click 

point is the fact that legitimate users get to identify their 

unique image when trying to log in, which further ease the 

memorability. 

Dictionary Attack-Since our graphical 

authentication scheme involves mouse input, it is quite 

impractical to carry out dictionary attacks, partly because of 

the large password space and mainly because there are no 

pre-existing dictionaries that could be searched for graphical 

information. 



Amalgamation of Recognition & Recall Based Graphical Technique for User Authentication 

 (IJSRD/Vol. 2/Issue 01/2014/013) 

 

 All rights reserved by www.ijsrd.com 55 

V. CONCLUSION 

We presented a graphical user authentication scheme an 

alternative to Cued click points. The proposed system is 

based on the recognition-recall authentication scheme. A 

prototype of the proposed model is implemented on a web 

platform using PHP. 

This system can further be enhanced by providing a 

more user friendly and easy access for legitimate user. 

Guiding users while making more secure choices, 

such as using the persuasive viewport during password 

creation, can help develop more accurate mental models of 

security rather than vague instructions such as “pick a password 

that is hard for others to guess. “User friendly user interface 

design can influence users to select stronger passwords. 

However, since there is not yet wide deployment of 

graphical password systems, the vulnerabilities of graphical 

passwords are still not fully understood. Much more 

research and user studies are needed for graphical password 

techniques to reach higher levels of usefulness. 
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