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Abstract— While information systems are becoming 

backbone of any organizations, security of information 

systems are critical issue. Intrusion detection systems are 

one of the principal components of any information security 

system. Identification of anomalous activity in computer 

network is first step in identifying the threat to information 

system. In this paper we provide analytical review of 

different efforts in developing anomaly detection in 

intrusion detection. Our focus is mainly on GA based 

anomaly detection technique, as GA is one of the most 

effective evolutionary techniques for machine learning. We 

also identify limitations of each techniques and scope of 

improvement in each.  
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I. INTRODUCTION 

Information systems are acting as a backbone of today’s 

organizations, which are connected through network. This 

creates threat on information which is sensitive and being 

communicated in network and also network becomes 

potential highways of manipulating or destructing important 

information. To eliminate threats to information system, the 

concept of Network Intrusion Detection system (NIDS) 

comes in picture, and it becomes mandatory part of any 

Network Security System. 

Basically Intrusion in IDS can be said as anything 

in network that is not conforming to the regular pattern of 

communication. Anomalies, outlier, exception or any 

surprising pattern in network traffic can be intrusion [1]. 

Now anomaly based IDS finds the exceptional patterns in 

computer network that do not match with regular pattern [2]. 

Pattern act as rules for classification of network connection 

and communication, in that context network log is the 

principle component in IDS. 

IDS are classified in two types; Network based 

Intrusion Detection System (NIDS) and Host based 

Intrusion Detection System (HIDS). NIDS can be said as 

real time IDS as it is placed at strategic location in Network 

and it monitors, detect, and alert against abnormal network 

activities. HIDS work with analysis of network logs; file 

system changes etc. [3]. 

IDS further can be classified as Anomaly detection 

and Misuse detection. In misuse detection technique, 

database of well-known attack pattern is maintained. All 

network activities are compared with existing database and 

if they match they will be identified as intrusion. Misuse 

detection system is highly based on database which to be 

maintained and updated manually. Misuse detection has 

major drawback that it cannot detect Nobel attack until they 

are Identified and added to database.  

Anomaly based IDS are based on detecting only 

those patterns which deviates from normal Traffic. It does 

not depends on pre-classified database, but continuously 

updates regular patterns as a rule, then rules are used to 

classify connection. In this method normal pattern is being 

identified using support of standard behavior statistics, but 

the methods to calculate support varies, and affect the 

performance of the system. As there is no standard method 

for creating support for normal behavior, this is why this 

system alerts some-times even for normal connection as an 

intrusion [3].   

Intrusion detection systems can have multiple roles in 

security systems as: 

 Monitoring and analysis of network activity 

 Logging of system configurations and 

vulnerabilities 

 Assessing the integrity of sensitive data 

 Analysis of Network activity patterns based past 

data and experiences 

 Abnormal activity identification 

Most of the current intrusion detection systems have 

limitations in terms of accuracy and speed. Also the false 

alarm rate is one of the major challenges while gaining 

accuracy or speed in IDS. Genetic algorithm is kind of 

evolutionary algorithm that can overcome the limitation of 

speed and accuracy as well as reducing false alarm rate. 

Genetic algorithm can detects novelties from network data, 

which can then be further analyzed. It is mathematically 

Guided algorithm and has ability to find global optimum 

solution [4]. 

Rest of the paper is organized as Section II Provides 

details on components and architecture of typical IDS. 

Section III describes introduction to GA, Section IV 

describes different techniques of GA for IDS Section V is a 

analysis of existing work in this field. 

II. TYPICAL ARCHITECTURE OF IDS 

Here we will identify important building blocks of typical 

IDS. Although IDS when implemented have their own 

specialties in architectural style, but system here can be said 

as general reference for IDS. 

A. Network Traffic Monitors: 

It is very first component that captures data about Network 

activities. This can be considered as row data which need 

preprocessing to suit to specific system. This task can be 

accomplishes by tools like Wireshark[5]. 

B. Data Preprocessor: 

At this stage data captured from traffic monitors are 

converted to the format that can be handled by the anomaly 

detection engine. During preprocessing some other 

information to the data is inserted and some information is 

being reduced to make data appropriate to analyze. 

C. Anomaly Detection Engine: 

This is the brain of any anomaly detection system. This 

engine employs different techniques for getting rid of 
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normal traffic and if it finds any abnormality from normal 

flow, it generates alarm. It uses knowledge base to 

differentiate normal traffic from abnormal ones. 

 

Fig. 1:  Typical Architecture of IDS 

D. Alarm: 

It is responsible for registering and indicating/informing 

concern system for the abnormal behavior detected by the 

system. This acts as soon as anomaly detection engine gives 

indication. 

E. Further Anaysis: 

This step normally executed by human analyst, who is 

responsible for interpreting alarm and the taking appropriate 

action. This kind of human intervention is needed when 

working with anomaly detection, and also it helps in 

updating knowledge base with appropriateness. Human 

intervention for updating knowledge base reduces false 

alarm rate. 

F. Post Processing: 

This is for updating knowledge base from indicated events 

of abnormality. During post processing data abnormal data 

taken in consideration and then used to create rule base. 

G. Knowledge Base: 

This can be in the form of signature for misuse detection 

system and in the form of rule/profile for Anomaly detection 

system. This is being updated regularly/continuously after 

post-processing of network data.  

H. System Configurations: 

This is the data about how each component of IDS works 

with each other and itself. This is used to set data that can 

increase performance or accuracy. 

III. GENETIC ALGORITHM 

Genetic algorithm is is based on the natural principal of 

survival of fittest, which was first proposed by J.H. Holland 

in his Phd Dissertation thesis [4]. GA when applied to IDS 

starts with framing the problem in to chromosome data 

structure. Genes represents the Atomic unit in chromosome. 

Genes are evaluated for its fitness at each iteration and new 

population is created. Each iteration is composed of 

operation like mutation and crossover. In each iteration next 

generation/population of genes become more fitter then 

previous generation. This process of evaluation continue till 

the fittest generation of chromosome is achieved [15].  

Following Figure 3 shows basic steps of GA. 

 

Fig. 3:  Basic Steps in GA 

A. Selection: 

This is the first step of each iteration. It selects individual 

chromosome and creates population. 

B. Evaluation: 

Each chromosome is evaluated against fitness function. 

Fitness function may be simple of it can be based on 

support-vector. 

C. Cross-Over: 

During this operation best chromosomes are recombined to 

create new population. 

D. Mutation: 

This step varieties each chromosome by interchanging its 

properties in itself. 

IV. COMPARATIVE ANALYSIS OF RELATED WORK 

We have reviewed paper which is closely related to GA for 

IDS. As there is many other proposed implementations of 

IDS which uses different techniques, we limits here our 

survey to GA with IDS only. 

A. Balajinath, B., And S. V. Raghavan[15]: 

This seems first proposal of GA in IDS. They had used to 

formulate network behaviors using three tuple data structure 

as < matching index, entropy index, newness index>. 

Collection of this behavioral model was being created using 

GA and then they are used to define intrusion or classify 

them. The system they had developed was known as GBID. 

This system claims accuracy of it up to 96.8% and false 
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alarm rate of 3.2% only. Basically the experiments were 

conducted on UNIX command history of 25 users. They had 

not tested the same for network data logs. 

B. Khan, M. Sadiq Ali [16]: 

They have used GA to formulate rules for IDS. They have 

used KDD dataset and binary encoding to create generation 

of population. They had reduced attributes of each genes 

manually to represent chromosome. Then they had carried 

out different milestone experiments by changing different 

GA parameters and population size. Based on their 

experiments they found that GA can be more efficient in 

finding novel attacks, also noted to reduce false alarm rate. 

They concluded to form classification of rules to find 

specific attacks. 

C. Wei Li (2004), [7]: 

Wei Li [7] used Genetic Algorithm (GA) to derive a set of 

classification rules from the network audit data. these rules 

are used to differentiate normal connections and anomalous 

connections, the rule used in form of (If {condition} then 

{act}) where the condition refers to a match between current 

network connection and the rules in network-based IDS 

indicating the probability of an intrusion. The act field refers 

to an action defined by the security policies within an 

organization, such as reporting an alert to the system 

administrator, stopping the connection, or both. 

The researcher system architecture was shown in 

figure2 The data used for testing the IDS are collected from 

MIT Lincoln Laboratory then the data set is analyzed by the 

network sniffers and results are fed into GA for fitness 

evaluation. Then the GA is executed and rule set is 

generated. These rules are stored in a database which is used 

by IDS. 

 

Fig. 2: Architecture of applying GA into intrusion detection 

D. Biprodip Pal (2012), [8]: 

In paper [11] genetic learning algorithm and back 

propagation algorithm is applied for network intrusion 

detection. Here the performance of genetic algorithm is 

compared to the performance of back propagation approach. 

Researcher mentioned that back propagation algorithm has 

better performance whereas the genetic algorithm approach 

is more successful to classifying the detected attacks into 

proper types.    

Here GA with support confidence framework gave 

better results for unknown patterns of attacks than back 

propagation (BP). 

E. Ren Hui Gong (2005), [9]: 

Going [9] used Genetic Algorithm (GA) to derive a set of 

classification rules from the network audit data and support- 

confidence frame work as fitness function in which values 

can be directly computed from historical data. 

In this approach condition and outcome both of 

rules were encoded which detects the type of network 

intrusion in the system.  His Implementation contains two 

systems: an offline training system for deriving rules from 

historical and an online detection system that uses the 

generated rules to classify incoming network connections in 

real-time environment. 

Two subsets were used from 1998 DARPA data 

and used as training and testing database. This method was 

implemented by using java language and it built on software 

package ECJ. 

For experimental   results proposed that the method 

Gave good detection rates when using generated  rules to 

classify the training data itself. As they mentioned when the 

resulting rules were used to classify the testing dataset, the 

detection rates of network attacks were decreased around 

20%. 

F. Zorana Bankovic (2007), [10]: 

In paper [6]  presents an approach to detect intrusion using 

GA to obtain classification rules and principal component 

analysis (PCA) to extract the most features of the data. PCA 

is used to reduse the dimention of data by finding a few 

orthogonal linear combinations of  real variables with 

largest variance.By which one can  identify the most 

important features of  network connections. 

Researcher Implemented PCA in MATLAB and 

deploy over training data set for define the features that used 

most frequently. He has select three features from forty one 

using KDD99Cup dataset to maintain high detection rate. 

Using this technique false positive rate can be decrease 

which is advantageous and overall speed can be increased of 

the system. 

G. Safdar Ali (2010), [5]: 

In this paper Incremental GA is used to increase accuracy, 

false positive rate and speed for detecting Remote-to-Local 

(R-to-L) attacks in network. Features of network traffic were 

extracted from KDD99Cup dataset. There is used Random 

Projection (RP) technique to use important features that 

occur in R-to-L. But this RP technique is not applicable in 

DOS attacks and normal connections. 

In this approach three features out of forty one are 

selected to maintain high detection rate. Based on 

Experiment they showed that when the small number of 

rules is used the Data rate of R-to-L attack is increased and 

false positive rate is decreased. But when the more number 

of rules are used then Data rate is increased but the false 

positive alarm rate is also increased instead of decreased.  

H. Amira Sayed A. Aziz (2013),[11]: 

In paper [8] there were used various features selection 

methods to improve the task performance and the results 

were compared to find which gave the best result. There 

were used: Correlation-based Feature Selection (CFS), 

Sequential Floating Selection (SFS) which can be Sequential 

Floating Forward Selection (SFFS) and Sequential Floating 

Selection Backward (SFBS), Principle Components 

Analysis (PCA), Information Gain (IG) and Rough Set 

Theory (RST) features selection methods. From which SFFS 

gave the best result for test set while other methods gave the 

best result for training data set.   

Researcher used Negative Selection Approach 

(NSA) which is similar to anomaly detection concept and 

used KDD99Cup dataset. 
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I. B.R Rajkumar (2013) ,[13]: 

In this paper researcher mention that the fix size of 

population leads to time complexity, so he proposed 

adaptive population pool based genetic algorithm (APOGA) 

in which population pool size grow or shrink at every 

iteration which is based on performance of algorithm. 

In this paper APOGA used real life time (RLT) 

formula for every chromosome. They showed that APOGA 

and GA were similar in performance at first iteration but 

some number of iterations APOGA shows rapid 

convergence over GA. 

Approach 

Benchmark 

Accuracy 

Achieved 

False 

Positive 

Rate 

Balajinath, B., and S. 

V. Raghavan[15] 
96.8% 3.2% 

Khan, M. Sadiq Ali 

[16] 
94.19% 2.75% 

Biprodip Pal (2012), 

[8] 
80.34% 0.22% 

Ren Hui Gong (2005), 

[9] 
96.3% - 

Zorana Bankovic 

(2007), [9] 
100% 1.6% 

Safdar Ali (2010), [5] 100% 13.65% 

Table 1: Performance Comparisons 

V. CONCLUSION 

As GA evolutionary algorithms was successfully used in 

different types of Intrusion Detection. GA is also used for 

optimization problem. From the comparative analysis of 

various papers it is conclude that GA algorithm is able to 

generate of high detection rate and low false positive rate for 

IDS. Using GA approach the types of attack is properly 

categorized whether it is DOS, R2L, U2R or probe. 

Although having many proposal of GA for IDS all 

of them are still getting problem of false alarm when they 

increase population. As to improve performance it is needed 

to increase population, ant compromise false positive rate. 

This survey on Network Intrusion Detection 

systems shows that, still it is extremely difficult to design 

new IDS and evaluate it for robustness and scalability. 
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