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Abstract— The ultimate goal of research on enhance 

Security in Manet  is to  apply reputation mechanism to 

DSR and evaluate its performance. In this work we also 

considering the malicious nodes, those are not only silently 

dropping the packet, but also attacking the routing layer. We 

are dealing with more aggressive routing level attack, in 

which a black hole actively replying the route discovery 

requests advertise itself as attractive route having shortest 

number of hops to destination and higher DSR sequence 

number.  Continuously monitors the behavior of nodes by 

checking their reputation value. If the reputation value is 1 

then it is measured as best Behaviour of node or if the 

reputation value is 0 then it is measured as worst behavior. P 

node observes the other neighbouring nodes either they send 

or receive the packets or not. P node send the data directly to 

Q node or via the any neighbouring node by checking their 

reputation value. P demand the reputation value of Q from 

the neighbouring nodes while sending data to Q. The main 

objective of thesis is to provide a solution on the basis of 

reputation method to solve routing issues raised by 

misbehaving nodes and  because selfish node for saving its 

resources (e.g. battery power and bandwidth) does not 

cooperate and drops packets which are not belonging to it. If 

there is no mechanism to cope with selfish nodes, 

Cooperative nodes will be overloaded, hence network 

performance will degrade. So here author improved the 

performance of network by applying the reputation scheme.  

Simulation tool NS 2.35 and Ubuntu 11 is used to study the 

performance.  NS 2.35  is an event driven network simulator 

program, developed at the University of California Berkley, 

which includes many network objects such as protocols, 

applications and traffic source behavior. At the simulation 

layer NS uses OTcl (Object oriented Tool Command 

Language) programming language to interpret user 

simulation scripts. OTcl language is in fact an object 

oriented extension of the Tcl Language. The Tcl language is 

fully compatible with the C++ programming language. 
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I. INTRODUCTION 

A Mobile Adhoc Network is a group of wireless mobile 

computers in which nodes cooperate by forwarding packets 

for each other to allow them to communicate beyond direct 

wireless transmission range. Application such as military 

exercises, disaster relief, and mine site operation may 

benefit from adhoc networking, but secure and reliable 

communication is a necessary prerequisite for such 

applications.  

MANETS are more vulnerable to attacks than 

wired networks due to open medium, dynamically changing 

network topology, cooperative algorithms, lack of 

centralized monitoring and lack of clear line of defense. 

Security is a process that is as secure as its weakest link. So, 

in order to make MANETs secure, all its weak points are to 

be identified and solutions to make all those weak points 

safe, are to be considered. So Security issues in MANETs 

will remain a potential research area in near future.   

Wireless mobile networks have traditionally been based on 

the cellular concept and relied on good infrastructure 

support, in which mobile devices communicate with access 

points like base stations connected to the fixed network 

infrastructure. Typical examples of this kind of wireless 

networks are GSM, WLL, WLAN, etc.zz 

Mobile Adhoc Network (MANET) is a collection 

of independent mobile nodes that can communicate to each 

other via radio waves. The mobile nodes that are in radio 

range of each other can directly communicate, whereas 

others needs the aid of intermediate nodes to route their 

packets. These networks are fully distributed, and can work 

at any place without the help of any infrastructure. This 

property makes these networks highly exible and robust. 

The characteristics of these networks are summarized as 

follows: 

 Communication via wireless means. 

 Nodes can perform the roles of both hosts and 

routers. 

 No centralized controller and infrastructure. 

 Intrinsic mutual trust. 

 Dynamic network topology. 

II. PROBLEM FORMULATION 

In Mobile Ad hoc networks, communication between distant 

nodes relies on cooperation of intermediate nodes to forward 

packets to the destination. But, a selfish node for saving its 

resources (e.g. battery power and bandwidth) does not 

cooperate and drops packets which are not belonging to it. If 

there is no mechanism to cope with selfish nodes, 

Cooperative nodes will be overloaded, hence network 

performance will degrade. 

Most common protocols for mobile wireless 

networks build on the assumptions that nodes in the network 

are willing to participate to the networks existence by 

forwarding packets for other nodes.  There is little reason to 

assume that some nodes will not try to achieve the benefits 

of participating in the network and avoid the disadvantages 

it involves. This could mean that some nodes refuse to 

forward packets as supposed and thereby decrease the 

efficiency of the network. 

Because of the nature of the ad hoc network it is 

difficult to identify nodes that express such malicious 

behavior, because the node originating the transmission 

might be out of range to detect the malicious act. These 

malicious nodes cause packet loss problems. So reputation 

mechanisms are used in adhoc networks. Reputation in 

MANET is collected information about one entity’s former 

behavior as experienced by others they provide information 

that allows users to predict how someone may behave in 

future. A reputation is defined as an import of the past 

behavior of an entity. My proposed work is to apply 

reputation mechanism to DSR protocol and study the 
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performance enhancement of DSR because of the reputation 

scheme. 

The abnormal nodes are identified, so the main 

objectives are: 

 To Detect and remove the Selfish Node.  

 Packet Delivery Ratio can be Increased. 

 Packet Drop can be Decreased 

A. Algorithm: 

1) Steps: 

(1) Assigning the numerical values to reputation in 

order to make them objective and more  usable. 

(2) In reputation-based system monitoring module 

continuously monitors node behavior andassigns 

reputation values to nodes based on their packet 

forwarding activity. 

(3) Each node maintains reputation values of its 

neighbors and other nodes that have had a 

transaction with it. The reputation value can range 

over [0, 1] with 0 suggesting worst  behavior and 1 

reflecting best behavior. 

(4) The reputations values are computed as the ratio of 

packets forwarded by a node to the      packets send 

to it. 

(5) Nodes first time meet so each node creates an 

entity for the others and assign them reputation 

value 1. 

(6) The nature of data flow, packet forwarding 

between any two nodes also depends on 

relativemobility A node, P, observes the packet 

forwarded by its neighbor, Q, and assigns a 

reputationvalue, r (P, Q), equal to the ratio of 

number of packets forwarded by Q to the number 

of packets sent to it. Each node stores these 

reputation values as a weighted average (µ) of old 

and new values using the following formula. 

r_current (P, Q) = (1-µ) r_old (P,Q) + 

µ.r_new(P,Q) -- i) 

(7) In situations where a node P, needs to form an 

opinion about a certain node Q, it requests 

reputation values from its neighbors. The formula 

suggested for computing the composite reputation 

value from the reputation values obtained from a 

neighbor, says R, is given as r_composite (P, Q) = 

r(P,R). r(R, Q) + (1-r (P,R)) .r(P,Q) -- ii) 

(8) In an ad-hoc setting, nodes may move in and out of 

each other’s range frequently, disrupting/ rerouting 

ongoing flows. 

(9) As a result, a node with the longest association 

with it can best describe behavior of the target 

node. 

III. RESULTS & ANALYSIS 

The output can be analyzed by observing the screenshots of 

the NS2 network simulator. 

 

Fig. 1: Network Simulation 

 

Fig. 2: Instance of Network Simulation 

A total of 30 nodes is taken in the simulation 

evaluation process. The simulations are carried out for 

network densities of 30 nodes respectively. The area 

considered is 800m X 800m for stationary nodes and nodes 

with mobility of 10mps.  

Fig.5.4 shows graph between simulation time & 

total number of packets. Red line shows the total number of 

packets received by MDSR & green line shows the total no. 

of Packets received by DSR. Red line carry 700 packets & 

green line carry only 300 packets which is free from any 

type of irregularity.        

 

Fig. 3: Instance of Network Simulation 
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Fig. 4: Instance of Network Simulation 

 

Fig. 5: Comparison of MDSR and DSR While Receiving 

Packets 

 In this Graph Red Line Shows the Modiffied DSR 

Protocol.  

 Green Line Shows the DSR Protocol.  

IV. CONCLUSION 

Concerning the objectives the conclusion is, that the 

presented contribution and work fulfills the stated 

objectives. Finally, it is my conclusion, based on the results 

that others have achieved with the DSR protocol and the 

results produced during this project, that the trust based 

routing mechanism can be refined which can lead to 

improvement of the results. At last we can say that by 

applying the reputation scheme over DSR protocol the 

Security can be improved. The packet delivery ratio can be 

increased and packet dropping ratio is reduced. In future it 

can be done using the DSDV protocol. 
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