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Abstract— Many security primitives are based on hard 

mathematical problems. Using hard AI problems for 

security has emerged as an exciting new paradigm (with 

Captcha being the most successful example). However, this 

paradigm has achieved just a limited success, and has been 

under-explored. In this paper, we motivate and sketch a new 

security primitive based on hard AI problems. 
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I. INTRODUCTION 

We present a new security primitive based on hard AI 

problems, namely, a novel family of graphical password 

systems built on top of Captcha technology, which we call 

Captcha as graphical passwords (CaRP). CaRP is both a 

Captcha and a graphical password scheme. CaRP addresses 

a number of security problems altogether, such as online 

guessing attacks, relay attacks, and, if combined with dual-

view technologies, shoulder-surfing attacks. Notably, a 

CaRP password can be found only probabilistically by 

automatic online guessing attacks even if the password is in 

the search set. CaRP also offers a novel approach to address 

the well-known image hotspot problem in popular graphical 

password systems, such as Pass Points, that often leads to 

weak password choices. CaRP is not a panacea, but it offers 

reasonable security and usability and appears to fit well with 

some practical applications for improving online security. 

We present exemplary CaRPs built on both textCaptcha and 

image-recognition Captcha. One of them is a text CaRP 

wherein a password is a sequence of characters like a text 

password, but entered by clicking the right character 

sequence on CaRP images. CaRP offers protection against 

online dictionary attacks on passwords, which have been for 

long time a major security threat for various online services. 

This threat is widespread and considered as a top cyber 

security risk. Defence against online dictionary attacks is a 

more subtle problem than it might appear. 

II. RELATED WORKS 

There are many different ways a user can be authenticated 

by a system. This section looks at a number of different 

authentication systems to analyze their strengths and 

weakness. 

A. Alphanumeric Passwords: 

An alphanumeric password is an authentication mechanism 

that utilizes letters, upper and lower case, numbers and some 

special characters such as exclamation marks and pound 

signs. A combination of all of these is used to form a string 

the user enters into a computer to authenticate themselves. 

Passwords of this nature are generally held to follow two 

guidelines; they must be memorable allowing the user to 

authenticate quickly and easily and that they must be secure 

.Alphanumeric passwords utilize recall which from the 

statement above is much harder for a user to remember their 

password. This means that in general users will be inclined 

to create an easily remembered password, which again 

reduces the security of the system. This point is further 

highlighted by the need to regularly change passwords to 

effectively 'reset' any attempts to steal a user's password. 

B. Graphical Passwords: 

Graphical passwords can be largely classified into three 

categories: recognition-based, cued- recall, or recall-based. 

In recognition-based graphical passwords, users are required 

to recognize and then select a set of preselected images from 

a larger set. In cued-recall, the images cue the user, for 

example, to click a set of points on an image. In recall-

based, users are required to recall a password without any 

cues, a graphical password is the use of a picture, a part of a 

picture or several pictures together to authenticate a user. 

Graphical passwords have by in large been attributed to 

Blunder  his system required a user to click several points on 

an image, the points were then compared with the stored 

version and the user was authenticated or the authentication 

failed and the user was rejected. Whilst alphanumeric 

passwords rely on a single stage many graphical passwords 

systems require the user to pass a number of stages or 

challenges to authenticate. This raises an important issue 

relating to how long it takes to authenticate and how long a 

user feels is too long to authenticate. 

C. Captcha: 

Captcha relies on the gap of capabilities between humans 

and bots in solving certain hard AI problems. There are two 

types of visual Captcha: text Captcha and Image-

Recognition Captcha (IRC). The former relies on character 

recognition while the latter relies on recognition of non-

character objects. Security of text Captchas has been 

extensively studied. The following principle has been 

established: text Captcha should rely on the difficulty of 

character segmentation, which is computationally expensive 

and combinatorially hard. Machine recognition of non-

character objects is far less capable than character 

recognition. IRCs rely on the difficulty of object 

identification or classification, possibly combined with the 

difficulty of object segmentation. Asirra  relies on binary 

object classification: a user is asked to identify all the cats 

from a panel of 12 images of cats and dogs. Security of 

IRCs has also been studied. Asirra was found to be 

susceptible to machine-learning attacks. IRCs based on 

binary object classification or identification of one concrete 

type of objects are likely insecure. Multi-label classification 

problems are considered much harder than binary 

classification problems. Captcha can be circumvented 

through relay attacks whereby Captcha challenges are 

relayed to human solvers, whose answers are fed back to the 

targeted application. 

D. Captcha in Authentication: 

It was introduced in  to use both Captcha and password in a 

user authentication protocol, which we call Captcha-based 

Password Authentication (CbPA) protocol, to counter online 
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dictionary attacks. The CbPA-protocol in  requires solving a 

Captcha challenge after inputting a valid pair of user ID and 

password unless a valid browser cookie is received. For an 

invalid pair of user ID and password, the user has a certain 

probability to solve a Captcha challenge before being denied 

access. An improved CbPA-protocol is proposed in by 

storing cookies only on user-trusted machines and applying 

a Captcha challenge only when the number of failed login 

attempts for the account has exceeded a threshold. It is 

further improved in by applying a small threshold for failed 

login attempts from unknown machines but a large threshold 

for failed attempts from known machines with a previous 

successful login within a given time frame. Captcha was 

also used with recognition-based graphical passwords to 

address spyware, wherein a text Captcha is displayed below 

each image; a user locates her own pass-images from decoy 

images, and enters the characters at specific locations of the 

Captcha below each pass-image as her password during 

authentication. These specific locations were selected for 

each pass-image during password creation as a part of the 

password. In the above schemes, Captcha is an independent 

entity, used together with a text or graphical password. On 

the contrary, a CaRP is both a Captcha and a graphical 

password scheme, which are intrinsically combined into a 

single entity. 

III. PROPOSED SYSTEM 

We present a new security primitive based on hard AI 

problems, namely, a novel family of graphical password 

systems built on top of Captcha technology,which we call 

Captcha as graphical passwords (CaRP). CaRP is both a 

Captcha and a graphical password scheme. CaRP addresses 

a number of security problems altogether, such as online 

guessing attacks, relay attacks, and, if combined withdual-

view technologies, shoulder-surfing attacks. Notably, a 

CaRP password can be found only probabilistically by 

automatic online guessing attacks even if the password is in 

the search set. CaRP also offers a novel approach to address 

the well-known image hotspot problem in popular graphical 

password systems, such as PassPoints that often leads to 

weak password choices. CaRP is not a panacea, but it offers 

reasonable security and usability and appears to fit well with 

some practical applications for improving online security. 

We present exemplary CaRPs built on both text Captcha and 

image-recognition Captcha. One of them is a text CaRP 

wherein a password is a sequence of characters like a text 

password, but entered by clicking the right character 

sequence on CaRP images. CaRP offers protection against 

online dictionary attacks on passwords, which have been for 

long time a major security threat for various online services. 

This threat is widespread and considered as a top cyber 

security risk. Defence against online dictionary attacks is a 

more subtle problem than it might appear. 

IV. CAPTCHA AS GRAPHICAL PASSWORDS 

A. A New Way to Thwart Password Guessing: 

PassPoints  is a well-studied graphical password scheme, 

where a user clickson an image and the ordered sequence of 

her click-points is used to derive a password. 

 

 
Fig. 1: Hotspots in PassPoints 

PassPoints has an inherent security weakness: it is easy for 

an attacker to automatically identify all salient points in an 

image using standard image processing methods. Then 

running through random combinations of salient points 

will lead to a brute force attack on passwords. To make 

things worse, when given an image, people tend to prefer 

some image points (e.g. eye-catching ones) overothers when 

creating passwords. These more popular points are ‗hot 

spots‘ of theimage, as shown in Figure 1, and an attacker 

can exploit them for an effective dictionary attack, 

significantly reducing the security of PassPoints . 

To address the above problems, we have pondered 

a new approach to mitigating password guessing attacks. 

Password guessing, on text or graphical passwords, online 

or offline, is typically a deterministic elimination process. 

Each guess reduces the remaining search space, and a next 

guess has a higher chance for success. While more and more 

password candidates get eliminated, the probability of a 

current guess being correct increases, and this probability 

finally approaches 1. Naturally, a classic defense is to 

increase the password space. 

But, how about thwarting the deterministic 

elimination process? What if previous guesses do not 

contribute to reducing the password space, and thus a next 

guess is just like starting from scratch? Is this possible? 

Salient points in PassPoints harm security but help 

memorability, as these points are often structural and they 

facilitate users to remember their clickpoints.It is 

impractical to force users to choose non-salient points, as 

these will be hard to remember. If we do not want to 

increase the image size to boost the password space, the 

only option remaining seems to make it hard for computers 

to exploit salient points. If the points a user clicks to login in 

a session cannot be correlated to the points she clicks in 

other sessions, then it is likely that a previous guess is not 

correlated with the next. One way of achieving this is the 

following: a different image is used for each session, and in 

each of the images,a user‘s password points appear in 

different forms, different locations, etc. 

This way, each automated guess will not reduce the 

password search space any more. 

On the other hand, there must exist some invariant 

components in all the images used in different login 

attempts, otherwise users cannot use anything as passwords. 

We also need a password to remain the same for a user so 

that the authentication server can use it to verify her. 

The above two requirements are similar to that of 

an ideal Captcha. In particular, as an established principle in 

Captcha design: to defeat machine learning attacks, each 

Captcha challenge should be computationally independent 

of the other . If a new image is used in every login attempt 

and there is no computationally detectable correlation 
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among these images, then the salient points or hotspots 

collected from previously used images will not help to 

locate the target points in the next image. As such, an 

adversary cannot build a dictionary with entries consistent 

for different login attempts to mount a dictionary attack. 

The above thoughts have led to the concept of 

CaRP (Captcha as gRaphical Passwords), a new family of 

graphical passwords robust to online guessing attacks. Their 

relationship with Captcha also indicates how to construct 

CaRP schemes from various Captchas. 

B. Converting Captcha to CaRP: 

In principle, any visual Captcha scheme relying on recogniz- 

ing two or more predefined types of objects can be 

converted to a CaRP. All text Captcha schemes and most 

IRCs meet this requirement. Those IRCs that rely on 

recognizing a single predefined type of objects can also be 

converted to CaRPs in general by adding more types of 

objects. In practice, conversion of a specific Captcha scheme 

to a CaRP scheme typically requires a case by case study, in 

order to ensure both security and usability. We will present 

in Sections IV and V several CaRPs built on top of text and 

image-recognition Captcha schemes. Some IRCs rely on 

identifying objects whose types are not predefined. A typical 

example is Cortcha  which relies on context-based object 

recognition wherein the object to be recognized can be of 

any type. These IRCs cannot be converted into CaRP since a 

set of pre-defined object types is essential for constructing a 

password. 

C. User Authentication With CaRP Schemes: 

Like other graphical passwords, we assume that CaRP 

schemes are used with additional protection such as secure 

channels between clients and the authentication server 

through Transport Layer Security (TLS). A typical way to 

apply CaRP schemes in user authentication is as follows. 

The authentica- tion server AS stores a salt s and a hash 

value H(ρ, s) for each user ID, where ρ is the password of 

the account and not stored. A CaRP password is a sequence 

of visual object IDs or clickable-points of visual objects that 

the user selects. Upon receiving a login request, AS 

generates a CaRP image, records the locations of the objects 

in the image, and sends the image to the user to click her 

password. The coordinates of the clicked points are recorded 

and sent to AS along 

 
Fig. 2: Flowchart of basic CaRP authentication. 

 

with the user ID. AS maps the received coordinates onto the 

CaRP image, and recovers a sequence of visual object IDs 

or clickable points of visual objects, ρ, that the user clicked 

on the image. Then AS retrieves salt s of the account, 

calculates the hash value of ρ with the salt, and compares 

the result with the hash value stored for the account. 

Authentication succeeds only if the two hash values match. 

This process is called the basic CaRP authentication and 

shown in Fig. 1. Advanced authentication with CaRP, for 

example, challenge-response, will be presented in Section 

V-B. We assume in the following that CaRP is used with the 

basic CaRP authentication unless explicitly stated otherwise. 

To recover a password successfully, each user-clicked point 

must belong to a single object or a clickable-point of an 

object. Objects in a CaRP image may overlap slightly with 

neighboring objects to resist segmentation. Users should not 

click inside an overlapping region to avoid ambiguity in 

identifying the clicked object. This is not a usability concern 

in practice since overlapping areas generally take a tiny 

portion of an object. 

V. ADVANTAGES OF PROPOSED SYSTEM 

(1) It offers reasonable security and usability and 

appears to fit well with some practical applications 

for improving online security.  

(2) Defense against online dictionary attacks is a more 

subtle problem than  

 it might appear. 

 It offers protection against shoulder-surfing attacks. 

 It offers protection against guessing attacks.  

VI. PRAPOSED SYSTEM FEATURS 

(1) It offers reasonable security and usability and appears 

to fit well with some practical applications for 

improving online security. 

(2) This threat is widespread and considered as a top cyber 

security risk. Defense against online dictionary attacks 

is a more subtle problem than it might appear. 

VII. APPLICATION SCENARIOS 

CaRP‘s typical applications include the following. 

E-banking.:- Many e-banking systems have 

deployed Captchas to protect customers from automated 

online password attacks. For example, ICBC 

(http://www.icbc.com.cn/), the largest bank in the world, 

requires solving a Captcha for every login attempt. We 

envisage that it is faster and more convenient for people to 

use CaRP than the combined effort of entering a password 

and then solving a Captcha. 

Cross-device authentication: - Typing passwords is 

cumbersome on touch devices such as smartphones and 

tablets, where click/touch-based input is convenient. CaRP 

can offer the same password entry experience across 

different types of devices, including desktops, smartphones 

and tablets. Therefore, it is inherently a cross-device 

authentication mechanism, and a single implementation can 

simultaneously serve a wide range of different devices.On 

the contrary, text passwords are more friendly to desktop 

users, but less so to smartphone or tablet users. 

Spam mitigation: - CaRP can be deployed to 

increase a spammer‘s operating cost, and thus likely help 

reduce junk emails. For an email service that deploys CaRP, 

human involvement is compulsory to access an account; a 

spam bot cannot log into any account even if it knows the 

password. If CaRP is used together with a policy of 

throttling the number of outgoing emails allowed per login 

session, a spam bot will need regular human assistances, and 
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each time it sends out only a limited number of emails. All 

these will reduce a spammer‘s productivity. 

VIII. CONCLUSION 

We have proposed CaRP, a new security primitive relying 

on unsolved hard AI problems. CaRP is both a Captcha and 

a graphical password scheme. The notion of CaRP 

introduces a new family of graphical passwords, which 

adopts a new approach to counter online guessing attacks: a 

new CaRP image, which is also a Captcha challenge, is used 

for every login attempt to make trials of an online guessing 

attack computationally independent of each other. A 

password of CaRP can be found only probabilistically by 

automatic online guessing attacks including brute-force 

attacks, a desired security property that other graphical 

password schemes lack. Hotspots in CaRP images can no 

longer be exploited to mount automatic online guessing 

attacks, an inherent vulnerability in many graphical 

password systems. CaRP forces adversaries to resort to 

significantly less efficient and much more costly human-

based attacks. In addition to offering protection from online 

guessing attacks, CaRP is also resistant to Captcha relay 

attacks, and, if combined with dual-view technologies, 

shoulder-surfing attacks. CaRP can also help reduce spam 

emails sent from a Web email service. 
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