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Abstract— The Electronic Medical Records (EMR) is a set 

of application and workflow that digitizes the creation, 

collection, storage and management of patient information. 

The use of EMR enables physicians to do accurate and 

effective diagnosis. The interoperable EMR systems are 

becoming the top priority in the world. Acceleration in the 

use of electronic medical records may lead to an increase in 

personal health information theft, unauthorized access and 

illegal sale to third parties. In order to avert such a situation, 

the EMR data need to be right protected so that an 

unauthorized party might be sued in a court of law. The 

ownership rights protection of EMR dataset is possible 

through a well-known technique of watermarking. The 

challenges associated with watermarking EMR would be 

corrupt medical record that may lead to misdiagnoses and 

attacks for corrupting watermark. Thus a specialized model 

is proposed for ownership rights protection of EMR system 

with multivariate attributes having both numeric and non-

numeric data using a usability constraint model and 

information preserving watermarking scheme. The 

watermarking process is modeled as a constrained 

optimization problem using particle swarm optimization 

(PSO).The decoding of watermark is done using a majority 

voting scheme. 
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I. INTRODUCTION 

The EMR is a set of applications and workflow tools that 

digitizes the creation, collection, storage and management of 

patient information within the confines of a single 

organization. An EMR system may be in the form of clinical 

data repositories, lab applications and patient information 

management systems. EMR is a component of an electronic 

health record that is owned by the healthcare provider. An 

electronic medical record is a computerized record of 

patient's medical information in which patient’s medical 

history, his vitals, lab tests, and diagnostic images are 

stored. 

A next generation of Clinical Decision Support 

Systems (CDSS) will extract knowledge from these 

electronic medical records to enable physicians to do 

accurate and effective diagnosis. In order to provide quality 

healthcare, it is relevant that the access to medical records 

be provided in ever-present fashion to the concerned 

physicians. EMR is used from small physician practices to 

large multi-specialty groups, integrated delivery networks 

and academic medical centres. 

The demand for meaningful use has made an EMR 

solution more vital than ever. By developing suitable EMR 

system and solutions, will help the medical organizations to 

lower costs, improve patient management and enhance 

patient care with features such as ePrescribing and clinical 

quality reporting. 

In the health reform package, US administration is 

offering between $44,000 and $64,000 to the physicians 

who would use EMR systems. The incentive amount for 

adopting EMR systems at a hospital is $11 million. 

A. EMR Theft 

The interoperable EMR systems are becoming the top 

priority in the world. This demands exchanging and sharing 

sensitive health records in a network cloud. Acceleration in 

the use of electronic medical records may lead to an increase 

in personal health information theft, unauthorized access 

and illegal sale to third parties. 

According to a new study that shows there were 

more than 275,000 cases of medical information theft in the 

U.S. last year. In a recent survey, it is reported that frauds 

related to stolen medical records have risen from 3 percent 

in 2008 to 7 percent in 2009 (approximately a 112 percent 

increase). Similarly, confidential medical records of patients 

in the EMR of a prestigious private hospital in United 

Kingdom were illegally sold to undercover investigators for 

4£ per record.  

It is stated that theft of medical records is more 

serious because it takes more than twice the time to detect a 

fraud related to the medical information and the average cost 

is $12,100 which is more than twice the cost for other types 

of data theft. 

B. Watermarking Solution 

In order to avert a situation of increasing EMR data theft, it 

is significant that the EMR data need to be right protected so 

that an unauthorized party might be sued in a court of law. 

This is only possible, if the data owner is able to prove that 

the illegally sold data are his property. Therefore, it is 

important that medical records be right protected in a 

manner where ownership could unambiguously be 

determined. 

The ownership rights protection of EMR dataset is 

possible through a well-known technique of watermarking. 

A digital watermark is a kind of marker secretly embedded 

in a noise-tolerant novel data. Digital watermarks may be 

used to provide copyrights protection to verify the 

authenticity or integrity of the novel data to show the 

identity of its owners. 

"Watermarking" is the process of hiding (or) 

embedding digital information in novel data which can be 

extracted later without affecting the original data for the 

proof of the ownership identification. The hidden 

information should, but does not need to contain a relation 

to the novel data.  
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Novel data refers to the original data before 

inserting the digital watermark. The data after inserting the 

watermark is referred as watermarked data. 

C. Challenges 

The challenges associated with watermarking EMR data are 

1) Misdiagnosis:  

EMR data is very sensitive and insertion of watermark must 

not result in changing health and medical history of a patient 

to a level where a decision maker (or system) can 

misdiagnose the patient. If a patient is misdiagnosed, it 

might not only put his life on risk but also result in 

significantly enhancing the cost of health care. 

2) Attacks for corrupting watermarks: 

The inserted watermark should be undetectable to intruders 

and they should not be able to corrupt it by inducing 

malicious attacks 

3) Corrupt Medical records: 

Multiple insertions of the same watermark should not 

corrupt medical records. 

D. Information Preserving Watermarking Scheme 
The solution proposed to overcome the challenges 

associated with watermarking of EMR data is the concept of 

usability constraint model along with the information-

preserving watermarking scheme. The basic motivation 

behind this technique is to first develop a model that 

determines the correlation of different features of the 

medical dataset associated with the diagnosis. We model the 

process of computing a suitable watermark as a constrained 

optimization problem. The computational intelligence 

technique -Particle swarm optimization algorithm is used for 

the watermark computation to create an optimized 

watermark. 

Once the watermark is computed, it is inserted by 

utilizing the knowledge of correlation of those features that 

have negligible impact on the diagnosis. As a result, the 

diagnosis rules are preserved and it is important because 

these rules are used for diagnosing the patients and 

suggesting a relevant treatment plan. 

II. RELATED WORK 

Xinchun et al. [4] Proposed a watermarking scheme for 

relational databases in which the position to insert the 

watermark is identified by using the weights assigned to the 

attribute. These weights are assigned by the user. The 

scheme considers that the primary key is the most 

significant attribute of a database and the watermark is not 

inserted in the primary key of the database. However they 

did not account the importance of ranking attributes as their 

concern was not on using a database for data mining and 

decision support systems. Hence this scheme is not 

appropriate for watermarking EMR dataset. 

Sion et al. [5] proposed a watermarking mechanism 

in which the watermarking bits are embedded in the data 

statistics by partitioning the data using special marker 

tuples. The marker tuples decide the boundaries for the 

partitions. Moreover, these marker tuples are recommended 

to be stored to enable the watermark extraction process to 

accurately reconstruct the partitioned data which violates the 

property of sightless watermark detection. Thus the database 

watermarked using this scheme is vulnerable to attacks such 

as insertion and deletion attacks on marker tuples cause 

synchronization error and synchronization is lost. A raw 

unstructured technique is used for data manipulation of data 

statistics which does not perform feasible alteration without 

affecting its usability.  

Furthermore, Sion et al. proposed a threshold 

technique for bit decoding that is based on two thresholds. 

However, the thresholds are arbitrarily chosen without any 

optimality criteria. Thus, the decoding algorithm exhibits 

errors resulting from the non-optimal threshold selection, 

even in the absence of an attacker. 

Shehab et al. [6] have resilient watermarking 

scheme for relational data that embeds watermark bits in the 

data statistics by using a bit encoding algorithm. The 

watermarking technique is modelled as a constrained 

optimization problem that uses Genetic Algorithm (GA) and 

Pattern Search (PS) to do the optimization. They use a 

threshold-based scheme along with a majority voting 

technique to decode the watermark. They proposed their 

scheme is resilient to malicious attacks like insertion, 

alteration, and deletion attacks triggered by an intruder. But 

in this scheme ―usability constraints‖ is required to be 

defined manually and it does not account for preserving the 

knowledge contained in the data mining datasets. 

Rajneeshkaur, Anita Thengade and Vijay M. 

Wadhai [7] have proposed a new approach to watermark a 

non-numeric attribute in the relational database using the 

mathematical concept of eigen values for non-numeric 

relational database.  Their work is to show any tampering to 

the data can successfully found and the algorithm can be 

used effectively where a huge amount of relational data is 

transferred between owner and authenticated users. 

However the ―usability constraints‖ of the database are not 

taken into account. 

Bertino et al.[8]have proposed a technique for 

preserving the ownership of outsourced medical data but 

their focus was not on preserving the classification potential 

(CP ) and the diagnostic rules. 

Kamran and Farooq [1] have proposed a significant 

watermarking technique for ownership rights protection of 

electronic medical records (EMR) system. In this technique, 

information gain is used to identify the predictive ability of 

all features present in the EMR. The numeric feature(s) with 

the least predictive ability are selected to embed watermark 

bits to ensure the property of information-preserving. The 

scheme does not take into account certain characteristics of 

dataset that play a vital role in classification of the dataset 

and does not describe any mechanism to model the 

―usability constraints‖. Furthermore, this watermarking 

technique is limited to numeric features only. 

Recently, Kamran and Farooq [2] have proposed a 

formal model to define ―usability constraints‖ for 

watermarking of data mining datasets. The attributes of the 

dataset is logically grouped in such a way that the 

watermarking can be done even in the high ranked features 

and preserving the ―usability constraints‖. Their work is to 

show that the watermark is not only robust but the 

knowledge contained in the dataset is also preserved. The 

proposed one is a generalized formal model that can be used 

for any type of data mining dataset.  

Since EMR data is very sensitive and need to 

preserve its diagnostic characteristics, there is a motivation 
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to propose a specialized model for ownership rights 

protection of EMR system with multivariate attributes 

having both numeric and non-numeric data using a usability 

constraint model and information preserving watermarking 

scheme. 

III. LIMITATIONS OF EXISTING SYSTEM 

The existing systems have the following limitations, 

 Watermarking techniques for relation database 

does not preserve knowledge  

 It does not represent any mechanism to model the 

―usability constraints‖ 

 The information preserving watermarking scheme 

is proposed for EMR system that is limited to 

numeric features only. 

IV. PROPOSED SYSTEM 

In order to preserve the diagnostic characteristics and 

usability constraint of the EMR data, a specialized model is 

proposed for ownership rights protection of EMR system 

with multivariate attributes having both numeric and non-

numeric data using a usability constraint model and 

information preserving watermarking scheme. 

The attributes or features of the EMR dataset are 

ranked on the basis of their significance in a diagnosis and 

decision making process using Information Gain (IG) of the 

attributes. By using correlation between the effect of an 

attribute in the decision making process, a knowledge model 

is developed to identify the weak and strong attributes of the 

dataset. 

This approach initially aims to recognize the 

classification potential (CP) of each candidate attribute for a 

given diagnosis EMR dataset. The watermark is then 

calculated and created using the knowledge of classification 

potential (CP) for every attribute to ensure that the data 

usability constraints remain safe and also the diagnosis rules 

are preserved. As a result, the system meets the most 

important requirements while right protecting an EMR, it 

also preserve the diagnostic semantics of the health record 

of a patient. 

Furthermore, the proposed technique uses an 

optimization technique at the watermark creation phase in 

such a way that the data usability constraints are not 

desecrated. The created watermark is then embedded into an 

EMR system in real-time. The decoding of watermark is 

done using a majority voting scheme. This technique is 

implemented on EMR system with numeric and nonnumeric 

strings data. 

V. SYSTEM ARCHITECTURE 

Initially, the importance of each attribute/feature in the 

diagnosis is identified based on the diagnosis rule and 

Information Gain (IG). Using this knowledge, each attribute 

is ranked on the basis of their significance in a diagnosis and 

decision making process. This process of ranking the feature 

is known as attribute/feature ranking. Using these ranks, the 

next is to identify the classification potential (CP) of each 

attribute for a given diagnosis. The knowledge of CP for 

every candidate attribute is used to calculate the watermark 

and to develop a knowledge model which ensures that the 

data usability constraints remain unchanged and also the 

diagnosis rules are preserved. The computational 

intelligence technique, Particle swarm optimization (PSO) 

algorithm is used for the watermark computation to create 

an optimized watermark. 
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The dataset features are classified as numeric and 

non-numeric features. To embed a watermark in the dataset, 

a sequence of binary bits is used as a watermark. The 

optimized watermark is inserted (or) embedded into those 

features that satisfy the condition, the change in CP of a 

feature before and after insertion of watermark should be 

zero. This not only preserves the classification potential of 

features but also results zero information loss. The 

extraction of watermarking bits from the watermarked EMR 

dataset is performed using a majority voting scheme. 

A. Identify Classification Potential 

Any change in the feature will not only change the CP also 

changes the overall classification statistics (CS) of the 

diagnosis. In order to preserve the CS for preserving the 

diagnosis rules, the features are ranked in the features 

vector. These ranks are used to identify the CP of each 

feature that reflects the importance of the feature in the 

diagnosis. 

The features are selected to insert or embed the 

watermark that satisfy the condition, the change in CP of a 

feature before (CP0) and after (CPW) insertion of 

watermark should be zero 

Condition 1: CPW - CP0 = 0 

In order apply information preserving 

watermarking scheme to preserve CP and CS, the change in 

the value of high ranking features should be approximately 

zero. 

The statistical technique —information gain (IG) is 

used for ranking the features. IG for an attribute is 

calculated using the following equation: 

IG(R, a) = H(R) - ∑ P (a = Vj) H (R| a = Vj) 

H(R) = -∑ P (a = Vj) log2 P (a = Vj) 

Where, 

IG(R, a) - Information gain of attribute a in the database 

H(R) - Entropy of R rows 

R - Total number of rows in the table  

a - Attribute 

A - Total number of attributes 

Vj - Normalized Value of attribute  

P- Probability 

The CP of an attribute a is calculated using the 

following equation: 

 
The next step is to calculate the range of a 

watermark that does not significantly alter the CP of each 

feature. The diagnosis rules are sensitive to the features with 

a high CP. Therefore, a small change in high ranking 

features is not acceptable because it weaken the overall 

classification statistics CS. The attributes having greater CP 

should be altered less to preserve the classification. 

B. Watermark creation 

The watermark is created and inserted based on the 

Usability Constraint Model for EMR system and particle 

swarm optimization technique is used to create optimized 

watermark. 

1) Usability Constraint Model for EMR System 

 The distribution of data values before and after the 

watermark should also remain the same (to be more 

precise, the probability density function (pdf) of the 

original data should be preserved, particularly for 

high ranking features). 

 The minimum and maximum values of an attribute 

should remain the same before and after 

watermarking. 

 The constraints on the data type of any attribute 

should not be violated, for example, the number of 

children should not be changed to floating point, 

and 

 The class to which an attribute belongs prior to the 

watermarking should not be changed after inserting 

a watermark 

2) Particle Swarm Optimization (PSO) 

PSO is better suited for constrained optimization problems 

for continuous optimization compared with genetic 

algorithms, Memetic algorithms (MAs), and Ant-colony 

optimization algorithms because of its high success rate, 

better solution quality, and less processing time. The 

classical optimization techniques are not suitable because 1) 

they can get struck in local optima and 2) they cannot solve 

the problem in real-time in case of large dimensional 

problems.  

The inspiration for PSO has come from the social 

behaviour of flocking birds. In PSO, each particle of a 

swarm represents a potential solution. Each particle has its 

own set of attributes including position, velocity, and a 

fitness value which is obtained by evaluating a fitness 

function at its current position. The objective of particles is 

to search for a global optimum. The algorithm starts with the 

initialization of particles with random positions and 

velocities so that they can move in the solution space. Then, 

these particles search the solution space for finding better 

solutions. Each particle keeps track of its personal best 

position found so far by storing the coordinates in the 

solution space. The best position found so far by any particle 

during any stage of the algorithm is also stored and is 

termed as the global best position. The velocity of every 

particle is influenced by its personal best position and the 

global best position. The new position for every particle is 

calculated by adding its new velocity value to every 

component of its position vector. If a particle violates the 

usability constraints, its velocity is updated in such a way 

that it quickly returns to the feasible space.  

3) Watermark Length 

A watermark consisting of l bit strings is generated. The 

length l of the watermark should be carefully chosen 

because 1) if it is too small, it makes the watermark 

vulnerable to attacks, and 2) if it is too large, it results in 

violating the usability constraints.  

C. Real Time Watermark Insertion 

The watermark value is added to the value of the feature f 

when a given bit is 0; otherwise, its value is subtracted from 

the features’ value. A change matrix is maintained during 

watermark insertion that contains the statistics for each 

feature f, such as the percentage change off, exact change, 

and the overall change. This change matrix is continuously 

updated during the watermarking embedding process to use 
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it in the decoding stage. The embedding algorithm is run l 

times to embed the watermark multiple times keeping in 

view the usability constraints The process stops when the 

maximum numbers of iterations are done (or) CP0 and CPW 

have approximately equal values for a certain number of 

iterations. 

D. Watermark Extraction 

In the watermark extraction process, initially the attributes 

which have been watermarked is located. The attributes are 

ranked again in watermarked EMR dataset and then 

calculate the amount of change in the value of a feature that 

does not affect its CP. The watermark extraction decodes the 

watermark by analysing one bit at a given time. 

  The extraction process consists of two steps: 

 For every candidate feature f of all the rows in 

watermarked EMR, the watermark bits are detected 

starting from LSB (least significant bit) and 

moving towards MSB (most significant bit) of W. 

The bits are detected in the reverse order compared 

with the bits embedding order because it is easy to 

detect the effect of last embedded bit of the 

watermark. This process is carried out using the 

change matrix. 

 The bits are then decoded using a majority voting 

scheme 

VI. DATASET USED 

The Hypothyroid, a multivariate EMR dataset with numeric 

and non-numeric attributes is used in our system to test the 

effectiveness and accuracy of the proposed watermarking 

technique. The dataset is taken from UCI Machine learning 

repository and it consist of about 3163 Records.  

VII. CONCLUSION AND FUTURE WORK 

The proposed system presented a novel knowledge-

preserving and lossless usability constraints model and 

information preserving watermarking scheme for 

watermarking EMR datasets. By using this technique, the 

misdiagnosis rate is significantly reduced. To the best of our 

knowledge, no other watermarking technique utilizes the 

information of classification potential of the attributes of the 

dataset. Moreover, the enhanced watermarking scheme can 

work with any type of data: numeric and nonnumeric with 

more watermark security. 

  In future, the usability constraint model along with 

Information preserving watermarking scheme can be 

extended to apply for the EMR system with multivariate 

data and medical images. 
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