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Abstract— The current still image compression technique
lacks the required level of standardization and still have
something can be improve according to compression rate,
computation, and so on. This paper employs the technique
of H.264/MPEG-4 Advanced Video Coding to improve still
image compression. The H.264/MPEG-4 standard promises
much higher compression and quality compared to other
existing standard, such as MPEG-4 and H.263. This paper
utilizes the intra prediction approach of H.264/AVC and
Huffman coding to improve the compression rate. Each 4x4
block is predicted by choosing the best mode out of the 9
different modes. The best prediction mode is selected by
SAE (Sum of Absolute Error) method.

Also this paper deals with an image hiding algorithm based
on singular value decomposition algorithm. This paper
propose a data hiding algorithm, applying on encoded bit-
stream. Before embedding the secret image into cover
image, the residue of the cover image is first calculated and
encoded using Huffman coding. At the decoder side the
secret image is extracted and the cover image is
reconstructed with sufficient peak signal to noise ratio.
Keywords: Intra Prediction, Image Compression, Huffman
Coding, Singular Value Decomposition, Peak Signal to
Noise Ratio.

I. INTRODUCTION

In recent years, compressed images have become the most
popular on the internet, primarily because they take less
space than other raw images [3]. H.264/AVC is the video
coding standard of the ITU-T Video Coding Experts Group
and the ISO/IEC Moving Picture Experts Group. The main
goals of the H.264/AVC have been enhanced compression
performance and provision of a network friendly video
representation.H.264/AVC ~ has  achieved  significant
improvement in rate-distortion efficiency relative to existing
standards [14].

Image compression is a well-studied topic that codes the
pictures into fewer amounts of data. There are two kinds of
image compression approaches: lossless and lossy. Lossless
image compression techniques are error-free coding
methods. A lossless-compressed image can be
decompressed to be one which is identical to the original
image. Since lossless compression methods keep detailed
information in the image, the sizes of the compressed results
are not reduced so much. Lossy image compression
techniques instead produce results with smaller sizes and the
image obtained from decompressing is not identical to the
original one [21].

Most of the previous work on compressed-domain image
watermarking focused on embedding the watermark into the
JPEG Dbit stream. Here intra prediction of H.264
compression standard [13] is adopted. The residual blocks in

the H.264 standard are compressed using the DCT
transform, quantized, reordered, run level coded, and then
entropy encoding is applied. This paper adopts the technique
of intra prediction approach of H264/AVC is used to
improve image compression. Intra prediction is an effective
method for reducing the redundancy of an image. So the
extra data in an image is reduced. Then perform entropy
decoding as in H264 standard, but instead of using the
variable length coding Huffman coding [16] is used
.Huffman coding is a lossless data hiding algorithm and can
reproduce at the receiver side without much degradation.
The aim of a lossy compression technique is to getting
higher similarity to the original image and maintaining
higher compression rates. Lossy compression as the name
implies results in loss of some information, that compresses
data by discarding (losing) some of it. Lossy image
compression is useful in applications such as broadcast
television, videoconferencing, and facsimile transmission, in
which a certain amount of error is an acceptable trade-off
for increased compression performance.

Nowadays, only few solutions are proposed for both access
to the cover image and secret image with sufficient quality.
The Current methods for the embedding of data into the
cover image fall into two categories: spatial based schemes
and transform based schemes. Spatial based schemes embed
the data into the pixels of the cover image directly with no
visual changes, while transform-based schemes embed the
data into the cover image by modifying the coefficients in a
transform domain, such as the Discrete-Cosine Transform
(DCT) and wavelet transforms. In the proposed method the
residue of cover image is encoded first and then the secret
image is embedded. Spatial domain algorithms have the
advantage in steganography capacity, but the disadvantage
is weak robustness. Transform domain algorithm is
embedding the secret information in the transform space.
This kind of algorithms has the advantage of good stability,
but the disadvantage of small capacity [2].The secret data is
embedded into the quantized coefficients before entropy
encoding [15]. This paper focuses upon data hiding after
entropy encoding. For image embedding SVD (Singular
Value Decomposition) algorithm is used.

This paper is organized as follows: In Section II the Intra
prediction based image compression technique is
introduced. Section III presents the proposed approach of
data hiding method. Section IV describes the system model.
Section V and gives experimental results and section VI
describes discussions and future work. Finally, the paper is
concluded in Section VII.

II. INTRA PREDICTION BASED IMAGE
COMPRESSION AND DECOMPRESSION TECHNIQUE

The intra prediction based compression method suggested
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for H.264/AVC video coding standard by ITU-T Video
Coding Experts Group and the ISO/IEC Moving Picture
Experts Group [6]. In the proposed approach, the intra
prediction approach of H.264/AVC and Huffman coding
adopted for image coding to improve the compression rate.
Figure 1 show the Image compression method.
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Fig 1: Block Diagram of Image Compression

The objective of intra prediction in image compression is to
reduce spatial redundancies between adjacent pixels so
better compression ratio can be achieved. The intra predictor
is used before DCT block. Intra prediction is an effective
method for reducing the redundancy of an image or an intra-
frame. For encoding a block or macro block in Intra-coded
mode, a prediction block is formed based on previously
reconstructed blocks. In H.264/AVC, the prediction block
may be formed for each 4 x 4 sub block, each 8 x 8 block, or
for a 16 x 16 macro block[11] . For a 4 x 4 sub block, nine
intra prediction modes are defined. i.e. there are nine
different directional ways of performing the prediction, and
each of them is shown in table 1.

Number Intra 4x4 prediction mode
0 Vertical
1 Horizontal
2 DC
3 Diagonal-down-left
4 Diagonal-down-right
5 Vertical-Right
6 Horizontal-down
7 Vertical-left
8 Horizontal-up

Table 1: INTRA 4X4 PREDICTION MODES

The nine intra prediction modes labeled 0, 1, 3, 4, 5, 6, 7,
and 8. The arrows in Figure 2 indicate the direction of
prediction in each mode. Mode 2 is ,DC- prediction®. The
other modes represent directions of predictions as indicated
in Figure 2.

3 4

7 0 5

Fig. 2: Intra Prediction Directions

The encoder selects the prediction mode for each block that
minimizes the residual between P and the block to be
encoded. The 9 prediction modes (0-8) are calculated for the
4x4 block .The Sum of Absolute Errors (SAE) for each
prediction indicates the magnitude of the prediction error.
The best match to the actual current block is detected
according to the smallest SAE (Sum of Absolute Error) [6,
11, and 14].

The residual of the prediction, which is the difference
between the original and the predicted block, is transformed.
The transform coefficients are scaled and quantized. The
quantized transform coefficients are entropy coded and
transmitted. Here residue image is encoded using Huffman
coding. Thus these values are converted into binary codes
using Huffman coding. This encoding method produces an
efficient, compact binary representation of the information.
The encoded bit stream can then be stored. Huffman coding
enhances the security by means of encoding. Huffman
encoded bit stream cannot reveal anything. To extract
meaning, the Huffman table is required to decode. It
provides one type of authentication, as any single bit
change in the Huffman coded bit stream, Huffman table is
unable to decode.
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Fig. 3: Block Diagram of Image Decompression
Figure 3 shows block diagram of image decompression. The
decoder decodes each of the syntax elements and extracts
the information described above, i.e. quantized transform
coefficients, prediction information etc. This information is
then used to reverse the coding process and recreate the
images. The final reconstructed image is reconstructed by
adding intra predicted image.

III. PROPOSED APPROACH OF IMAGE HIDING AND
EXTRACTION METHOD

This section introduces the hiding and extraction method.
The hiding data is embedded in the bit stream of the host
image. The host image is a gray scale image and the secret
image is the color image. Almost all stenography techniques
are applied directly to the cover images. The cover image is
encoded and forms the bit-stream. The image hiding is
based on the SVD (Singular Value Decomposition
Algorithm) [20].

A. The Embedding Procedure

The concept of the proposed image hiding method is
illustrated in figure 4. A very simple embedding algorithm is
used, that modifies the encoded bit stream. The algorithm
embeds the secret image by modifying diagonal elements of
the host image. This method generates an embedded image.
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Fig. 4: Embedding Secret Image in a Compressed Image
The steps of embedding the secret image can be summarized
as follows:

Stepl:- Select secret image.
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Step2:-Perform level 1 DWT (Discrete Wavelet Transform)
on secret image.

Step3:-Perform SVD and select the bits to be embedded.
Step4:-Select the encoded bit stream and resize the bit
stream to generate a host image.

Step5:-Perform level 1 DWT (Discrete Wavelet Transform)
on host image.

Step6:- Perform SVD on LH, HL and HH bands of the host
image.

SVD (Singular Value Decomposition Algorithm), then host
image decomposes into 3 matrices.

Host image=Upmnx) * S rxg * V' [rxn

Where the U matrix consists of a set of 'left' orthonormal
bases, S matrix is a diagonal matrix and the V matrix
consists of set of 'right' orthonormal bases. Select the S
matrix and embed one bit in the S matrix according to the
equation 1.

Si'=S;+kxb (1)
Where S;- Original Coefficients

S.!- Marked Coefficients

b-The Bit to be embedded

K-Watermark Strength

After embedding the watermarked image is obtained by the

equation 2.
Embedded Image = U * S'* V! 2)

Step7:- Perform IDWT (Inverse Discrete Wavelet
Transform) and forms the embedded image.

B. Extraction Procedure

The data extraction procedures are similar to that of the
embedding procedures. Figure 5 shows the block diagram of
extracting secret image from the embedded image.

Embedded

iti Secret
Image ——>{Decomposition —

Coefficient Image
—
Selection Extraction Image

Fig. 5: Extracting Secret Image from the Embedded Image

The extracting algorithm can be more precisely described by
the steps.

Step1:-Select the embedded image.

Step2:-Perform SVD to get the Marked Coefficients.
Step3:-By doing reverse operation, original values are
obtained. Then get the secret image by the equation 3.

b =S;'-Si/k 3)

IV. SYSTEM MODEL

This section describes how this codec performs. The
extraction of the hidden image and reconstruction of the
cover image can be done in a different way. The first one
consists to reconstruct the message from the coded bit
stream during the decompression stage. The second one
consists to retrieve the hidden message from the embedded
image. In this paper, the transmission stage is performed
after checking secret key by the system encoder.

A. Image Compression and Embedding

System Encoder

Secret Image

Cover Image
Image

Embedded Imag
Compressor

Image Embedding

L— 5 Bit stream

Secret Key

Fig. 6: Image Encoding and Embedding Block Diagram

In order to obtain the compressed image, intra prediction
based image compression is used. For image embedding
SVD (Singular Value Decomposition Algorithm) is used.
Thus there are two important components, cover image and
hiding data. Thus there are two different kinds of blocks
marked and unmarked blocks. Figure 6 shows the image
encoding and embedding block diagram.

Before encoding, the secret key is generated by the encoder
to confirm the security. This secret key is a one-time private
key. The one-time private key is to be used only once, and
immediately discarded. Each user will always generate a
new Private Key. Once the Private Key is used or when it is
expired with the session, the Private Key is erased and
discarded.
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Embedded Image

Otherwise
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Fig. 7: Flow Diagram of Image Transmitter

Encoder first seeks the security code, before transmitting
any data to the decoder. i.e., the proposed encoding process
examines the decoder key to determine the transmission
code. If the key is perfectly matching to the decoder key, the
transmission code is the embedded image. So only the
indented user can apply the extracting algorithm to retrieve
the secret image. In the other case, if the decoder key is not
matching to the encoder key, the transmission code is the
compressed image. The decoding algorithm is performed to
reconstruct the cover image.

Bit stream Embedded Image

System Decoder

Image
Extraction

Image decoder

y

Reconstructed Cover Image Secret Image

Fig 8: Image Decoding and Extracting Block Diagram
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V. EXPERIMENTAL RESULTS

In this section, some experiments are carried out to prove
the efficiency of the proposed scheme. The proposed
method has been simulated using the MATLAB 7.7 program
on Windows 7 platform. A set of 8- bit grayscale images of
size 512 x 512 are used as the cover-image. The colour
images of different dimensions are hiding on these grey
images.

image_Barbaras12 lena512 man peppersS12612

Fig. 9: Cover images used in experiments

For this experiment, 8§ cover images are used, these are

shown in Figure 5, each with size 512x512, were used. A

lossless compression was applied to the cover images.

The color images of different dimensions are hiding on these

grey images. The parameters considered for evaluation are

as follows:

1. Compression Ratio: The compression is to reduce
the number of bits the image is represented by.
Image compression is measured by the means of an
index called Compression Ratio:
CR=nl/n2 1)
Where, nl is the number of bits in the original
image. While n2 is the number of bits obtained
after the compression. There are two types of
compression: lossy and lossless compression
[19].In lossy compression the information is
preserving but has low compression ratios. Lossy
compression provides high level of data reduction,
where loss can be tolerated.
2. PSNR: PSNR stands for Peak Signal to Noise Ratio

and it is calculated using the following equation:
PSNR=10 log ;, 255/ MSE 2)

image_F16_512rgb

image_BaboonS12rgb

pepper 512

Fig. 10: Secret images used in experiments

flowerl lena

The Mean Square Error (MSE) is the measurement of
average of square of errors and the cumulative squared error
between noisy and original image. A higher value of PSNR
is good because of the superiority of the signal to that of the
noise [12].

A. Compression Performances
According to the experimental results, the proposed method
has better effects based on the compression ratio while
maintaining good PSNR ratio when reconstructed. Figure 7
shows the reconstructed cover images.

l% . il

Fig. 11: Reconstructed Cover images

Table II show the Compression Ratio, Relative Data
Redundancy, PSNR (Peak Signal to Noise Ratio) of various
test images.

Image Compression

Test Images Dimension Ratio PSNR
Baboon 512x512 12.69 32.62
Barbara 512x512 27.79 34.39
Gold hill 512x512 59.65 31.99
Lena 512x512 53.23 30.59
Pepper 512x512 6.76 30.43
Boat 512x512 55.10 33.76
Couple 512x512 38.47 32.61
Man 512x512 40.75 31.09
Table. 2: Result Of Intra prediction Based Image

Compression

Test Proposed
Images JPEG H.264 Method
Baboon 9.065 9.011 12.698
Barbara 8.961 8.132 27.793
Gold hill 8.198 9.292 59.647
Lena 9.301 8.831 53.229
Pepper 9.077 9.107 6.7560
Boat 8.917 8.955 55.101
Couple 9.006 9.007 38.465
Man 9.068 9.061 40.749

Table. 3: Comparison of Compression Ratio

Test Proposed

Images JPEG H.264 Method
Baboon 28.232 32.18 32.62
Barbara 32.896 34.58 34.39
Gold hill 33.588 34.51 31.99
Lena 35.808 36.40 30.59
Pepper 34.827 36.22 30.43
Boat 33.502 34.59 33.76
Couple 33.418 34.60 32.61
Man 33.372 34.87 31.09

Table. 4: Comparison Of PSNR Of Original Vs.
Reconstructed Image
While considering the measurement values from the table I11
and table IV, it is obviously clear that the compression ratio
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produced by the proposed method was larger than that of the
JPEG and H.264 compression standards. Thus the proposed
method is able to achieve good compression ratio without
noticeable degradation in PSNR (Peak Signal to Noise
Ratio). Experimental results show that the proposed
algorithm can improve the compression rate up to 31%
averagely comparing to the JPEG and H.264 compression
standards.

B. Embedding Performances

Fig. 12: Extracted secret images
Figure 10 shows the extracted secret images. It shows that
the secret image can be reproduced without much distortion.
The table V shows PSNR of secret image vs. extracted
secret image. From the table V it is evident that the
proposed method has best result for extracted true secret
images.

Test Images Image PSNR
Dimension
Baboon 512X512 29.27
Flower 264x191 30.60
Lena 512x512 29.33
Pepper 512x512 30.84
House 256x256 28.92
F-16 512x512 27.88

Table. 5: PSNR of Secret Image Vs. Extracted Secret Image

VI. DISCUSSIONS AND FUTURE WORK

This paper presents a very simple embedding algorithm that
modifies the encoded bit stream. The proposed technique
has negligible effect on the quality of the cover image while
reconstructed. The use one-time private key is the strength
of the technique. The strength of the technique is that uses a
one-time private key. This secret key determines which code
is to be transmitted. The future work aim at making more
sophisticated stenographic technique for hiding secret image
without recognizable change in the cover image, so as to
make embedding detection is impossible.

VII. CONCLUSION

Generally, image stenography method does not provide
much attention on the compression ratio. In this paper, the
cover image is compressed and form a bit stream and after
that the secret image is hiding on this bit stream. By
improving an existing encoding method, the security of the
embedded image can be improved while keeping the same
robustness of the original method. The one time secret key
determines which code is to be transmitted. So this
operation provides sufficient secrecy. According to the

experimental results, the proposed method has higher
compression ratio at a cost of slight change in PSNR ratio
compared to JPEG and H.264 compression standards.
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