
IJSRD - International Journal for Scientific Research & Development| Vol. 1, Issue 6, 2013 | ISSN (online): 2321-0613 

 

 

All rights reserved by www.ijsrd.com 1318 

Abstract— with the impending era of internet, the network 

security has become the key foundation for lot of financial 

and business application. Intrusion detection is one of the 

looms to resolve the problem of network security. An 

Intrusion Detection System (IDS) is a program that analyses 

what happens or has happened during an execution and tries 

to find indications that the computer has been misused. Here 

we propose a new approach by utilizing neuro fuzzy and 

support vector machine with fuzzy genetic algorithm for 

higher rate of detection. 

Keywords: neuro fuzzy, support vector machine, fuzzy 

genetic algorithm, Intrusion Detection System   

I. INTRODUCTION 

Internet has rapidly become one of the main communication 

methods in our society. Various types of internet application 

and usage are available more and more. Increasing usages of 

network applications also increase security risks to internet 

users. To prevent unwanted or dangerous threats, we have to 

be able to detect them first. Therefore, developing intrusion 

detection method is a challenging research issue because the 

network threats have different signatures and they evolve 

every day. The intrusion detection system at present must be 

able to detect new attacks. Intrusion detection system 

algorithms can be categorized into two types: supervised 

learning and unsupervised learning. A supervised learning is 

a technique that builds detection rule/model by learning 

pattern from provided information. The supervised learning 

normally has high detection rate and low false alarm rate. 

However, this technique can detect only known attacks. 

Therefore, it is not secure enough because in reality they are 

many new and unknown attacks in the internet. The second 

type of algorithms is an unsupervised learning technique. It 

is able to learn new/ unknown attacks without training 

information. However, it often has relatively lower detection 

rate and having high false alarm rate. 

In 2007, Z. Banković et al. [1], proposed a Genetic 

algorithm for anomaly detection. They applied genetic 

algorithm as a rule based approach. They also proposed 

another method to pre-process dataset by using principal 

component analysis (PCA). 

In 2008, T. P. Fries [3] proposed Fuzzy Genetic approach to 

network intrusion detection. This new adapted algorithm 

increased detection rate to 99.6 percent and only 0.2% of 

false positive. 

In 2009, T. Komviriyavut et al. [4] proposed a real-time 

detection approach. They used packet sniffer to sniff 

network packets in every 2 seconds and preprocessed it into 

12 features and used decision tree algorithm to classify the 

network data. The output can be categorized into 3 types 

which are DoS, Probe and normal. The result shows that this 

algorithm has 97.5 percent of detection rate. 

This technique is fast and able to use in real network. 

However, it was not designed to detect unknown attacks. 

In 2011, Z. Muda et al. [5] proposed network detection 

solution by combining supervised learning technique and 

unsupervised learning technique. The KDD99 dataset was 

used to evaluate the performance of this algorithm. The 

detection rate was improved to 99.6 percent. However, this 

solution is not practical for real network because K-Means 

algorithm requires more time to process huge data in real 

networks which could lead to bottleneck problem and 

system clash. 

In summary, previous research work discussed above did 

not pay enough attention to unknown intrusion detection. 

Some of them did consider the unknown attack, but they 

used the KDD99 dataset which is over 12 years-old. The 

network data is out of date and many recent attack types are 

not included in the dataset. 

In this paper, we focus on network intrusion detection for 

unknown attack types meaning that the approach is able to 

detect new or unknown type of attacks in the network. In 

particular, the network intrusion detection system should be 

able to identify normal network activity and classify attack 

types. We are interested in designing an IDS technique 

using Fuzzy Genetic algorithm. The fuzzy rule is a 

supervised learning technique and genetic algorithm make 

fuzzy rule able to learn new attacks by itself. Moreover, this 

technique has high detection rate and robust. Therefore, we 

apply the fuzzy genetic algorithm approach to our online 

intrusion detection system i.e. the data is detected right after 

it arrived to the detection system. We evaluate our IDS in 

terms of detection speed, detection rate and false alarm rate.  

II. PROPOSED METHODOLOGY 

In this section we elaborated our new approach. First of all 

we present the whole work of the approach then we discuss 

the four modules i.e. K-Means clustering, neuro fuzzy 

training module, SVM Training Vector Module and radial 

classification module. The proposed intrusion detection 

technique initially clusters the given training data set by 

using k- means clustering into K- clusters where k is the 

number of clusters. In the next step, neuro fuzzy training 

used to train ‘K’ neural network where each of the data in 

particular clusters is trained with the respective neural 

network associated with each of the cluster. Subsequently 

vector for SVM is generated. This vector consist of attribute 

values obtained by passing each of the data through all of 

the trained neuro fuzzy classifier and an additional attribute 

which has membership value of each of the data. At the last 

step classification performed by using radial SVM to detect 

intrusion has happened or not. The block diagram of the 

proposed technique is given in fig. 1 
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Fig. 1: Block diagram of proposed technique 

The data set for our intrusion detection technique consists of 

large no of data, where each of the data considered has 

numerous attributes associated with it. Hence to perform 

classification considering all these attribute is a hectic and 

time consuming task. Processing and executing this limp 

amount of data results in increasing the error rate and also 

negatively affects the efficiency of the classifier system. In 

order to overcome the problem our proposed technique 

comes up with the solution where the number of attribute 

defining each of the data is reduced to a small number 

through a sequence of steps. This process ultimately result n 

making the intrusion detection more efficient and also yields 

a less complex system with a better result. Data set used to 

evaluate the validity of the proposed technique is prepared 

from KDD cup 1999 data set. 

A. K- Means Clustering Module 

The clustering algorithms are used to group unlabelled data. 

In our proposed technique, we are intended to group our 

input data set into different clusters based on types of 

intrusion. Since our input data set consist of normal data and 

different types of attacks, training data set grouped into 5 

clusters using K-means clustering algorithm. 

K-means is a prototype based, partitioned clustering 

technique that attempt to find a user specified number K of 

cluster, which are represented by centroid. The K-means 

algorithm processed the following  

1) Define the number of cluster ‘K’. 

2) Initialize the k cluster centroids. 

3) Iterate over all data points in the data set and compute 

the distances to the centroids of all the clusters. 

4) Re calculate ‘k’ new centroids as per the centres of the 

clusters resulting from previous step. 

5) Repeat step 3 until the centroids do not change any 

more. 

The goal of clustering is typically expressed by an objective 

function that depends on the proximities of the points to one 

another or to the cluster centroids. 

J=∑ 
   ∑ 

      
   

    
  

Where    
   

    
   is a given chosen distance between 

a data point and cluster centre c_jis an indicator of the 

distance of the n data inputs from their respective cluster 

centres. Finally this algorithm aims at minimizing an 

objective function in this case a squared error function.  

B. Neuro fuzzy training module 

Neural networks are a significant tool for classification. The 

ability of high tolerance for learning by example makes 

neural network flexible and powerful in IDS. Neuro fuzzy 

refers to the combination of fuzzy set theory and neural 

network with advantages both. Neuro fuzzy incorporates 

fuzzy sets and linguistic model consisting of a set of IF-

THEN rules. The main strength of neuro fuzzy systems is 

that they are universal approximators with the ability to 

solicit interpretable IF-THEN rules. The main advantages of 

neuro- fuzzy usage are that, it can handle any kind of 

information. It can manage imprecise, partial, vague or 

imperfect information. K-Means clustering results in the 

formation of ‘K’ cluster where each cluster will be type of 

intrusion or the normal data. Neuro fuzzy makes use of back 

propagation learning to find out the input membership 

function parameters and the least mean square method to 

find out the consequent parameter. 

In the figure show the neuro fuzzy architecture. The first 

hidden layer maps the input variable correspondingly to 

each membership functions. In the second hidden layer, T- 

norm operator is used to compute the antecedents of the 

rules. The rules strength are normalised in the third hidden 

layer and subsequently in the fourth hidden layer. The 

output layer computes the result or output as the summation 

of all the signals that reach to this layer. 

 
Fig. 2: Neuro- Fuzzy Architecture 

C. SVM vector generation Module 

Classification of the data point considering all its attributes 

is a very difficult task and takes much time for the 

processing, hence decreasing the number of attributes 

related with each of the data point is of paramount 

importance. The main purpose of the proposed technique is 

to decrease the number attributes associated with each data, 

so that classification can be made in a simpler and easier 

way.  

The input data is trained with neuro- fuzzy after the initial 

clustering then the vector necessary for the SVM is 

generated. The vector arry S={D1, D2,........Dn} where Di is 

the ith data and ‘N’ is a total number of input data. Here 
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after training through the neuro- fuzzy the attribute number 

reduces to ‘K’ numbers. Di= {a1, a2......ak}, here the Di is 

the ith data governed by passing the ith neuro- fuzzy. Total 

number of neuro fuzzy classifiers trained will be ‘K’, 

corresponding to ‘K’ clusters formed after clustering. 

Membership values µ_ij is defined as given by the equation 

below. 

 
    

 

∑ (
‖     ‖

‖     ‖
)      

   

 

Hence the training vector is modified as S* = {D*1, 

D*2........D*N} where S* is the modified SVM vector which 

consist of modified data D*i, which consists of an extra 

attribute of membership value 

   .   
 ={a1,a2......ak,    },hence the attribute number is 

reduced to K+1 where ‘K’ is the number of cluster formed 

in the start on.  

D. Radial SVM classifier module 

SVM classifier is used as it produces better results for 

binary classification when compared to the other classifiers. 

But use of linear SVM has the disadvantages of getting less 

accuracy result, over fitting results and robust to noise. 

These short coming are effectively suppressed by the use of 

the radial SVM where nonlinear kernel functions are used 

and the resulting feature space. In our proposed technique, 

nonlinear kernel functions are used and the resulting 

maximum margin hyper plane fits in a transformed feature 

space. When the kernel used is a Gaussian radial basis 

function, the corresponding feature space is a Hibert space 

infinite dimensions. The Gaussian radial basis function is 

given by the equation below. 

 (    )     ( 
 

   
 ‖    ‖ ) 

J= 1,2,.....N 

The ‘j’th input data point xj defines the centre of radial basis 

function, the vector ‘x’ is the pattern applied to the input. αj 

is a measure of width of jth Gaussian function with centre 

xj. 

The input dataset having large number of attributes is 

changed into that having K+1 attribute by performing the 

above step. The data with constrained number of attributes 

is given to the radial SVM, which is binary, classified to 

detect if there is any intrusion or not. 

III. CONCLUSION 

It is impossible to prevent security violation completely by 

using the existing security technologies. Accordingly 

intrusion detection is important component in network 

security. IDS helps the information security community by 

increasing detection efficiency, reducing the manpower 

needed in monitoring and helping to learn new 

vulnerabilities by providing legal evidence. 

In this paper we present an effective technique for intrusion 

detection by making use of k- means clustering, fuzzy 

neural networks and radial support vector machine. We took 

the help of k means clustering technique to make large 

heterogeneous training data set in to a number of 

homogenous subsets. As a result complexity of each subset 

is reduced and consequently the detection performance is 

increased. After initial clustering in the proposed technique, 

training will be given to fuzzy neural network and later 

SVM will be used to perform final classification. We have 

used confusion matrix for the purpose of evaluation of our 

proposed technique. 
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