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Abstract— Wireless Sensor Network (WSN) is an area of
research that has various applications both for mass public
and military. A wireless sensor network is composed of
many sensors which can be used to monitor physical or
environmental conditions, such
as temperature, sound, pressure. After collecting these data
they should pass this data through the network to a main
location. A Sensor Node in Wireless Sensor Network lacks
resources such as processing capability, memory capacity,
battery power, and communication capability. Because of
the limited resources on sensor nodes, the use of
conventional key management techniques in wireless sensor
networks is limited. Key establishment is the most important
cryptographic primitive in all kinds of applications where
security is a concern. Authentication and pair wise key
establishment are critical in sensor networks. In this paper,
we provide a survey of key management schemes in
wireless sensor networks.
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I. INTRODUCTION

Wireless sensor networks (WSNs) comprise a large
autonomous  devices[13]  monitoring  environmental
conditions. Sensor nodes then pass the collected readings to
a central server through a network of sensor nodes. Sensor,
wireless communication device, small micro- controller and
energy source comprises this small device, called sensor
node. The central server collects all the readings and then
processes them according to the application. Sensors are not
so costly, low-power devices which have limited resources.
They are small in size, and have wireless communication
capability within short distances.

WSN have many applications in various fields
including military [12], environmental, health, industry, data
collection in hazardous environments [13] and all these
applications require secure communications. Wireless
networks are more vulnerable to attacks than wired ones
because of the broadcast nature of transmission medium,
resource limitation on sensor nodes and uncontrolled
environments where they are left unattended .Sybil attacks
[1], black hole attacks, DoS attacks, wormhole attacks etc
are the major malicious attacks present in WSNs [2].
Therefore, the security in sensor network is extremely
important. Many securities had been designed for wired and
wireless networks but they can’t be used in wireless sensor
networks because of the limited energy, memory and
computation capability. Key management protocols are the
basis of the secure communications and are the fundamental
security mechanism in wireless sensor network.

The remainder of this article is organized as follows: Section
describes the key management schemes used .Section Il
describes the key pre distribution schemes. Section 1V
gives the comparison of various schemes. Section V gives
the new proposal used to minimize the communication
overhead. Finally Section VI summarises the technologies
used and the aim of future technologies.

Il. KEY MANAGEMENT SCHEMES

In this section, we will discuss various key management
schemes. Key management is very much important in WSN
security. This can also give confidentiality, authentication,
privacy and sometimes integrity. This can also give and less
overhead on sensor nodes. There are various applications
and network topologies in WSN, So it is highly unlikely that
one scheme outperforms all other schemes in all the
scenarios.

A. Single Network Wide Key

This is the simplest scheme that can be devised for any class
of wireless sensor network[3]. As the name implies this
method stores a single key also known as master key in
every node. This key is used for performing all the
encryption and decryption of messages. The main advantage
of this scheme is that communication overhead is
minimized. Also as a single key is used, there is very little
computation and storage overhead involved and offers
infinite scalability .Drawback of this scheme is that if a
single node is compromised, the secret key is revealed and
the whole network is compromised. Also, it is very weak
against cryptanalytic attacks.

B. Pair wise Key Establishment

In this scheme if we are having n nodes, then n-1 keys have
to be stored so that each node can communicate with every
other node in the network. Each node is having a unique key
to communicate with the other node, so they can offer node
to node authentication. As this scheme provides node
authentication they also minimizes the chance of node
replication. This scheme doesn’t have any communication
overhead and computation overhead.

C. Trusted Key Distribution Center

This scheme makes use of a trusted third party and this can
be a base station or a sensor node. In pair-wise key
establishment schemes, pair wise keys are preloaded on
sensor nodes and hence the communication between
different neighboring nodes takes place .But in this scheme,
all pair-wise keys are stored on a trusted server and the key
establishment between two sensor nodes is based on the
common trust of a third node.
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I1l. KEY PREDISTRIBUTION SCHEMES

Key Pre Distribution schemes means preloading the sensor
nodes with some keys before deployment. Before a WSN
can exchange data securely, encryption keys must be
established among sensor nodes[16]. After deployment,
sensor nodes undergo a discovery process to set up shared
keys for secure communications. In order to have a secure
communication, they require a pair wise key. In this section
the various key pre distribution methods are discussed.

A. Random Key Pre distribution

Random Predistribution scheme was proposed by
Eschenauer and Gligor [4]. This scheme is also referred to
as Basic Scheme. Here key distribution is divided into three
stages: key pre-distribution, shared-key discovery, and path-
key establishment.
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Fig 1.Basic Scheme

In the key pre-distribution stage, a large key pool
of keys and their identifiers are generated. Each sensor node
receives from the key pool a random subset of keys, which
constitutes a key ring including the identifiers of all those
keys. Then the nodes broadcast their identifier lists to other
nodes to discover its neighbours with which it shares
common keys.. Any two nodes able to find at least one
common key can use that key as their shared secret to
initiate communication. If two sensor nodes can’t find any
common key in their respective key rings, they make use of
a procedure called path key establishment to find a sequence
of secure links. Once a sequence of secure links has been
achieved between two sensor nodes ,these two sensor nodes
can establish their shared key by, for example, sending the
shared key from one end to the other end.

B. Q-Composite Random Key Pre distribution Scheme

Chan, Perrig, and Song [5] have introduced variation of the
Basic Scheme, Q-Composite Random Key Pre distribution
This scheme requires at least ¢ common keys so as to have a
communication link between any two nodes. This scheme
has the same stages as the basic scheme. In the initialization
phase, we pick a set S of random keys out of the total key
space. Then we have to select a subset of this keys and
assign these keys to every node. In the shared-key
discovery phase, each node has to find the common keys
which it shares with other nodes.

C. Random Pair wise Key Pre distribution

Chan, Perrig, and Song developed the Random Pair wise
scheme in [6] as an extension of the Pair wise Scheme .In

the basic version which is called as the trivial solution, each
node should store exactly (N — 1) pair-wise keys; one key
with each other sensor in the network. This method provides
a high level of resistance against node capture attack. But it
suffers from memory consumption for key storage. So in
this scheme instead of storing (N-1) keys, there is only Np =
Nxp keys by each node, where p is the probability that two
nodes in the network are connected. The reason is that not
all n -1 keys are required to be stored in a node’s key ring.

D. Knowledge Based Key Pre distribution

Knowledge based key pre-distribution scheme [7] is based
on the basic scheme in the way that key distribution is done
prior to sensors deployment. However, it improves the
performance of the basic scheme by reducing the quantity of
keys or the key ring size via the use of pieces of information
available prior to network deployment. This piece of
information is called node deployment knowledge. Node
deployment knowledge gives an idea about where a node is
more likely to reside after deployment. In other words, it
gives an idea about the neighbourhood of nodes. Keys that
are assigned to a node should be shared only with possible
neighbouring nodes.
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Fig. 2: Knowledge Based Key Pre distribution

E. Polynomial Based Key Pre distribution

Polynomial key pre-distribution scheme is the basis of pair-
wise keys pre-distribution schemes developed by Liu and
Ning (2003) [8]. In polynomial based key distribution, The
setup server randomly produces a bivariate symmetric
polynomial f(x, y) = f(y, x) of k degree over finite field
GF(g), g > n. A key setup server computes a polynomial
share of f(x, y), (i, y) for each sensor i. If two nodes are
present ie i and then i can compute the common key f(i, j)
by evaluating f(i, y) at point j, while j can compute the same
key f(j,i) = f(i, j) by evaluating f(j, y) at point i. To have a
pair wise key, both sensor nodes need to evaluate the
polynomial at the ID of the other sensor node.

F. Polynomial Pool Based Key Pre distribution

This uses a pool of multiple random bivariate polynomials.
Pair wise key establishment is performed in three phases:
setup, direct key establishment, and path key establishment

[8].

In Setup phase, the setup server randomly produces a set F
of bivariate polynomials over the finite field GF(q) of k-
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degree. For each sensor node i, they will select a subset of
polynomials from F and assigns the polynomial shares of
these polynomials to node i. In the direct key establishment,
if both  sensors have polynomial shares on the same
bivariate polynomial, then a pair wise key can be directly
established using the polynomial-based key pre-distribution.
Path Key Establishment takes place, if direct key
establishment fails. In this, two sensor nodes establish a pair
wise key with the help of other sensors.

G. Leap: and Authentication

Protocol.

This scheme used for heterogeneous network was proposed
by Zhu, Setia, and Jajodia[9]. This method can be used for
supporting various communication models. The main
purpose of this scheme is that they can provide
authentication, confidentiality and robustness. Different
messages are used for communication between nodes. So
they require different types of security requirement. LEAP
supports the establishment of four types of keys for each
sensor node — an individual key shared with the base station,
a pair wise key shared with another sensor node, a cluster
key shared with multiple neighboring nodes, and a group
key that is shared by all the nodes in the network.

H. The Babel Scheme

Scheme was used to give many secret link keys towards the
neighbors that have to be connected. The main idea is to
find a common bridge node that shares keys with the source
node and each of its to-be-connected neighbors. The
common bridge node will be the only node other than the
source and the receiving nodes knowing the secrets. All
other nodes only serve as passive routers without knowing
the secrets that they help to forward. This can lower the key
disclosure probability.

Localized Encryption

IV. COMPARISON OF DIFFERENT KEY
DISTRIBUTION SCHEMES

Key management protocols in traditional networks are
assessed based on some evaluation metrics.

1) Resiliency: Key management schemes must be resilient
against node capture because nodes may possess keys
shared with many others .If any of these keys is lost,
and then the entire network is compromised.

2) Mutual Authentication: Nodes should authenticate each
other so that they can prevent unauthorized entities
from gaining access to the network.

3) Memory-Fitness: Memory space required to store keys
or intermediate parameters should be as reduced as
possible.

V. PROPOSED SYSTEM

The existing schemes suffer from many drawbacks. In order
to avoid all these shortcomings a new method was proposed
by Liu et al. [6] i.e. the grid-based key pre distribution
scheme based on the polynomial scheme. All the earlier
schemes have communication overhead and this method
actually reduces the communication overhead and
establishes a connection between nodes easily.
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Table (1): Comparison of Various Key Pre Distribution
Schemes

VI. PROPOSED SYSTEM

The existing schemes suffer from many drawbacks. In order
to avoid all these shortcomings a new method was proposed
by Liu et al. [6]ie the grid-based key pre distribution scheme
based on the polynomial scheme . All the earlier schemes
has communication overhead and this method actually
reduces the communication overhead and establish a
connection between nodes easily.

A. Architecture Of Proposed System

If a network consists of N sensor nodes, an (m x m) grid
with a set of 2m polynomials is constructed, where m=\N.
Each row i in the grid is associated with a polynomial fi r(x,
y) and each column of the grid is associated with a
polynomial share

fi c(x, y).
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Fig. 3:Grid System

In the first stage, the setup server gives an intersection in the
grid to each node, and then gives the polynomial shares of
that particular column and row to the node so as to use this
information for key discovery and path key establishment.
We represent an ID constructed from the coordinate (i, j)
as<i, j>. In the second stage, if a node i want to establish a
pair wise key with node j, it checks for common rows or
columns with j i.e., ci = ¢j or ri = rj. If ci=cj then both nodes
may have the fci ¢ (x, y) and they can use the polynomial-
based key Predistribution scheme to establish a pair wise
key directly. If ri=rj then both nodes may have the fri r(x,y)
they both have polynomial shares of fri r (X, y), and can
establish a pair wise key accordingly. If neither of these
conditions is true, nodes i and j go through path discovery to
establish a pair wise key. To do so, node i can find an
intermediate node through which it can establish a pair wise
key with node j. The main advantage of this scheme is that
they can reduce the communication overhead and can give
the exact number of polynomials.

VII. CONCLUSION

Key management for wireless sensor networks is an
important issue that has been researched by various
researchers and many schemes were found. Because of the
nature of limited resources on wireless sensor nodes, many
researchers have conducted different techniques to propose
different types of key distribution mechanisms. All the
schemes have some advantages as well as some
disadvantages. We have to choose a management scheme
that provides a balance between the requirements and
resources of a WSN. Still key distribution in wireless sensor
networks is an active research area.

Many other schemes should be developed so as to make use
of the limited resources of sensor nodes. Techniques for
compromised node discovery and efficient methods to
revoke compromised nodes should be the main aim of
Future research.
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