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Abstract—Digital watermarking provides authentication, 
validation and copyright protection for multimedia contents 
over the internet. Text is the most widely used means of 
communication in addition to image, audio and video. So it 
needs to be protected. Text watermarking techniques that 
have been developed in past protects the text from illegal 
copying, imitation, and prevents copyright violations. In this 
paper, we have proposed an algorithm that ensures the 
integrity and confidentiality of the document. In this 
technique watermark is created based on the contents of the 
document and embeds it without changing the contents of 
the document and also encrypts the text to provide 
confidentiality. To authenticate and prove the integrity of 
the document the watermark can be easily extracted and 
verified for tampering 
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I.  INTRODUCTION 
Digital watermarking is the means for providing 
authentication and copyright protection for digital contents 
over the internet. Digital watermarking is a technique for 
inserting information into an image or text or audio, which 
can be later extracted for various purposes including 
identification and authentication. In the embedding process, 
the watermark may be encoded into the cover data using a 
specific key. This key is used to encrypt the watermark as an 
additional protection level. The output of the embedding 
process, the watermarked image, is then transmitted to the 
recipient.  

 A digital watermarking generally involves three steps: 
generating and embedding of the watermark, attacking and 
detecting (Figure 1). The watermarking can be done by 
various algorithms, the algorithm works on the document, 
generating and embedding the watermark. In attacking the 
attacker chooses to change some content or add some 
content in the document or may even try to remove the 
watermark. This is detected in the extracting stage where the 
algorithm is applied on the attacked document to extracted 
and check for any modification in the watermark.  

 
    Embedding             Attacking                 Detection  

 Function  on text    function 
       
 Fig. 1: Steps of Digital Watermarking 

Nowadays text is the most widely used means of 
communication in addition to image, audio and video. The 
major content of websites, newspapers, e-books, research 

papers etc. is in the text format so the text needs to be fully 
protected. 

A text, being the simplest mode of communication 
and information exchange, brings various challenges when it 
comes to copyright protection and authentication. Text is 
easier to copy, reproduce and tamper as compared with 
images, audio and video. Text being a specialized medium 
requires specialized copyright protection and authentication 
solutions. Text document watermarking is the process of 
inserting digital watermark into text document which posses 
unique information about document owner. Due to text 
document watermarking re-distribution, recopying is 
prevented and copy recognition and copyright security is 
achieved. 

In many ways the text can be attacked, but 
generally an attack is the indiscriminate insertion, deletion 
or reordering of words and sentences to and from the text. 
The existing text watermarking algorithms are not good to 
provide confidentiality and integrity of document. In this 
paper we have proposed a method to provide confidentiality 
to text documents by encrypting the data and also prove the 
integrity of document by easily extracting the watermarked 
text image and verifying with the original text image. 

II. DIGITAL WATERMARKING 
A digital watermark can be visible (perceptible) or 

invisible (imperceptible) In the case of visible 
watermarking, watermarks are embedded in such a way that 
they are visible when the content is viewed. Invisible 
watermarks cannot be seen with the naked eye but they can 
be recovered with an appropriate decoding algorithm. 

The process of watermarking involves 4 steps  
a) Watermark Generation b) Watermark Insertion c) 
Watermark Detection  d) Watermark Extraction 

In the first process there are two possibilities one is 
direct some unique digital signal as watermark is inserted 
and another is unique watermark is generated using certain 
technique. 

In the second process as watermark is generated it 
is inserted in original digital signal by some insertion 
process at certain position. 

In the third process user over the internet, third 
parties, illegal authorities, attacker etc just identify or detect 
that digital document contains watermark or not. 

Fourth process is performed at recipient side it 
extract watermark from digital document by using reverse 
process of inserting watermark. 

Based on the type of document to be watermarked, 
watermarking can be classified as: 
 Image Watermarking 
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 Video Watermarking 
 Audio Watermarking 
 Text Watermarking 

Watermarking can be again robust or fragile. In 
robust watermarking technique, the modification to the 
watermarked content will not affect the watermark. But 
fragile watermarking is a technique in which watermark gets 
destroyed when watermarked content is modified or 
tampered with. 
Based on processing method used, watermarking can be 
classified as: 
 Spatial-domain techniques 
 Transform-domain techniques 

Watermarking in spatial-domain is straightforward. 
Spatial domain watermarking are also the first watermarking 
schemes that were investigated by researchers. Transform-
domain watermarking techniques have the convenience of 
allowing us more direct understanding of the content of 
cover data. This ease in understanding the content is 
exploited in many ways. 

On the basis of necessary data for extraction, 
watermarks can be divided in to two categories: 

a. Blind 
b. Informed 
In blind watermarking original document is not 

required during watermark detection process. But in 
informed, original document is required during watermark 
extraction process.  

The different issues that arise in the study of digital 
watermarking techniques are: 

Capacity: It is the minimum amount of data that 
can be embedded in a given signal. To find the optimum 
way to embed and the later extract this information. 

Robustness: How the data can be embedded and 
retrieved securely so that it would survive attacks at 
removal? 

Transparency: How the data can be embedded such 
that it does not degrade the underlying content? 

Security: How do we know that the information 
embedded has not been tampered, forged or removed? 

Cryptography only provides security by encryption 
and decryption. But encryption cannot help the seller to 
monitor how a legitimate customer handles the content after 
decryption. 

Hence we can say that there is no protection after 
decryption. Unlike cryptography, watermarks can protect 
content even after they are decoded. Cryptography cannot 
prevent illegal replication of the digital content. 
Cryptography is only about protecting the content of the 
messages. Digital watermarking technique is an effective 
method to solve these problems. Watermarks are inseparable 
from the cover in which they are embedded. So besides 
content protection, they provide many other applications 
like copyright protection, robustness and integrity etc. 

III. PROTECTING DIGITAL DATA 
The main security properties for digital data are 
confidentiality and integrity.  

Confidentiality is a guarantee that data has not been 
disclosed to an unauthorized party. Threats to confidentiality 
include the direct release of sensitive data values, 
approximate disclosures, and leaks resulting from inferences 
and outside knowledge. One way to provide confidentiality 
is to enforce access controls, which permit or deny access to 
data items. 

Another way to provide confidentiality is through 
encryption, often used to protect data on insecure networks 
or storage devices. In the proposed work we have not only 
included watermark in form of image but we have encrypted 
the image file before sending it to provide confidentiality. 

Integrity is a guarantee that data has not been 
modified from its original state by an unauthorized party. 
This requires both that data come from an original source, 
and that it be unaltered from its original state. Data 
authenticity is a closely related term, but does not always 
include freshness: a guarantee that a message or data item is 
current, and is not being re-used outside its original context. 
Threats to data integrity include tampering, message replay, 
and accidental data loss. Tampering can include 
modification or deletion of existing  data, or insertion of new 
data items. In the proposed algorithm we send encrypted 
image file of text data and at the receiver side if any 
modifications or alterations are made then the watermark 
can easily be extracted and verified for tampering to prove 
integrity. 

IV. PREVIOUS WORK 
Document involving plain text transferring and sharing over 
the Internet has become popular and has become essential 
over the last two decades. Text watermarking is one of the 
most difficult types of watermarking. 

There exist different types of text watermarking 
techniques. In line shifting technique even lines are slightly 
shifted up or down as a watermark in text document so that 
normal human eyes cannot detect the difference. Odd lines 
are use at the time of decoding as a reference. 

In word shifting each line made by number of 
words. So that even group of words is shifted left or right as 
a watermark so that normal human eyes cannot detect the 
difference. Odd group of words is used as reference to 
calculate the distance at the time of decoding. 

Feature of any specific character is changed in your 
document. Then it is detected by comparing with original 
document and watermarked document in feature coding. 

In text document some of the expression change 
will not change the meaning of the document, so this is used 
as watermark in technique based on not important content 

In original text document specific words selected 
then it is replaced by its synonyms or acronyms such that 
meaning of that document should be same. Then resultant 
document is watermarked one in Synonyms or acronyms 
based technique 

Example: in original text document contains “This 
is big city” replace in watermarked document by “This is 
mega city” or “This is not a small city”. 

In font size coding character font size is increased 
by 0.5 in watermarked document otherwise keep document 
as it is. In font coding, Microsoft word has many types of 
fonts some of them are same means its effect is not 
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identified easily. Such fonts are used as watermarking. 
Example: “Arial” and “Tunga”. 
  Key based technique uses object based 
environment in which each text string is referred as different 
object. Each object has its own properties and attributes. So 
watermark is generated using key and embedded based on 
properties of object like z-ordering of text object. 
  Normally text document composed of characters, 
words, sentences. A sentence has different syntactic 
structure. In Syntactic approach to insert watermark, apply 
syntactic transformations on text document. 

Text constitutes verbs, nouns, objectives, 
prepositions, word spelling, synonyms, acronyms, sentence 
structure, and grammar rules and so on. Such semantics are 
used to insert watermark in Semantic approach. 

DWTC technique is based on web documents. 
Watermark embedded into web document and by using this 
technique invisibleness and robustness improved. 

There are several algorithms on text digital 
watermarking and each algorithm is efficient and improved 
in its own way. The algorithms are based on image, 
semantic, syntax, structure. Text watermarking 
incorporating text and image is most common and widely 
used. The first one to propose such a method using text 
image was Brassil, et al [6]. Later Maxemchuk, et al [7]-[8] 
and Low, et al. [9] further analyzed this work and both 
worked individually on these methods.  

Ding Huang and Hong Yan [10] were the first to 
propose a work based on inter-word space statistics and 
without changing the content of the text document. The 
work is efficient and still used today for references. Their 
work involved changing the space between the words over a 
number of lines and forming a pattern in the form of a sine 
wave. The characteristics of their work included that sine 
wave varies gradually and such variation cannot be noticed 
by the human eyes. Sine wave’s periodic symmetry makes it 
easy and reliable for decoding. Young-Won Kim, [11] et al 
proposed their work based on word classification and inter-
word space statistics.  

Works including text-image based to fully protect 
the document were proposed [12] and where a signature was 
embedded to ensure the authenticity [13]. Recently a work 
has been proposed which not only protects the document but 
ensure the authenticity by encrypting the text which 
involves cryptography. [14] Algorithms based on secret 
message being embedded in the text document also have 
been put forwarded. [15] Xingming, et al’s works included 
noun-verb basis for text watermarking [16], which uses 
nouns and verbs in a sentence parsed with a parser grammar 
using semantic. There are also work which based on the 
synonym, the watermark is the certain words which are 
replaced with their synonyms [17] There are also works 
based on the occurrence of punctuation marks and double 
letter words and the frequency of them. 

A robust text watermarking algorithm using combined 
image and text watermark to fully protect the text document 
is proposed as in [1]. A method is proposed by Chu-Hsing 
Lin   to protect the integrity of text documents by computing 
character’s skeletons [20]. They investigated binary type 
documents protection by extracting skeletons of characters 
in a document. By the proposed method one can verify the 

integrity of text documents and a tampered document can be 
easily detected. 

V. PROBLEM FORMULATION 
A work is proposed in [19] that uses combined image and 
text watermark and encryption to protect the text document. 
The watermark is logically embedded in the text and the text 
is encrypted. Later the text is decrypted and then the 
watermark is extracted to prove authenticity. 
 Disadvantage of this method:  
1.) We have to encrypt and decrypt both image & text for 
confidentiality while transmitting over the network.  
2.) If we are able to get image then we can easily get 
information about the text.  
3.) Doesn’t provide confidentiality properly.  

 An algorithm is proposed in [18], generates a 
watermark which modifies the inter-word space based on 
the content of the document. The value being too small 
remains unnoticeable to the human eyes which increases the 
robustness. The watermark can be extracted to ensure the 
authenticity and the integrity of the document. The contents 
of the document are same after watermarking which ensures 
one of the advantages of this algorithm. 

Disadvantages of this method  
1)  Text is not encrypted so there is lack of security and 

confidentiality 
2)   Only one keyword is selected and two types of shifting 

is used for creating watermark so it does not give 
robustness 

VI. PROPOSED METHOD 
We have proposed an algorithm that ensures the integrity 
and confidentiality of the document. In this technique 
watermark is created based on the contents of the document 
and embeds it without changing the contents of the 
document and also encrypts the text to provide 
confidentiality. To authenticate and prove the integrity of 
the document the watermark can be easily extracted and 
verified for tampering. 

The proposed method is based on selecting three 
most frequent keywords and according to the occurrence of 
keywords in the document we decide shuffling and 
substitution. 
Algorithm 
 Create an equivalent image of the text file (image1). 
 Select three most frequent words as keywords. 
 Now start scanning of the file word by word and 

compare    each word with the keywords: 
  If(selected word == keyword1) 
 Apply shuffle method 
 If(selected word == keyword2) 
 Apply shuffle method 
 If(selected word == keyword3) 
 Apply shuffle method 
 Else 
 Apply shuffle method1 
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4.) Now we have a new image from image1 (image2) 
5.) These results the encrypted watermarked image. 
 Shuffling Method 
 Firstly we calculate the length of keyword found. 
 Then we proceed towards another keyword from the 

most frequent ones. 
 Now according to the length of first keyword we apply 

substitution technique. 
 Substitution technique is applied between the frequent 

keywords found in the file and this will continue upto 
the end of file. 

 Substitution is done just by adding the length of those 
keywords with the remaining text. 

 By doing this we get the encrypted form of text.  
 

 Shuffling method 1 
 After applying the shuffle method we have to calculate                                                                                              

the average length from most frequent words. 
 So now again we have to apply substitution method 

with           this average length of keywords. 
 So again we apply the substitution method from this 

average length for the entire file. 
 There is a slight difference between both shuffling 

methods, in shuffling method 1 we are applying 
substitution on the entire file according to the average 
length but in other substitution is applied between the 
keywords. 

Substitution technique 
 Substitution has been done on the basis of keyword  
 Length       
 In the substitution technique we are taking keyword 1 

as a start point and keyword 2 as an ending point. 
 In between these keywords we are adding each 

character with the length of keyword and then changing 
into character value. 

 When in between words are completed then we apply 
the same process of selecting start and end points. 

 The whole process will continue up to the end of file. 
 Then after we get the encrypted file of text by 

substitution. 
 
 Advantages 
 Encryption provides confidentiality 
 Either if one has the image file he is not able to retrieve 

the text. 
 We can send this image over the network without 

further encryption. 

VII. RESULT 
MAT LAB simulations are performed on the text file and its 
equivalent image file is generated. Now according to our 
work we applied some substitution algorithm and there after 
we get an encrypted form of that particular text file. Then 
again we convert the encrypted text file into image form. 
This encrypted form of image would be used to send 
through network and if this image is altered or change by 
any intruder then we can easily check by our work. So this 

proposed work provides the feature of integrity in the text 
documents through image. Our algorithm depends upon the 
keywords which we have chosen from the text file. All the 
integrity would be given by these keywords only. The larger 
the frequency of keywords means the higher integrity 
algorithm provide.   

VIII. CONCLUSION 
This paper provides an overview on the different features of 
digital watermarking, the various applications and its use in 
various fields. Text is the most widely used means of 
communication and we have proposed an algorithm that 
ensures the integrity of the document. A new technique is 
put forward which creates a watermark based on the content 
of the document and embeds it without changing the content 
of the document. As the keyword used for the algorithm is 
randomly chosen from a list of words it improves the 
robustness of this algorithm. Further the alternative shifting 
adds to the security and imperceptibility without adding any 
complexity. To authenticate and prove the integrity of the 
document, the watermark can be easily extracted and 
verified for tampering. 
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