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Abstract--- An increasingly digital world, reliable personal 

authentication has become an important human Computer 

interface activity. National security,e- commerce and have 

access to a computer network. It is important to establish a 

person's identity, where some examples. Existing security 

measures depends on Based knowledge such as passwords, 

swipe cards or token -based approach and attitude to control 

access to physical and virtual spaces passport. Universal, 

such as methods, although very secure. Such as tokens, 

badges and access cards can be shared or stolen. Passwords 

and PIN Numbers can be stolen electronically. In addition, 

they cannot distinguish between authentic have access to or 

knowledge of the user and tokens.  

To make a system more secure and simple with the use of 

biometric authentication system such as face and hand 

gesture recognition for personal authentication. 

Keywords: Face Detection, Face Reorganization, HMM, 

Hand Gesture Reorganization, Authentication. 

I. INTRODUCTION 

In an increasingly digital world, reliable personal 

authentication has become an important human computer 

interface activity. National security, e-commerce, and access 

to computer networks are some examples where establishing 

a person’s identity is vital. Existing security measures rely 

on knowledge-based approaches like passwords or token-

based approaches such as swipe cards and passports to 

control access to physical and virtual spaces. Though 

ubiquitous, such methods are not very secure. Tokens such 

as badges and access cards may be shared or stolen. 

Passwords and PIN numbers may be stolen electronically. 

Furthermore, they cannot differentiate between authorized 

user and a person having access to the tokens or knowledge. 

Biometrics such as fingerprint, face and voice print offers 

means of reliable personal authentication that can address 

these problems and is gaining citizen and government 

acceptance.  

A. BIOMETRIC 

Biometrics is the science of verifying the identity of an 

individual through physiological measurements or 

behavioral traits. Since biometric identifiers are associated 

permanently with the user they are more reliable than token 

or knowledge based authentication methods. Biometrics 

offers several advantages over traditional security measures. 

The various biometric modalities can be broadly categorized 

as 

1) Physical biometrics:  

These involve some form of physical measurement and  

include modalities such as face, fingerprints, iris-scans, hand 

geometry etc. 

2)  Behavioral biometrics:  

These are usually temporal in nature and involve measuring 

the way in which a user performs certain tasks. This 

includes modalities such as speech, signature, gait, 

keystroke dynamics etc. 

3) Chemical biometrics:  

This is still a nascent field and involves measuring chemical 

cues such as odor and the chemical composition of human 

perspiration. 

 
Fig. 1: various biometric modalities: Fingerprints, speech, 

handwriting, face, hand geometry and chemical biometrics 

Depending on the application, biometrics can be used for 

identification or for verification. In verification, the 

biometric is used to validate the claim made by the 

individual. The biometric of the user is compared with the 

biometric of the claimed individual in the database. The 

claim is rejected or accepted based on the match. In 

identification, the system recognizes an individual by 

comparing his biometrics with every record in the database.  

B. PROPOSED ALGORITHM FOR IMAGE 

PROCESSING BASED    AUTHENTICATION SYSTEM 

1) Three stages of Authentication:  

1) Face detection 

2) Face recognition 

3) Hand gesture detection and recognition  

Our project will contain few phases, phase one will be to 

detect the face, the camera will be set on video streaming 

once the employee is coming it takes a snapshot after 

detecting the face, then comes phase two which will be to 

extract the features necessary to recognize the face, we are 

thinking of using Gabor features, phase three will be making 

the right decision based on a data-base trained models , 

phase four will make the system say "Hello Mr…." and then 

wait for the employee hand gesture, after the gesture was 

make the system will analyze the hand gesture and enter the  
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date time of the employee entrance. 

 
Fig. 2: General block diagram of Image Processing based 

Authentication system. 

C. FACE DETECTION AND FACE RECOGNITION 

Face recognition is a biometric approach that employs 

automated methods to verify or recognize the identity of a 

living person based on his/her physiological characteristics. 

In general, a biometric identification system makes use of 

either physiological characteristics (such as a fingerprint, 

iris pattern, or face) or behavior patterns (such as hand-

writing, voice, or key-stroke pattern) to identify a person. 

Because of human inherent protectiveness of his/her eyes, 

some people are reluctant to use eye identification systems. 

Face recognition has the benefit of being a passive, non-

intrusive system to verify personal identity in a “natural” 

and friendly way. 

In general, biometric devices can be explained with a three 

step procedure (1) a sensor takes an observation. The type of 

sensor and its observation depend on the type of biometric 

devices used. This observation gives us a “Biometric 

Signature” of the individual. (2) a computer algorithm 

“normalizes” the biometric signature so that it is in the same 

format (size, resolution, view, etc.) as the signatures on the 

system’s database. The normalization of the biometric 

signature gives us a “Normalized Signature” of the 

individual. (3) a matcher compares the normalized signature 

with the set (or sub-set) of normalized signatures on the 

system's database and provides a “similarity score” that 

compares the individual's normalized signature with each 

signature in the database set (or sub-set). 

D. HMM (Hidden Markov Model) 

The Hidden Markov Models are stochastic models which 

provide a high level of flexibility for modeling the structure 

of an observation sequence. They allow for recovering the 

(hidden) structure of a sequence of observations by pairing 

each observation with a (hidden) state. Hidden Markov 

Models (HMMs) represent a most famous statistical pattern 

recognition technique and can be considered as the state-of 

the- art in speech recognition. This is due to their excellent 

time warping capabilities, their effective self-organizing 

learning capabilities and their ability to perform recognition 

and segmentation in one single step. They are used not only 

for speech and handwriting recognition but they are 

involved in modeling and processing images too. This is the 

case of their use in the face recognition field. 

 
Fig. 3: a one dimensional HMM for face recognition 

Hidden Markov Models have been successfully used for 

speech recognition where data is essentially one 

dimensional. Extension to a fully connected two 

dimensional HMM has been shown to be computationally 

very complex. For frontal face images, the significant facial 

regions (hair, forehead, eyes, nose, and mouth) come in a 

natural order from top to bottom, even if the images are 

taken under small rotations in the image plane and/or 

rotations in the plane perpendicular to the image plane. Each 

of these facial regions is assigned to a state in a left to right 

1D continuous HMM. 

 
Fig. 4: Face recognition 

1) Training and Recognition algorithm:  

Feature extraction: In the context of face identification 

problem, we need to make a few image pre-processing; we 

need transform the face image to a uniform by level and size 

normalized. Then we need do fractal coding, we change face 

image in to matrix of fractal code. We looked upon each 

row of the fractal matrix as a vector. Then take these vectors 

clustering analysis with K-means algorithm.  
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2) Training HMM:  

Train HMM by use of fact and record each HMM and 

cluster centers. This training process is conducted using the 

Baum-Welch algorithm As the detail image norms are real 

values, a continuous observation HMM is employed. Repeat 

it until all training-images are trained. 

3) Recognition algorithms:  

Feature extraction: A transform the face image to a uniform 

by level and size normalized. Then transform the face image 

to fractal matrix, use the matrix of fractal coding into HMM 

to calculate the probability. Choose the max matching 

probability recognition. If all of the matching probability is 

minor we consider as the face image can't find the matching 

face in this face database. 
The HMM are characterized by two interrelated processes: 

1) An unobservable Markov chain with a finite number of 

states, a state transition probability matrix and an initial 

state probability distribution. 

2) A set of probability density functions for each state. 

II. RESULTS 

 
Fig. 5: System GUI 

 
Fig. 6: HMM Based Faced Recognition 

 
Fig. 7: Recognition on Video Camera 

A. HAND GESTURE RECOGNITION 

1) Hand Segmentation:  

Hand segmentation (or hand localization) refers to locate the 

hand or hand sequences in the images. There are different 

methods for hand segmentation and all of them classify the 

image in two homogeneous parts, foreground containing the 

hand and background containing the rest. Backgrounds are 

of two types, uniform and cluttered. It is very necessary to 

locate the hand successfully within noisy/ cluttered 

background as uniform background is possible only in lab-

scale trials. However background does not matter in case of 

data acquisition using contact type devices, such as key 

board-mouse, data gloves etc. The following methods are 

most popular for hand segmentation. 

2) Thresholding:  

in this method the image is divided in two regions of 

interest, background and foreground, based up on a 

particular value (termed as thresholding value). 

Thresholding is based on different real-time parameters; 

some of them use range/ depth thresholding. Some of them 

use color (RGB or HSV) thresholding, some use speed 

thresholding. Otsu thresholding is another important 

approach which performs histogram shape-based image 

thresholding or reduction of a grey level image to a binary 

image, assuming that the image contains only two types of 

pixels.  

3) Edge detection:  

Edge or contour detection is a technique which attempts to 

capture the significant properties of the image of the object. 

Discontinuities in photometrical, geometrical and physical 

properties of the objects are contributing for such detection. 

These can be obtained by finding out the variations in terms 

of discontinuities (step edges), local extreme (line edges) 

and 2D features formed where at least two meet (junctions) 

in the grey level images. Edge detection helps to localize 

these variations and to search the reason behind. There are a 

number of edge detection techniques. They can be classified 

as Gradient based Edge detection and Laplacian based Edge 

detection. The gradient method detects the edges by finding 

the maximum and minimum in the first derivative of the 

image, whereas the Laplacian method determines the zero 

crossings in the second derivative of the image to detect 

edges. Some researchers have also classified the edge 

detectors as given below.  

4) First derivative:  

The gradient method described above falls under this 

category. The edge is detected by the local maxima 

compared to its surrounding area with a higher value than a 

specific threshold.  

5) Second derivative:  

If the contrast-change in not significant, edges can be 

detected using zero crossing. This is nothing but the 

Laplacian based edge detection. However, this may lead to 

generation of many false edges for which suitable and 

efficient pre-processing (blurring) operation should be 

executed. 

6) Morphological operations:   

Some researchers have used this non-linear method 

successfully for extraction of edge contour information in 
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which erosion and image subtraction have been applied. 

However, the disadvantage of this method is that it is a time 

consuming technique.  The edge detection techniques 

mostly used are; Sobel operator, Robert’s cross operator, 

Prewitt’s operator, Laplacian of Gaussian, Canny Edge 

Detection algorithm.  
7) Hand Gesture Recognition:  

Once the appropriate features as mentioned above, have 

been extracted from the images and a suitable data set have 

been selected, the gestures can be recognized using standard 

machine learning techniques or a special-purpose classifiers. 

Several methods have been used for gesture recognition: 

template matching, dictionary look-up, statistical matching, 

linguistic matching, neural network and ad hoc method.  

III. CONCLUSIONS 

An increasingly digital world, security is a main important 

for personal authentication. Existing security measures 

depends on Based knowledge such as passwords, swipe 

cards or token -based approach and attitude to control access 

to physical and virtual spaces passport.. Such as tokens, 

badges and access cards can be shared or stolen. Passwords 

and PIN Numbers can be stolen electronically.  

To make a system more secure and simple with the use of 

biometric authentication system such as face and hand 

gesture recognition for personal authentication 
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