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Abstract--- Steganography is the art of hiding the fact that
communication is taking place, by hiding information in
other information. Many different carrier file formats can be
used, but digital images are the most popular because of
their frequency on the Internet. For hiding secret
information in images, there exists a large variety of
stegnographic techniques some are more complex than
others and all of them have respective strong and weak
points. Different applications have different requirements of
the steganography technique used.
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I. INTRODUCTION

With literally millions of images moving on the internet
each year it is safe to say that digital image Steganography
is of real concern to many in the IT security field. Digital
images could be used for a number of different types of
security threats. In the corporate world the sending of a
harmless looking bitmap file could actually conceal the
latest company secrets. JPEGS could be used in the
government to conceal the latest military secrets. It is
believed that the terrorists that died in the 9-11 crash in New
York had aircraft configuration plans sent to them hidden
inside of a digital image. It is felt that the use of
Steganography has allowed the terrorists cells to
communicate without the fear of being caught. "}

The use of digital images for Steganography makes use of
the weaknesses in the human visual system, which has a low
sensitivity in random pattern changes and luminance. The
human eye is incapable of discerning small changes in color
or patterns and because of this weakness text or graphic files
can be inserted into the carrier image without being
detected. Each graphic image is made up of what is called
pixel elements (pixels). Each elements color is determined
by the numerical value that it is assigned, ranging from 0 to
255. For example, a typical elements value could be seen as
00000000 or 00000001. The typical digital image is made
up of either 8 bit (256 color) or 24 bit (true color) pixels. In
a 24 bit graphic file each pixel would be represented by 3
bytes, each being 8 bits long. **) A white pixel would look
like this:

Red byte Green byte Blue byte
11111111 11111111 11111111

An 8-bit colour image could hold around 300 kilobits of
hidden data and a 24-bit colour image around 2
megabytes.**Other factors will also influence the type of
image that would be used as the carrier file. Items such as
compression type and colour variance will need to be
considered. The more gray scale that the hidden image has
the easier it is to hide. This is because of the HVS’s low
sensitivity to random pattern changes of less than one part in
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I1. IMAGE STEGANOGRAPHY TECHNIQUES
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A. Spatial Domain Method

In spatial domain scheme, the secret messages are embedded
directly. Here, the most common and simplest
Steganography method is the least significant bits (LSB)
insertion method. In the LSB technique, the least significant
bits of the pixels are replaced by the message bits which are
permuted before embedding. !

*  Least Significant Bit
A common, simple and easy approach to embedding
information in a cover image infusion is Least Significant
Bit (LSB). Image was converted from JPEG to GIF or BMP
format, which reconstructs original message exactly
(lossless compression), which does not lossy compression
and then back destroy the information hidden in the LSB. @
1) 24-bit Images
A common, simple and easy approach to embedding
information in a cover image infusion is Least Significant
Bit (LSB). The Least Significant Bit is changed to a bit of
secret massage of some or all of bites inside an icon. It
means one can store 3 bits in each pixel. An 800 x 600 pixel
image, can thus store a total amount of 1,440,000 bits or
180,000 bytes of embedded data.
For example a grid for 3 pixels of a 24-bit image can be as
follow:

(11101110 11011101 11010100)

(01101110 00010100 10101100)
(00010110 01101100 11101011)

Here the number 180, which binary representation is
10110100, is fixed into the Least Significant Bits (LSB) of
this part of icon, the result grid as follows:

(11101111 11011100 11010101)
(01101011 00010100 10101101)
(00010110 01101100 11101011)

Although the number was embedded into the first 8 bytes of
the grid, only the 5 underlined bits needed to be changed
according to the embedded message. On average, only half
of the bits in an icon will need to be modified to hide a
secret message using the maximum cover size.

Since there are 256 possible intensities of each primary
color, changing the LSB of a pixel result in small changes in
the intensity of the colors. These changes cannot be
perceived by the human eye-thus the message is
successfully hidden. With a well-chosen image, one can
even hide the message in the least as well as second to least
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significant bit and still not see the difference. In the above
example, consecutive bytes of the image data-from the first
byte to the end of the message-are used to embed the
information. This approach is very easy to detect. A slightly
more secure system is for the sender and receiver to share a
secret key that specifies only certain pixels to be changed.
Should an adversary suspect that LSB Steganography has
been used, he has no way of knowing which pixels to be
changed. Should an adversary suspect that LSB
Steganography has been used, he has no way of knowing
which pixel to target without the secret key. In its simplest
form, LSB makes use of BMP images, since they use
lossless compression. Unfortunately to be able to hide a
secret message inside a BMP file, one would require a very
large cover image. Now a day, BMP images of 800 x 600
pixels are not often used on the internet and might arouse
suspicion. For this reason, LSB Steganography has also
been developed for use with other image file format.?

2) 8-bit Images

8-bit images are not as forgiving to LSB manipulation
because of its color limitations. Steganography software
authors have devised several approaches are some more
successful than others-to hide information in 8-bit images.
The cover image must be more carefully selected so that the
stego-image will not broadcast the existence of an
embedded message. When information is inserted into the
LSBs of the raster data, the pointers to the color entries in
the palette get changed. Abbreviated example, a simple
four-color palette of white ,red ,blue ,and green has
corresponding, palette position entries of
0(00),1(01),2(10),and 3(11),respectively. The raster values
of four adjacent pixels of white, white, blue and blue are 00
00 10 10. Hiding the binary value 1010 for the number 10
changes the raster data to 01 00 11 10, which is red, white,
green, blue. These gross changes in the image are visible
and clearly highlight the weakness of using 8-bit images. On
the other hand, there is little visible difference noticed
between adjacent gray values. 2

e Hiding Gray Using Blocks Method

As vast channels for communication such as the internet are
becoming popular, the security of digital media becomes a
greater concern. The hiding of a message will reduce the
probability of detecting this message. This method hides a
gray image in one another. The cover is divided into blocks
of equal sizes. Each block size equals the size of embedding
image. ™

Compare each pixel in embedding image with all the
corresponding pixels in the blocks of the cover image
(assume there are C blocks).i.e. pixel (i,j) in the embedding
image is compared with the pixel(i,j) in all C blocks of
cover image. Select the best pixel to embedding in. Best
pixel is the pixel that gives minimum difference between it
and the pixel to embed.

o Hiding Secret Message in Edges of the Images Method

Edge based Steganography is in which only the sharper
edge regions are used for hiding the message while keeping
the other smoother regions as they are. It is more difficult to
observe changes at the sharper edges than those in smoother
regions.

In this method Enhanced Least Significant Bit algorithm is

used which can reduce the rate of pixel modification there
by increasing the security both visually and statically.

e  Grey Level Madification Steganography Method

This Steganography method is based on image layers. This
method divides the host image into each block and embeds
the corresponding secret message bits into each block using
the layers which are made by binary representation of pixel
values. It then performs a search on the rows and columns of
the layers for finding the most similar row and columns of
the layers for finding the most similar row or column. The
location of row/column and its differences from secret
message is then marked by modifying the minimum number
of bits in the least significant bits of the blocks.!

B. Transform Domain Method

The transform domain Steganography technique is used
for hiding a large amount of data with high security, a good
invisibility and no loss of secret message. The idea is to hide
information in frequency domain by altering magnitude of
all of discrete cosine transform (DCT) coefficients of cover
image. The 2-D DCT converts image blocks from spatial
domain to frequency domain. The carrier image is divided
into non overlapping blocks of size 8 x 8 and applies DCT
on each of blocks of cover image using forward DCT. 1]

e JPEG Steganography

Originally it was thought that Steganography would not be
possible to use with JPEG images, since they use lossy
compression which results in parts of image data begin
altered. One of the major characteristics of Steganography is
the fact that information is hidden in the redundant bits of an
object and since redundant bits are left out when using JPEG
it was feared that the hidden message without the changes
being noticeable because of the harsh compression applied.
However, properties of the compression algorithm have
been exploited in order to develop a Steganography
algorithm for JPEGs. !

One of these properties of JPEG is exploited to make the
changes to the image invisible to the human eye. During the
DCT transformation phase of compression algorithm,
rounding errors occur in the coefficient data that are not
noticeable. This property is what classifies the algorithm as
being lossy. This property can also because to hide
messages. It is neither feasible nor possible to embed
information in an image that uses lossy compression, since
the compression would destroy all information in the
process. Thus it is important to recognize that the JPEG
compression algorithm is actually divided into lossy and
lossless stages. The DCT and the quantization phase form
part of lossy stage, while the Huffman encoding used to
further compress the data is lossless.

Steganography can take place between these two stages.
Using the same principles of LSB insertion the message can
be embedded into the Huffman encoding. Now by
embedding the information in the transformation domain, it
becomes very difficult to detect, since it is not in the visual
domain.?!

e  Spread Spectrum

In spread spectrum techniques, hidden data is spread

throughout the cover-image making it harder to detect. A
system proposed by marvel et al. combines spread spectrum
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communication, error control coding and image processing
to hide information in images.

Spread spectrum communication can be defined as the
process of spreading the bandwidth of a narrowband signal
across a wide band of frequencies. Spread spectrum
communication can be done by adjusting the narrowband
waveform with a wideband waveform, like white noise.
After spreading, the energy of the narrowband signal in any
one frequency band will become low and there for it
becomes difficult to detect.

In spread spectrum image steganography the message is
embedded in noise and then combined with the cover image
to produce the stego image. Since the power of the
embedded signal is much lower than the power of cover
image, the embedded image is not perceptible to the human
eye or by computer analysis without access to the original
image. !

I1l. CONCLUSIONS

In the last decade many steganography techniques for digital
media have been proposed in the literature. In this paper we
have tried to make a note of various approaches used in the
steganography methods that are applicable to digital images.
From the knowledge of the methods reported in this paper
we infer that statistical steganography techniques, in any
domain, are -more robust and give promising results than
signature steganalysis. This is because mathematical
techniques are more sensitive than visual perception.
Specific statistical steganalysis methods target a particular
Steganographic embedding algorithm. These techniques
analyze the embedding operation and concentrate on some
image feature or statistics which get modified by that
embedding algorithm. Consequently, such steganography
techniques specific to a Steganographic embedding
technique yield accurate decisions when tested only on that
method and may fail if any other stegnographic technique is
used. A trivial change in the stegnographic embedding
algorithm may render specific statistical steganalysis
methods useless.
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