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Abstract--- Piracy in the presence of internet and computers 

proves to be a biggest jolt to the concerned industry. To 

reduce the piracy and duplicity of the images, digital 

watermarking technique is having an edge over the other 

available techniques. The aim of this project is to simulate 

the Image Watermarking using MATLAB. 

The simulation is done in Spatial Domain, techniques used 

are “Threshold Based Correlation”, “Comparison Based 

Correlation”, “Least Significant Bit Substitution”. Threshold 

Based Correlation is more robust as “k” increases. In Least 

Significant Bit Substitution method cropping is possible. 

The main advantage of such a technique is that the 

modification of the LSB plane does not affect the human 

perception of the overall image quality as the amplitude 

variation of the pixel values. Comparison Based Correlation 

increases the probability of a correct detection, even after 

the image has been subject to attack. It can improve the 

method by pre-filtering the image before applying the 

watermark. It is possible to reduce the correlation between 

the cover image and the PN sequence, can increase the 

immunity of the watermark to additional noise. 

General Terms: Matlab software for simulation of different 

methods used. 

Keywords: Watermarking, Spatial domain technique, 

Transfer domain technique, Threshold based-correlation, 

Comparison based correlation, Least significant bit 

substitution, Discrete cosine transform, Threshold-Based 

Correlation in DCT mid-band. 

I. INTRODUCTION 

Cryptography and steganography have been used throughout 

history as means to add secrecy to communications during 

times of war and peace. Some of the early methods to hide 

information include text written on wax-covered tablets, 

invisible writing using invisible ink and shaving the head of 

a messenger and tattooing the message on the scalp.  
As technology developed and detection methods improved, 

more effective methods of hiding information were 

developed. The Germans invented microdot technology for 

covert communication in 1941. In microdots, the messages 

were neither hidden nor encrypted but their size was too 

small to be seen by the naked eye. 
Advances in microdot technology still continue to this day, 

the latest development being the embedding of a message in 

a strand of DNA by the use of the technique of genomic 

steganography. 
With the advent of the internet, steganography has found 

new applications. But, at the same time it is also vulnerable 

to more powerful attacks since the medium is relatively 

insecure. To overcome this limitation, watermarking comes 

into picture. The chief difference between the two 

techniques is the superior robustness capability of 

watermarking schemes. 

II. WATERMARKING 

Although steganography and watermarking both describe 

techniques used for covert communication, steganography 

typically relates only to covert point to point communication 

between two parties. Steganographic methods are not robust 

against attacks or modification of data that might occur 

during transmission, storage or format conversion. 

Watermarking, as opposed to steganography, has an 

additional requirement of robustness against possible 

attacks. 
An ideal steganographic system would embed a large 

amount of information perfectly securely, with no visible 

degradation to the cover object. An ideal watermarking 

system, however, would embed an amount of information 

that could not be removed or altered without making the 

cover object entirely unusable. As a side effect of these 

different requirements, a watermarking system will often 

trade capacity and perhaps even some security for additional 

robustness. 
The working principle of the watermarking techniques is 

similar to the steganography methods. A watermarking 

system is made up of a watermark embedding system and a 

watermark recovery system. The system also has a key 

which could be either a public or a secret key. The key is 

used to enforce security, which is prevention of 

unauthorized parties from manipulating or recovering the 

watermark. The embedding and recovery processes of 

watermarking are shown in Figure 1 and 2 respectively. 

 
Fig. 1: Embedding Process – Digital Watermarking 

For the embedding process the inputs are the watermark, 

cover object and the secret or the public key. The watermark 

used can be text, numbers or an image. The resulting final 

data received is the watermarked data. 

For the extraction process the inputs are the watermarked 

object and the secret or the public key. The resulting output 

is the recovered digital watermark. 
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Fig. 2: Extraction Process – Digital Watermarking 

A. Least Significant Bit Substitution Method 

There are two possibilities while considering the size of the 

watermark object. 

1) When the watermark object is a binary image 

2) When the watermark object is a grayscale 

image 

1) When the watermark object is a binary image 

a) Embedding Process 

As it can be seen from the image that it has only two values 

[0 and 255] and its binary representations are 00000000 and 

11111111 respectively. So here we can replace the MSB of 

the message image with the LSB of the Cover Image so that 

there is almost no visual degradation observed in the cover 

object. 

b) Extraction Process 

For the watermark extraction, it is possible to convert the 

watermarked image into its binary equivalent, extract the 

last bit and apply the following condition. 
1. If the extracted bit is 1, we would place a gray level of 

255 in the respective place. 
2. If the extracted bit is 0, we would place a gray level of 0 

in the respective place. 
2) When the watermark object is a grayscale image 

a) Embedding Process 

As it can be seen from the above figure the message is 

having its most useful information in its First three or four 

MSB‟s. So here one can employ a slightly different 

algorithm than what he/she has employed earlier when the 

message image was a binary image. Here one would replace 

the three or four LSB‟s of the cover image with three or four 

MSB‟s so that the cover image would not be degraded much 

b) Extraction Process 

In the Extraction process, follow the procedure as described 

below. 

1. Generate a black figure of the same size as the 

watermarked image.   

2. Extract the lower three bits from the watermarked 

image. 

3. Replace three MSB‟s of the generated image with 

the extracted bits. 

3) Correlation Technique–Threshold Based Correlation 

a)  Embedding Process 

Following Steps describes the way in which the 

watermark is embedded in this method.   

1. Set Block size & gain Factor. 

2. Read and determine the size of cover image. 

3. Determine maximum watermark pixel hide based on 

cover image and block size. 

4. Read and determine the size of watermark image. 

Reshape watermark image into a vector. 

5. A PN sequence is generated using an independent 

state. 

6. If message bit contains zero, add PN-sequence that 

portion of cover image; otherwise mask is filled with 

zero. 

7. Add watermark mask to cover image using noise 

factor. 

8. Iw(x,y) = I(x,y) + k* W(x,y) 

9. Write and display the watermarked image. 

b)  Extraction Process 

Follwing Steps describes the way in which the watermark is 

recovered in this method. 

1. Set Blocksize. 

2. Read and determine the size of watermarked image. 

3. Determine maximum possible message size in object. 

4. Read and determine the size of original watermark. 

5. A PN sequence is generated using an independent 

state. 

6. For each block, determine its correlation with base 

PN sequence. 

7. Set correlation to 1 when patterns are identical; 

otherwise calculate correlation. 

8. If correlation exceeds average correlation when set 

message vector is zero. 

9. Reshape and Display the recovered watermark. 

4) Correlation Technique – Comparison Based Correlation 

a) Embedding Process 

Following Steps describes the way in which the watermark 

is embedded in this method. 
1. Set Blocksize & Noise Factor. 

2. Read and determine the size of cover image. 

3. Determine maximum message size based on cover 

image and blocksize. 

4. Pre filter the cover image for reduces detection error. 

5. Read and determine the size of watermark. 

6. Generate PN sequence to designate „1‟ and „0‟. 

7. Find two highly un-correlated PN sequence. 

8. If message bit contains zero, add PN sequence zero 

to that portion of watermark mask. 

9. Otherwise mask is filled with PN sequence one; 

process for all the block of cover image. 

10. Add watermark mask to cover image using noise 

factor N. 

11. Write and display watermarked image. 

b)  Extraction Process 

Following Steps describes the way in which the watermark 

is recovered in this method. 

1. Set Block size and Noise Factor. 
2. Read and determine size of watermarked image. 
3. Read and determine size of original watermark. 
4. Generate PN sequence to designate „1‟ and „0‟. 
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5. For each block determine its correlation with base 

PN sequence. 
6. Calculate correlations for both PN sequences. 
7. Choose which ever correlation is higher 

i. If correlation_one (kk)>correlation_zero (kk) 

1. Message_vector (kk) =1; 

ii. Else 

1. Message_vector (kk) =0; 

8. Process for all block of cover image. 
9. Reshape and display recovered watermark. 

III. SIMULATION RESULTS 

A. Threshold Based Correlation 

 
Fig. 3: Embedding watermarking 

B. Extracting watermarking 

 
Fig. 4: Extracting watermarking 

IV. COMPARISON BASED CORRELATION  

 
Fig. 5: Embedding watermarking 

 
Fig. 6: Extracting watermarking 

A. Least Significant Bit Substitution 

 
Fig. 7: Embedding watermarking 

 
Fig. 8: Extracting watermarking 

Name of method 
Time 

elapse  
PSNR  

MS

E 

Threshold based 

correlation 
14.1250 29.6891 

18.

164

8 

Comparison based 

correlation 
12.8594 15.0049 

32.

849

0 

Least significant bit - 

Substitution 
0.3125 50.8477 

-

2.9

937 

Table 1: Comparisons 
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V. CONCLUSION 

The result obtained by simulating three Spatial Domain 

Technique namely 

1. Threshold Based Correlation 

2. Comparison Based Correlation 

3. Least Significant Bit  

The Least Significant Bit is very powerful when subjected to 

cropping, This method is also faster and applicable to both 

gray scale and binary images. 

For threshold based correlation, the robustness of the 

watermarked image increases as the gain K increases. But, 

with the increase in the gain K, there is a reduction in the 

quality of the final watermarked image. Therefore, there is a 

tradeoff between the robustness and the quality of the 

image. 

For comparison based correlation, increases the probability 

of a correct detection, even after the image has been subject 

to attack. Further improve the method by pre-filtering the 

image before applying the watermark. The robustness of the 

watermark can be improved with no loss of capacity and 

very little reduction of image quality. 

VI. FUTURE WORK 

The work done in this phase can be extended in Transform 

Domain Technique, they are: 

1. DWT(Discrete Wavelet Transform) 

2. DCT(Discrete Cosine Transform) 

3. DFT(Discrete Fourier Transform) 

4. SVD(Singular Value Decomposition ) 
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