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Abstract--- Cloud computing has become the important
platform to provide the infrastructure for computation, data
storage, software services using the virtualization concept.
These services are provided over internet, so security issue
of data must be taken into consideration. Intruder can attack
to access data or interrupt the communication. To prevent
the attacks like man-in-the-middle attack, chosen plaintext,
chosen cipher text, denial of services, need to implement
number of techniques. The encryption through Public Key
Infrastructure (PKI) using private key and public key is most
known technique but the computational process, storage and
certificate management effort to high and difficult for the
Certificate Authority (CA). To reduce this effort and
difficulties, the other technique is Identity Based Encryption
(IBE) which reduces the overhead of Certificate
Management and all other difficulties. IBE does the task
easy to prevent communication against above attacks. In this
paper, different -schemes-will -be analyzed used against
different attacks under the different strategies. To provide
better key management, IBE uses the Private Key Generator
(PKG), instead of CA, generates Private Key from the
Identity of user. It uses the Hash Functions to provide better
security.
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I. INTRODUCTION

Cloud Computing is visualized as next generation
architecture of IT Organizations. In the field of computation,
there are number of ways to provide the parallelism and
distribution of resources to enhance performance. Cloud
computing is a model of data storage, processing and
delivery in which the resources are provided virtually to the
clients as per demand [1].

Cloud Computing is a model which provide services, which
offers on-demand network access to the pool of shared
computing resource with minimal management effort and
Service Provider interaction [2].

Cloud Computing is technological term that provides
computation, software, storage and data access services that
don’t require end user’s knowledge of physical location and
configuration of the systems that deliver the services. This
may take form of Web based applications or tools that
clients can access through Internet. These applications and
data are stored at remote location. The computing and
storage resources are unified at remote data centre location.
It is a wide concept of converged infrastructure and shared
services. So, clients get their required applications up and
running faster with less management and maintenance [3].
A. CHARACTERISTICS

Cloud Computing has some important characteristics
defined by National Institute of Science & Technology
(NIST) are as follows [3].

1. On Demand Self-Service: A user can access
Network, Computational resources and Storage
resources as per need without go through any
mediator.

2. Broad Network Access: The information and
resources available on the Cloud can be accessed
from any location and from any heterogeneous
platforms and devices.

3. Resource Pooling: Compute, Network and Storage
resources are delivered to the user from a large pool
of resources and different users can access same
pool. Every user may or may not be aware about the
location of pool.

4. Rapid Elasticity: Users can provision and
depravation resources quickly and easier. This can be
done by assigning resources when required and
released when no longer needed.

5. Measured Services: Users can use the resources as
their need and pay only for those services. So, those
can be automatically optimized and controlled.

B. SERVICE MODELS

Cloud Computing is not just a virtualization of server. It is
delivery and consumption model, where virtualization is
technology which  enables this model. Without
virtualization, there is no Cloud Computing. All the
resources and applications are virtualized at the provider
side. It can be thought as framed of different layers or
models which provide different services. Cloud is
composited of three service models as follows [4].

1) Software-as-a-Service (SaaS):

It provides the use of applications running on the Cloud
Provider’s infrastructure. These services can be accessible
from any heterogeneous systems or any interfaces. These
services may be defined with exception of limited user
specific usage.
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Fig. 1: Service Models of Cloud Computing
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2. Product-as-a-Service (PaaS): It provides development
platform to the user to develop applications using the
tools provided by the PaaS provider and they already
know how to use those tools. Then they deploy
application to the PaaS provider Cloud. It provides core
cloud competences those are required to develop
applications onto the Cloud.

3. Infrastructure-as-a-Service (laaS): It provides provision
of network, processing and other resources where user
can deploy and run the applications. User has not any
control on infrastructure of Cloud but can control
deployed application. laaS can deliver software, data
centre space, virtualization platforms and network
instruments with advantages like flexibility, scalability
and cost effectiveness.

C. DEPLOYEMENT MODELS

Cloud Computing technology and services can be deployed

in number of ways according to their purpose and

characteristics. This deployment of Cloud is categorized in

four ways as follows [3].

1. Private Cloud: In this Cloud, Infrastructure is deployed
and operated by an Organization where all the resources
can be owned, maintained and controlled by it only. It
can be managed or hosted internally or by Third-party.

2. Community Cloud: In this Cloud, Infrastructure of Cloud
is deployed and operated by several organizations in
sharing that supports a specific community with
common approaches.

3. Public Cloud: In this Cloud, Infrastructure of Cloud is
available to the general public or large group of different
kinds of organization. Client can access services without
and any control and at specific rent. Client’s services and
data can be co-located with other users.

4. Hybrid Cloud: In this Cloud, Infrastructure of Cloud can
be combination of Private, Community and Public Cloud
Infrastructure. This combination of two or more clouds
is with unique characteristics, entities and benefits to the
users. So, programs and data can be transferred from one
system to another system.

Il. SECURITY ISSUE IN CLOUD COMPUTING

Cloud Computing is providing services using internet
infrastructure and allowing communication between Client
and Server. So, Privacy and Security are the major issues
must be taken into consideration while making decision to
use the Cloud Services. Security threats on cloud users are
both External and Internal [4].
Provider must build up controls to prevent threats. There are
many technologies involved like networks, database,
operating system, memory management, concurrency
control etc [4].
Some threats are defined by the Cloud Security Alliance
(CSA) [5],

1) Data Loss/ Leakage

2) Abuse and Extremely wicked use of Cloud

Computing

3) Malicious Insider

4) Account and Service Hijacking

5) Insecure Application Interface

6) Unknown Risk Profile

7) Shared Resource/Technology vulnerability

Intruder can harm the communication or system through
many attacks like Chosen Cipher Text attack, Chosen Plain
Text attacks, Eavesdropping, Repudiation, Privileges
Elevation, Man-in-the-Middle attack, Replay attack, Identity
Spoofing, Differential Analysis Threat, Virus & worms.

In this paper, the focus is on how to prevent Chosen Cipher
Text, Chosen Plain Text, Repudiation, Man-in-the-Middle
attacks.

I1l. IDENTITY BASED CRYPTOGRAPHY

Fundamentally ID Based Cryptography primitives are
Encryption, Digital Signature and Key Agreement, which
are based on different mathematical models like Integer
Factorization, Quadric Residues and Bilinear Mapping [6].

A. PUBLIC KEY INFRASTRUCTURE

Presently, through PKI is deployed to provide Encryption
and Signature provision to the users in communication.

PKI enables the communication through the use of Private
and Public cryptographic key pair that are obtained and
shared through a trusted authority. In traditional PKI (Public
Key Infrastructure), the association between user’s public
key and user is obtained by the digital certificate issuing by
Certificate Authority (CA). So, every time CA checks the
credentials of a user before issuing the certificate to user.
When user wants to send message, first user needs to take
digital certificate from CA for his pubic key. Then he signs
message with private key and sends to the receiver. Receiver
first check the validity of certificate in Certificate
Revocation List of CA. Then receiver verifies the signature
using public key. If more than one CAs is involved into
communication between them, whole certificate path must
be verified. So, here, the computational process and storage
effort are too high and difficult for the certificate
management by CA [6][7].

B. IDENTITY BASED ENCRYPTION

Identity Based Encryption (IBE) is a public key encryption
mechanism where public key is generated from user mail
address or IP address, instead of randomly. The
corresponding private key is generated by Private Key
Generator (PKG) which has also knowledge of Master Key
and that Private Key is given to user. IBE has advantage in
key management because key distribution and key
revocation are not needed. IBE doesn’t require a digital
certificate to certify public key.

IBE has basic problem of Key Escrow, in that private key of
user is known by PKG. So PKG centre can easily decrypt
message and forge signature of any user. There is no privacy
or authenticity. Secure channel must be there user and PKG
centre [8].

IBE first introduced by Shamir in 1984. But IBE is first
implemented and solved by Boneh & Franklin in 2001 based
on bilinear map, which prevents system from the Chosen
Cipher Text attack in Random Oracle Model. In the same
year, Cocks gives another scheme for IBE based on Quadric
Residues. Hierarchical IBE was first introduced by Horwitz
and Lynn to reduce the work load of PKG centre by defining
slave PKGs under the Root PKG centre. A simple Mediated
RSA based IBE introduced by Ding and Tsudik [6].
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IBE is divided into basic four algorithms. Setup() generates
global parameters and a master key. Extract() uses the
master key to generate private key from public key ID
string. Encrypt() generates cipher using public key ID.
Decrypt() decodes cipher using the private key [9].

C. IBE WITH CHOSEN PLAINTEXT SECURITY

Boneh & Franklin found this scheme ‘Basicldent’ in 2001,
in which central role is played by the mathematical primitive
“Bilinear Pairing” for encryption. This scheme is with
Random Oracle Model which involves a hash function. It
provides Chosen Plaintext Security (IND-ID-CPA).

1) Definition for Bilinear Pairing:

The Bilinear Pairing & is defined over the two groups of the
same prime order g denoted by G and F, Where G will use
as multiplicative notations for operation in F. The group F
will be implemented by sub-group of multiplicative group of
finite values. The admissible bilinear map, &: G x G — F,
has the following properties,

Bilinear: & (aP;, bP;) = (P1,P,)®, where P;,P,e G and a,b
€ Zy.

Non-degenerate: € can’t send all the pairs of points in G X G
to the identity in F.

Computable: For all P,,P, € G ,the map é(P,, P,) is
efficiently computable.

The bilinear pairing-rises-computation problem of Bilinear
Diffie-Hellman (BDH) problem [9].

2) Bilinear Diffie-Hellman Problem:

The problem is defined as, given (G, q, &, P, aP, bP, cP)
where a, b, ¢ are selected at random fromZg, compute é(P,
P)®. It means that this problem is computationally
intractable [9].

In Boneh-Franklin scheme,

The setup() function specifies a group of G, generated by P
€ G* and the paring &: G x G — F. It also declares hash
functions H, : {0,1}* = G* and H,: F — {0,1}, where | is
plain text length. The PKG centre generates master key s
€ Zg and calculate the public key Ppkg = sP. Now, H; and
H, are viewed as a Random Oracles.

The extract() function, from ID string, computes Qp =
H.(ID) € G* and set private key dip = sQ,p, where s is the
master key.

The encrypt() function set the paint text message M to
cipher text C, using r € Z%, so, C = {rP, M @ H, (gp)}
where g;p=€(Qip,Pric ) € F*.

In the decrypt() function, let C={X, Y} is the cipher text
encrypted using public key of ID. To decrypt the C using
private key d,p € G* which computes Y@ H,(é(d\p, X))=M.
In above scheme, M message is encrypted using bitwise ex-
or with the hash function Gf and cipher Y is decrypted by
bitwise ex-or with hash function &(dp, X) [9].

D. IBE WITH CHOSEN CIPHERTEXT SECURITY

The technique used in Boneh & Franklin scheme is
providing security of Chosen Plaintext attack only. Using
Fujisaki-Okamoto transformation, Basicldent scheme is
redefined as ‘Fullldent’ by Boneh & Franklin to provide
Chosen Cipher-text Security (IND-ID-CCA). It’s also based
on Bilinear Pairing and BDH assumption.

In this scheme, message M has length I.

The setup() function is same as Basicldent scheme.

Additionally we add function Hg: {0,1} x {0,1}' - Z, and
H.: {0,1} — {0,1}".

The extract() function is working same as previous scheme.
The encrypt() function encrypts the | length message M
under the public key ID, calculate Q,p = H.(ID) € G*
select a random o € {0,1}', set random bits r= Hs(c, M) and
set the Cipher to C={rP, 0 @ H; (g[p). M @ H(o)}, where
gip=6(Qip,Prkc) E F.

In the decrypt() function, we have C= {X,Y,Z} cipher text
with public key ID. To decrypt the C using private key dp €
G*. Now It computes Y@ H,(é(dp, X))= 0 and Z @ Hy(o) =
M. Set the random bits r = Hz(o,M). Now test the X = rP, if
now then reject the Cipher otherwise M is the decrypted
message from cipher C.

The Basicldent is efficient due to less computation. The IBE
Fullldent can provide stronger security than the IBE
Basicldent. But in both scheme, the opponent can request
the private key to the PKG centre for the identity of its
choice and can issue adaptive chosen cipher-text and chosen
identity queries. So, opponent can adaptively chose identity
it wants to attack [9].

E. IBEWITHOUT RANDOM ORACLE MODEL

Above both schemes are with Random Oracle Model. Dan
Boneh and Xavier Boyen give the efficient IBE scheme
without Random Oracle Model based on Selective-1D,
chosen plaintext secure. This IBE scheme is efficient based
on Decision BDH Inversion assumption.

1) g-Decision BDH Inversion Problem:

It is defined as, for given instance as input (P, aP, a’P a’P,
..., a%P) € G* for a € Z:, which computes é(P, P)* € G* If
a=1 then it is equivalent to the standard BDH. The
assumption says that g-BDHI holds in G in no t-time
algorithms has advantage to solve -Decision BDHI
problem in G [10].

In this scheme, G is bilinear group of prime order p. Public
keys ID € Zg. Message M € G; has length |.

The setup() function defines public parameters params=(P,
P*, P¥) and master key=(x,y).

The key-gen() function generates private key d,p for the ID
by picking up random r € Z, and computes K = p/(P>™)
€ G. And outputs the private key dp = (r,K).

The encrypt() function encodes the message M under public
key ID, take a random b € Zg, and gives output of cipher C
= (PsPpxs pys  e(P,P)S-M). Where, e(P,P)S is pre-
computed, so encryption does not require to compute.

The decrypt() function decodes the C(X,Y,Z) using private
key dp and outputs M = C / (e(XY",K)). Where XY'=
P(l/(ID+x+ry)) [10].

When ID+ x+ ry =0, then key-gen() tries again with new
random value of r. Efficiency is better than the standard IBE
system because in decryption none operation of pairing.
Randomization is essential, due to this, in the current
scheme key generation is randomized compared to standard
IBE [11].

Before this scheme, Canetti, Halevi and Katz gave the
Selective-1D Model, which is weaker than described model.

F. IDCOMBY IBE MODEL

This model provides security against chosen plain text
attacks in the random oracle model by assuming the variant

All rights reserved by www.ijsrd.com| 2392



A study on Identity Based Encryption Methods for Cloud Computing
(IISRD/Vol. 1/1ssue 11/2014/0017)

of Computational Diffie-Hellman Problem. It combines the
best provision of IBE and public key encryption [12].

1) Computation Diffie-Hellman Problem:

It is defined as, for given instance as input (P, aP, bP) € G,
for some a, be Zg, which computes the abP. The assumption
says that the success probability for any attacker’s
probabilistic, 0/1 valued algorithm in polynomial time is
negligible [6].

It uses the six randomized algorithms are Setup(),
SetKeyPair(), Certify(), Extract(), Encrypt() and Decrypt().
It uses the semantic security IND-ID-CPA and IND-ID-
CCA. It challenges the adversary on Public Key ID of its
choice. It is semantic secure assuming BDH assumption. In
this scheme, two new algorithms are defined which provides
better efficiency.

For proving this assumption, they use Public Key
Encryption scheme named BasicPub. It is having algorithms
keygen(), encrypt(), decrypt(). So, the IND-ID-CPA attack
on this model converted to IND-CPA attack on BasicPub. In
this step, if it shows that attacker doesn’t get succeed in
private key extraction query then we say that IND-CPA is
secure for BDH assumption. Otherwise it needs to prevent
attacker through the IBE scheme.

This scheme is efficient and computational than the standard
IBE. It has same problems as IBE like key escrow. And
private key distribution makes difficult communication
because private key must send by secure channel [12].

G. |IDENTITY BASED-MEDIATED RSA

It secures against Chosen Ciphertext Attack under the
Random Oracle Model with OAEP (Optimal Asymmetric
Encryption Padding). By allowing optional public key, it
provides easy transition to standard PKI scheme.

As we know the basic ability of IBE is to allow sender to
encrypt message using receiver’s identity and other public
information. The idea behind IB-mRSA/OAEP is the use of
common RSA modulus n for all users within the system.
That modulus is public and contains the certificate issued by
CA.

This scheme has an important assumption that the attacker
will be unable to compromise the SEM.

The setup() function, generates the RSA modulus for all n
users in the system. For that, it randomly select two higher
primes &’ and b’ of k/2-bits such that a=2a’ + 1 and b=2b" + 1
are also primes and set n=ab, where n € Zg .

The keygen() function generates pubic Exponent & using the
PKG form the ID, which has same length as modulus. And
ensures that & is odd and & € @(n). So, é=0° || PKG(ID) || 1
where s=k-|PKG()|-1, is used to set least significant bit.
Now, that public exponent is used to generate the key d\p =
1/é& mod @(n) and for SEM dsgy = (d- dip) mod @(n).

The encrypt() process gets the information n, k and
PKG(ID) and encrypts the message M with (&, n) using
standard RSA with OAEP.

The decrypt() function is executed by User and SEM
parallel. SEM does decryption on cipher C by Mggy = C*EM
mod n. And user also does by Mg = M%5 mod n. Both
Messages are combined M’ = (Msgym * Myser) mod n and then
M’ is decoded to original message M by OAEP [13].

This scheme provides the security against the chosen
Ciphertext attack. The attacker can’t get the message by

attacking only the users’ private or public key because the
key is distributed between SEM and user. It has same
structure as Bohen-Franklin IBE scheme, but IB-mRSA is
easy to deploy than BF-IBE. Another advantage is that IB-
mRSA is fully compatible with RSA. It is also fully
compatible to PKI if there can be used optional individual
certificates. It also provides better performance than BF-IBE
in key generation and encryption process. BF-IBE provides
periodic revocation whereas m-RSA provides revocation per
operation.

In BF-IBE, the PKG knows the users’ secret key, so the
compromise of PKG will result system break. But in
compromise of SEM will not result in users’ secret key
compromise. But due to the Shared RSA Modulus, if SEM
does any secret agreement with a user will result in all users’
secret key compromise [13].

IV. FUTURE WORK

The efficient method IB-mRSA scheme can be improved by
modifying mapping functions, which improves performance
than the current scheme which makes encryption more
expensive because of public exponent is random. So
modified mapping function can make efficient RSA
exponents.

V. CONCLUSION

Identity Based Encryption (IBE) is used for the encryption
and digital signature. IBE provides the better security
against the different attacks by intruder. In IBE, the key
management is easy than the standard Public Key
Infrastructure. The chosen plaintext attack, chosen
Ciphertext attack, denial of service, man-in-the-middle
attack, such attacks are easily prevented by implementing
the IBE through different methods.

IBE reduces the workload of the system which provides the
security by removing the Certificate requirement and
checking for the public key of user who participates in the
communication. IBE will not deal with Certificate Authority
(CA) for the pubic key. Instead of it uses the Private Key
Generator (PKG) function which enhances the performance
and efficiency of security and also reduces the cost.
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