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Abstract--- A number of privacy-preserving routing schemes
has been proposed. But the existing anonymous routing
protocols mainly consider anonymity and partial
unlinkability in MANET due to incomplete content
protection. The design of USOR (Unobservable Secure On-
Demand Routing Protocol) provides complete unlinkability
and content Unobservability for all types of packets. It is
efficient as it uses a novel combination of group signature
and ID-based encryption for route discovery. Security
analysis demonstrates that USOR can well protect user
privacy against both inside and outside attackers. The
simulation results on ns2 shows that the USOR has
satisfactory performance compared to AODV and also
achieves stronger privacy protection than existing schemes.
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. INTRODUCTION

A. PRIVACY PRESERVING PROPERTIES

Anonymity is the state of being not identifiable within a set
of subjects, the anonymity set. Unlinkability of two or more
item of interest (IOI) from an attacker’s perspective means
that the attacker cannot sufficiently distinguish whether the
IOI’s are related or not. Unobservability of IOl from an
attacker’s perspective means that the attacker cannot
sufficiently distinguish whether it exists or not.

B. PROBLEM DESCRIPTION

The main objective is to find a path which is not directly
observable, secured based on node’s trust level. The
communication should hold the property of Anonymity,
Unlinkability, and Unobservability.

C. PROBLEM IDENTIFICATION

A number of privacy-preserving routing schemes have been
proposed. And the drawbacks in existing anonymous routing
protocols are listed below:

1) Existing anonymous routing protocols mainly
consider anonymity and partial unlinkability in
MANET.

2) Complete unlinkability and unobservability are not
guaranteed due to incomplete content protection.

3) Existing schemes faces source traceback attacks as
information like packet type and sequence number
etc. can be used to relate two packets, which breaks
unlinkability.

4) Unlinkability alone is not enough in hostile
environments as a passive attacker can mount traffic
analysis based on packet type.

5) A hint on using which key for decryption should be
provided in each encrypted packet, which demands

careful design to remove linkability

D. PROBLEM SOLUTION

Content Unobservability, no useful information can be
extracted from content of any message. It is achieved by
employing anonymous key establishment based on group
signature. Traffic Pattern Unobservability, no useful
information can be obtained from frequency, length, and
source-destination patterns of message traffic. It is achieved
by including traffic padding [2] and M1Xes [3] mechanisms.

Il. USORPROTOCOL

A. MODULES

The process has been divided into three modules. They are
as follows:
1) Key Generation
1. Group Signature Scheme.
2. ID-based Encryption Scheme.
2) Anonymous Trust Establishment
3) Privacy-Preserving Route Discovery
1. Route Request.
2. Route Reply.
3. Attack Analysis.
4. Data Transmission.

B. OVERALL PROCESS
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Fig. 1: Overall process

C. KEY GENERATION

Group signature scheme is a method for allowing a member
of a group to anonymously sign a message on behalf of the
group. Key server generates a group public key PUgp which
is publicly known by everyone. It generates a private group
signature key PRx for each node X. ID-based encryption is a
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type of public-key encryption in which the public key of a
user is some unique information about the identity of the
user, which allowed users to verify digital signatures using
only public information such as the user's identifier.

D. ANONYMOUS TRUST ESTABLISHMENT

Fig.2 describes about the flow chart of anonymous trust
establishment. Every node in the ad hoc network
communicates with its direct neighbors within its radio
range for communication. Source node ‘S’ with a private
signing key PRS and a private ID-based key KS in the ad
hoc network communicate with its direct neighbors.

S generates a random number rS using random generator. It
computes a signature of rS using its private signing key PRS
to obtain SIGPRs(rS).

‘ Node ‘s’ broadcasts its Signature message |

Direct ne|ghbors K receives it

Invalid ¢ Valid

I

X computes its Sign, Session Key(s, X) |

|

‘ Sendsitto S ‘

Valid Invalid
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‘ Computes Session key(S,X) and its local broadcast key to ¥ |
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Decrypts using Session Key(S,X)to get local broadeast key of §

Fig. 2: Flow Chart for Anonymous Key Establishment
Anyone can verify this signature using the group public key
PUgp. S broadcast (rS,SIGPRs(rS)) within its neighborhood.
X neighborhood of S receives (rS, SIGPRs(rS)), verifies the
signature  on  successful  verification it computes
SIGPRXx(rS|rP) using its private signing key PRX and rX
X’s random number. X computes the session key kSX =
H(rSrX), and replies to S with message (rX, SIGPRx(rS|rP),
EKsx(kx[rS|rX)) where kx is X’s local broadcast key. S
verifies the signature inside the message from X. On valid
signature ‘S’ proceeds to compute the session key with X as
kSX = H(rSrX). S generates local broadcast key ks, and
sends EKsx (kS|kX]|rS|rX) to its neighbor X to inform X
about the established local broadcast key. X receives the
message from S and computes the same session key as
kSX=H(rSrX). It then decrypts the message to get the local
broadcast key kS.

E. ROUTE REQUEST

The route request messages flood throughout the whole
network, while the route reply messages are sent backward
to the source node only. S chooses a random number rS, and
uses the identity of node D to encrypt a trapdoor information

Discard

that only can be opened with D’s private ID based key,
which yields ED(S,D, rS). S selects a sequence number for
this route request, and another random number NS as the
route pseudonym, which is used as the index to a specific
route entry. To achieve unobservability, S chooses a nonce
NonceS and calculates a pseudonym as NymS =
kSX(kS|NonceS).

Each node maintains a temporary entry in his routing table
(segno, Prev RNym, Next RNym, Prev hop,Next hop) where
segno is the route request sequence number, Prev RNym
denotes the route pseudonym of previous hop, Next RNym
is the route pseudonym of next hop, Prev hop is the
upstream node and Next hop is the downstream node along
the route.

S broadcasts the message: {NonceS, NymS, EKs (RREQ,
NS, ED (S, D, rS), seq. no.)}The size of a packet is 128
bytes. Source ID, and destination ID requires 4 bytes each.
Source location (X,y), source speed (X,y),and time stamp
requires 8 bytes each. Number once used, route nym and
encrypted packet requires 32 bytes each. ED (S, D, rS)
the data encrypted by destination’s key.

Each intermediate node decrypts the packet using the
session key generated, determines that it is a route request
and forwards the packet to the destination. After route
request reaches the destination node D, it starts to prepare a
reply message to the source node. Route reply messages are
unicast instead of broadcast is used to save communication
cost. D chooses a random number rD and computes a
ciphertext ES(D, S, rS, rD) showing that it is the valid
destination capable of opening the trapdoor information. A
session key kSD = H(rSrD|S|D) is computed for data
protection. Then it generates a new pairwise pseudonym
NymXD = H(kXD|NonceD) between X and itself. At the
end, using the pairwise session key kXD, it computes and
sends the following message to intermediate node X:
{NonceD, NymXD,EKXD(RREP,NX,ES(D, S, rS, rD),
seqno)}. Other intermediate nodes perform the same
operations as D does. Finally, the following route reply is
sent back to the source node S by intermediate nodes say
‘X S decrypts the ciphertext using the right key kSX and
verifies that ES(D, S, rS, rD) is composed faultlessly. Now
Sis ensured that D has successfully opened the route request
packet, and the route reply is really originated from the
destination node D.

F. ROUTE REPLY

X unicasts the message: {NonceD,NymXD,EKXD(RREP,
NX, ED(S, D, rS, rD),seq. no.)}The size of a packet is 128
bytes. It is same as route request packet format.

Each intermediate node decrypts the packet using the
session key generated, determines that it is a route reply and
forwards the packet to the source.

G. DATA TRANSFER

Source node S after successfully finding of a route to the
destination node D, S starts unobservable data transmission
under the protection of pseudonyms and keys. Data packets
from S must traverse X to reach D.

Format of data packets sent by S:NonceS, NymSX, EkSX
(DATA\NS, seqno, EKSD(payload))

X receives message from S. X knows that this message is
for him according to the pseudonym NymSX. After
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decryption using the right key, X knows this message is a o o e | "l
data packet and should be forward it to D according to route — ===
pseudonym NS. —
X computes and forwards the data packet. Format of data g
packets sent by X:NonceX, NymXD, EKXD (DATA,NX, i
seqno, EkSD(payload)) 9
The data packet is further forwarded by other intermediate g
nodes until it reaches the destination node D. At the end, the
data packet is received by D. By looking up in the route
table, D knows himself as the destination of the packet. So
he is able to decrypt the encrypted payload with the session E :
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Fig. 11: Trusted nodes found to be Malicious

The capability of the proposed attack free unobservable
routing protocol is demonstrated via series of simulation
experiments using NS-2 Simulator. The number of nodes
being used is 20. The nodes are arranged randomly. Each
node represents the individual routers. The time taken for
overall experiment is 10 ms.

Fig. 8 describes the malicious node found. Fig.9 describes
the packet dropping nodes and in fig. 10 shows all the nodes
are trusted.

IV. COMPARATIVE ANALYIS

. - - Attacks
Protocol Unlinkability Unobservability detected
Provides Provides _content Malicious
USOR . - and traffic pattern
unlinkability - node attacks
unobservability
Does not Does not provide Does not
ANODR | provide unobservak?ilit deal with
unlinkability Y| attacks
Anon Does_ not Does not provide Does r}ot
DSR provide unobservability deal with
unlinkability attacks
Message
coding
. attack,
Provides Does not provide | message
MASK partial pre g
: - unobservability replay attack,
unlinkability S
timing
analysis
attack

Table 1 Comparative Analysis of Routing Protocols

V. PERFORMANCE ANALYSIS

Sr.No PARAMETERS VALUE
1 Routing Protocol USOR
2 Simulation time 10 ms
3 Simulation area 1000 x 1000 m
4 Number of nodes 50
5 Traffic type CBR
6 Maximum connections 10
7 Wireless-Radio-Range 250m
8 Average-Node-Speed 0-5 m/s
9 Source-De_stination— 25

Pairs

10 Traffic-Type 512-byte
11 Traffic-Frequency 4
12 Wireless-Bandwidth 2Mbps
13 Node-Pause-Time 0s
14 Key-Update-Interval 40s
15 Average-Hops 2.90
16 Average-Neighbours 12.69

Table 2: Simulation Parameters Table

A. Packet Delivery Ratio
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Fig. 12: Packet Delivery Ratio

In fig.12 the packet deliver ratio between AODV and USOR
are calculated. The performance of USOR is slightly lesser
than AODV but has performance above 80%.

B. Packet Delivery Delay
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Fig. 13: Packet Delivery Delay

All rights reserved by www.ijsrd.com| 2388



Unobservable Secure On-Demand Routing Protocol (USOR) For MANET
(IJSRD/Vol. 1/Issue 11/2014/0016)

In fig.12 the packet deliver delay between AODV and
USOR are calculated. The delay of USOR is lesser than
AODV when the speed increases.

VI. CONCLUSION

Privacy-preserving routing is crucial for some ad hoc
networks that require stronger privacy protection. USOR is
an Unobservable Secure On-demand Routing protocol for
mobile ad hoc network that achieves unlinkability and
unobservability by employing anonymous key establishment
based on group signature. AODV and USOR are
implemented on ns2 simulator and their performances are
evaluated. The security analysis demonstrates that USOR
not only provides strong privacy protection, but it is also
resistant against attacks due to malicious node and its
performance is almost equivalent to AODV.

VIl. FUTURE WORK

In future the nodes causing denial of service attacks should

be detected and making USOR a secure quality of service
(QoS) aware routing protocol. Along with this the speed of
the mobile nodes can be improved and the performance can
be analyzed.
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