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Abstract — A huge number of user-generated messages are
created each day on social media platforms. Messages may
contain abusive or toxic messages which could cause
cyberbullying, mental harassment, and emotional
disturbance. The keyword-based approach fails to understand
the context and is incapable of handling different languages
such as english, hindi, marathi. This paper showcases
SafeSpeak, which is a real-time message filtering system
based on a Bidirectional Encoder Representations from
Transformers (BERT) based transformer approach which
would prevent toxic messages from being posted. SafeSpeak
handles multiple languages as well as mixed languages such
as english, hindi, and marathi, and tests messages at the time
of submission to prevent the posting of abusive messages. We
are using BERT to create our system. Using BERT gives us
better results because the system is able to comprehend the
context as well as be more accurate. The system have a good
accuracy rate as well as an adequate response time which will
make it effective for real-life application.

Keywords: Content Moderation, Multilingual NLP, Trans-
Former, BERT, Sequence Classification, Social Media,
Toxicity Detection.

I. INTRODUCTION

Today, social media is a big part of our daily life. People use
it to share posts, comment, and send messages. But with this
communication, there is also a lot of abusive language, hate
speech, and harassment online. This affects users mental
health and makes online spaces unsafe. Many news reports
and studies have highlighted hot online toxicity impacts
individuals, especially teenagers and young adults. Large
companies like Meta and X (Twitter) remove millions of
harmful posts regularly. This shows that online toxicity is a
serious and growing problem.

Social media platforms get a huge number of posts
and messages every second, so it is impossible for people to
check everything manually. Many people change spelling,
use slang, mix languages, or write multiple languages in
English letters. Because these systems only look for specific
words and do not understand the full meaning, they often fail
to detect harmful content. Modern Al models like BERT can
understand meaning better, many existing systems only
support one language or ignore regional languages. In a
country like India, where people mix English with multiple
languages while typing, this becomes a major limitation.

We made SafeSpeak to fix this problem. The goal is
to detect and block the toxic messages automatically before
being sent. It’s a real-time system that uses BERT to find and
block harmful or abusive messages in chats. It quickly checks
messages before they are sent, making conversations safer
and allowing for upgrades and support for multiple languages
in the future. We use BERT methods like tokenisation,
attention, understanding context, transfer learning, and fine-

tuning on trained data to make things more accurate and
better under-stand what people mean.

II. LITERATURE REVIEW

In recent years, scientists have utilized machine learning and
deep learning techniques like CNN, LSTM, BERT, and
combinations thereof to identify toxic or abusive content,
along with building safety tools and emergency alerts to
ensure user safety on the internet.

Women safety applications have been widely
developed in recent years [1]-[5]. Several studies have
explored safety and mental health interventions [6], [7].
Toxic content detection has gained significant attention in
recent years [8]-[12]. Deep learning models such as BERT
and hybrid techniques are widely used for toxicity detection
[13]-[16]. Multilingual and real-time toxicity detection has
also been explored [17]-[19]. Various machine learning
techniques have been applied for toxic comment
classification [20]-[24]. Several web-based systems have
been developed for toxic comment moderation [25]—[27].
Recent studies focus on advanced datasets, benchmarking,
and detection challenges [28]-[32]. Numerous studies have
addressed toxic comment classification using NLP
techniques [33]-[39]. Toxic comment detection has been
widely studied using various approaches [19], [28], [40].
Real-time and multilingual offensive content detection has
been explored to enhance global digital safety [18]. Machine
learning techniques have been effectively applied for toxic
comment classification [20]. Deep learning models,
particularly BERT-based approaches, have shown improved
performance in toxicity detection tasks [14]. Deep learning
and hybrid models such as BERT, CNN, and LSTM have
been widely used for toxic comment classification [16], [36],
[38], [39]. Advanced approaches including real-time
detection and reinforcement learning techniques have been
proposed for improving toxicity detection systems [30], [32].
Traditional machine learning algorithms have also been
applied for classifying online toxic comments [37]. Online
toxicity and its challenges have been widely studied in recent
research [29]. Deep learning-based approaches have been
extensively used for toxic comment detection [13], [15], [41].
Natural Language Processing techniques have been applied
for detecting and classifying toxic content in social media
[27], [33]. Various machine learning algorithms and
performance analyses have been conducted for toxicity
classification [21]-[24]. Several classification models have
been developed for detecting toxic comments on online
platforms [34], [35]. Web-based systems and applications
have been proposed for real-time toxic comment moderation
[25], [26]. Al-driven approaches have also been explored for
real-time detection and intervention in online harassment
[31].

Even with recent improvements, some challenges
still exist. Many current systems are designed for only one

All rights reserved by www.ijsrd.com 327



SafeSpeak: A Real-Time Message Filtering System for Safe Guarding Against Toxicity using BERT

(IJSRD/Vol. 14/Issue 3/2026/068)

language, have difficulty handling mixed-language text, and
are not easily integrated into real-world applications. In
addition, Indian regional languages have received less
attention, especially when used with English. To overcome
these issues, the pro-posed SafeSpeak used a multilingual
transformer-based model that is directly integrated into a
social media platform. This system allows real-time
monitoring and filtering of comments and messages in
english, hindi, and one of the regional languages, Marathi.

III. PROPOSED METHODOLOGY

The SafeSpeak methodology outlines a structured approach
for efficiently moderating user-generated content in real time.
It defines the overall system design, key components, and the
operational workflow, all organized using a layered
architecture to ensure scalability and performance.

Unlike traditional approaches that rely mainly on
keyword-based filtering or basic machine learning
techniques, the proposed system utilizes a transformer-based
BERT model for advanced language understanding. This
enables the system to analyze the contextual meaning of
messages rather than relying only on specific words or
patterns.

Many existing systems struggle to correctly interpret
user intent, especially in cases involving sarcasm, slang, or
mixed-language inputs. In contrast, the BERT-based
approach processes text bidirectionally, considering both
preceding and succeeding words in a sentence. This allows
SafeSpeak to capture deeper linguistic nuances and deliver
more accurate toxicity detection.

Overall, the methodology ensures that each message
is thoroughly analyzed before being processed, enabling
reliable identification and filtering of harmful or abusive
content in real time.

A. System Architecture

The architecture of SafeSpeak is based on the principle of
layers and this provides for the scalability, security, and real-
time moderation of the system. Each layer serves a specific
purpose and functions together with other layers via a
predefined interface. This system architecture consists of
three major components:
1) Presentation Layer
2) Application Layer
3) Data Tier

In total, three layers can be merged into one process
within the system. The presentation layer involves the
development of an interface that would carry out the
responsibilities such as user authentication, user search, and
messaging using JavaScript and MUI. These tools would
enable dynamic con-tent generation and integration of ready-
made components on the front-end part. In turn, JSON would
serve as the communication format between the two sides due
to its lightweightness. The application layer will concern
itself with authentication and authorization, request
processing and validation, as well as moderation engine
interaction; Axios would serve as a tool for transferring
information from/to the server, websocket would be
responsible for sending messages without refreshing the web
page, while FastAPI will be responsible for request
processing. Backend layer will be implemented via Python

programming language due to the efficiency of the latter for
machine learning and NLP problems; specifically, the BERT
algorithm will be realized in the form of PyTorch libraries.

Presentation Layer

¢ Chat Interface
* Messaging System
e Search Users

Application Layer

¢ Authentication

¢ AP| Handling

* Message Routing
BERT-based Model

Database

Multilingual Detection
¢ Clean / Vulgar
Classification

Fig. 1: System Architecture
The layers of architecture are designed to provide a
separation of concerns. The front end is designed to be user-
friendly; the API layer is used for secure communication of
data; the back end is used to manage the user database and
message database.

B. Toxicity Detection Framework

Framework for Toxicity Detection
The proposed framework consists of four sequential layers,
i.e., preprocessing, tokenization, encoding, and classification,
which process the user messages.
1) Preprocessing Layer:
In this initial stage, the input text is cleaned and normalized
to ensure consistency. The process involves converting all
characters to lowercase, removing unwanted symbols or
noise, and standardizing the text format. These steps help
improve the overall effectiveness and reliability of the model.
2) Tokenization Layer:
During this phase, the processed text is divided into smaller
units called tokens using the BERT tokenizer. Special tokens
such as [CLS] (classification token) and [SEP] (separator
token) are appended to define the structure and boundaries of
the sequence.
3) BERT Encoding Layer:
In this layer, the tokenized input is passed through a
pretrained BERT model to obtain contextual embeddings.
Unlike conventional methods, BERT captures the meaning of
words by analyzing both preceding and succeeding context
within a sentence. Contextual Representation: The contextual
representation of the input sequence is defined as:

H = BERT(E)

All rights reserved by www.ijsrd.com 328



SafeSpeak: A Real-Time Message Filtering System for Safe Guarding Against Toxicity using BERT

(IJSRD/Vol. 14/Issue 3/2026/068)

where H represents the final contextual embedding,
and E denotes the input embedding composed of token,
positional, and segment embeddings. This enables the model
to better understand semantic relationships in the text.
4) Classification Layer:
In the final stage, the contextual embeddings are used to
classify the input message as toxic or non-toxic. The classifier
processes the encoded representation and produces a
probability score, which determines whether the message
should be allowed or blocked.
The contextual representation is defined as:

QKT
Attention(Q,K,V ) = softmax< - )
k

where:

— H denotes the final contextual hidden representation of
the input sequence produced by the BERT model.

— BERT() represents the Bidirectional Encoder
Representations from Transformers model, which
encodes input tokens using bidirectional self-attention.

— E is the input embedding matrix that includes token

embeddings, positional embeddings, and segment
embed-dings.
E= Etoken + Eposition + Esegment
where:

o Eiken represents embeddings- of individual tokens
(words/subwords).

o Eusition €ncodes the position of each token in the
sequence.

e  Eggment distinguishes between different sentences
(useful in sentence-pair asks).
5) Classification Layer:
The classification layer predicts whether the message is toxic
or non-toxic using the final hidden representation: [14]
y=ocW -H+ b)
— 'y denotes the output probability of the message being
toxic, ranging between 0 and 1.

— o(") represents the sigmoid activation function, defined
1

1+e

as o(x)-—=which maps the output to a probability
value.

— W is the weight matrix of the classification layer, learned
during training.

— His the final hidden representation vector obtained from
the BERT model.

— b is the bias term added to the linear transformation.

— W H + b represents the linear combination of features
before activation.

C. Algorithm 3: BERT-Based Toxicity Detection Algorithm

The BERT-based toxicity detection algorithm describes the
complete end-to-end workflow, including receiving the input
text, processing it, analyzing it, and determining whether the
input text is toxic or non-toxic. The algorithm incorporates
pre-processing, tokenization, contextual embedding using
BERT, classification, and result handling.
1) Function: Preprocess

1) function PREPROCESS(T )

2) T « convert T to lowercase

3) T « remove special characters and noise

4) T « normalize the text

5) return T
6) end function
2) Function: Tokenize
1) function TOKENIZE(T)
2) tokenize text into tokens
3) add special tokens (CLS, SEP)
4) return X
5) end function
3) Function: Embed
1) function EMBED(X)
2) convert tokens into embedding vectors
3) return E
4) end function
4) Function: Encode
1) function ENCODE(E)
2) pass embeddings through BERT model
3) compute contextual representation H
4) return H
5) end function
5) Function: Classify
1) function CLASSIFY(H, 8)
2) compute toxicity probability score y
3) if y> & then

4) return Block
5) else

6) return Allow
7) end if

8) end function
6) Function: Store

1) function STORE(T, y)

2)  store the input text and prediction result

3)  return stored record

4) end function
Algorithm 1 BERT-Based Toxicity Detection Algorithm
Require: Input text T, threshold &

Ensure: Decision (Block/Allow)

1) Receive T

2) T « Preprocess(T)

3) X « Tokenize(T)

4) E < Embed(X)

5) H < Encode(E)

6) Y « Classify(H)

7) if y> 3 then

8) return Block

9) else

10)  return Allow

11) end if

12) Store(T,y)

The Algorithm 1 provides a structured approach for
detecting toxic content in real-time user messages. It takes
input text T and threshold ¢ and outputs a decision indicating
whether the content should be blocked or allowed. The text is
first preprocessed to remove noise and normalize input. It is
then tokenized and converted into embeddings. The BERT
model encodes the input into a contextual representation,
which is used by the classifier to compute a toxicity score y.
Based on the threshold 3, the system decides whether to block
or allow the message. Finally, the result is stored for
monitoring and future analysis.
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The overall time complexity of the algorithm is primarily
influenced by the BERT encoding step. Preprocessing and
tokenization operate in linear time with respect to the input
length n, i.e., O(n). The BERT model introduces higher
computational complexity due to transformer operations,
typically approximated as O(n?). Hence, the overall
complexity can be expressed as O(n?), making the approach
suitable for real-time message filtering.

D. Experimental Setup

The performance of the proposed BERT-based Toxic
Comment Detection System is evaluated using four key
parameters: Accuracy, Precision and Recall, F1-Score These
metrics help analyze how effectively the model identifies
toxic content while minimizing errors.

E. Results and Analysis

1) Accuracy Comparison:
The proposed models are consistently performing well in

terms of classification accuracy, with transformer
architecture proving to be the most efficient:
- SVM: 78.0 £ 2.8

~  CNN:82.0+25

~ LSTM: 85.0 + 2.3
~ Hybrid: 87.0 + 2.1
- BERT: 92.0+ 1.8

Accuracy Comparison
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Fig. 2: Accuracy Comparison Across Platforms

2) Precision and Recall Comparison:
Precision and recall figures reveal continuous improvement
for all models, where BERT performs better than other
models for both metrics:

—  SVM: 75.0 + 3.0 (Precision), 74.0 + 3.1 (Recall)

— CNN: 80.0 + 2.7 (Precision), 79.0 + 2.8 (Recall)

— LSTM: 83.0 + 2.4 (Precision), 82.0 + 2.5 (Recall)

— Hybrid: 85.0 + 2.2 (Precision), 84.0 £ 2.3 (Recall)

— BERT: 91.0 £ 1.9 (Precision), 90.0 + 2.0 (Recall)

Precision & Recall Comparison
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Fig. 3: Precision and Recall Comparison
3) FI-Score Comparison:
The F1 measure proves that the sophisticated models have an
edge since it considers both precision and recall in its
computation:
- SVM:74.0+3.0
— CNN:79.0+2.7
— LSTM:82.0+24
— Hybrid: 85.0£2.2
— BERT:91.0+1.9
F1 Score Comparison
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Fig. 4: F1 Scores Comparison Across Platforms

F. Key Findings

The experimental results demonstrate that: These results
show that the proposed BERT-based model improves toxicity
detection using contextual understanding, achieving high ac-
curacy, precision, and recall. It effectively captures meaning,

sarcasm, and intent, ensuring reliable, real-time, and
consistent predictions.

IV. CONCLUSION AND FUTURE WORK

This paper presents a structured plan for the design and
implementation of SafeSpeak, an intelligent real-time
toxicity detection system aimed at enhancing safety across
digital com munication platforms. The proposed work
emphasizes the development of a multilingual content
moderation framework using advanced Natural Language
Processing techniques and transformer-based models such as
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BERT for accurate sequence classification and toxicity
identification. The methodology outlined in this synopsis
highlights the integration of scalable architecture, automated
moderation pipelines, and context-aware language processing
to ensure efficient and reliable detection of harmful content
across diverse languages. The planned system is expected to
improve chat platform safety, reduce manual moderation
effort, and provide a deployable and adaptable solution for
large-scale social media environments. The synopsis
establishes a clear framework, objectives, and
implementation strategy that demonstrate the technical
feasibility and academic significance of the proposed project.

REFERENCES

[1] K. Lalitha, K. Iyshwarya, and N. Janani, “W-alert:
Empowering women’s safety with one tap video
recording and voice sos location sharing to police,” in
2025 5th International Conference on Soft Computing
for Security Applications (ICSCSA). 1IEEE, 2025, pp.
522-527.

[2] S. Patel, J. Shah, D. Patel, and H. Shah, “Aurasafe: A
voice-activated mobile safety application for women,”
INTERNATIONAL JOURNAL OF ENGINEERING
DEVELOPMENT AND RESEARCH, vol. 13, no. 4, pp.
225-231, 2025.

[3] V. Pavan Kalyan, “Safetrack—lady protection web
application,” 2025.

[4] N. Mishra, A. Puri, M. Singh et al., “A mobile
application for women’s safety: Myguard,” in 2023 5th
International Conference on Advances in Computing,
Communication Control and Networking (ICAC3N).
IEEE, 2023, pp. 1601-1605.

[5] S. Dhananjeyan, R. A. TG, and N. Kumar, “Her shield:
Women safety system using voice ai,” in 2025
International Conference on Intelligent Computing and
Control Systems (ICICCS). IEEE, 2025, pp. 948-953.

[6] R.P.Poudel, D. Jefferies, S. P. Pathrose, P. M. Gutierrez,
and L. M. Ram-jan, “Contextualisation of the safetalk™
suicide prevention program: A descriptive qualitative
study,” Health Expectations, vol. 29, no. 1, p. €70605,
2026.

[7] R. Pokharel Poudel, D. Jefferies, S. Perumbil Pathrose,
and L. M. Ramjan, “Contextualisation and evaluation of
the preliminary effective-ness, feasibility —and
acceptability of the s afe talk suicide prevention
programme for secondary school students: Protocol for a
multi-method study,” Journal of Clinical Nursing, 2025.

[8] M. Dehghani, “Linguistic shields: Safeguarding against
harmful con-tent.”

[9] ——, “A comprehensive cross-language framework for
harmful con-tent detection with the aid of sentiment
analysis,” arXiv preprint arXiv:2403.01270, 2024.

[10]J. Chan and Y. Li, “Unveiling disguised toxicity: A novel
pre-processing  module for enhanced content
moderation,” MethodsX, vol. 12, p. 102668, 2024.

[11]N. AlDahoul, M. J. Tan, H. R. Kasireddy, and Y. Zaki,
“Guardians of digital safety: benchmarking large
language models in the fight against online toxicity,”
Journal of Big Data, vol. 13, no. 1, p. 6, 2026.

[12]M. Berbatova and T. Vasev, “Detecting toxic language:
Ontology and bert-based approaches for bulgarian text.”

[13]A. O. Ibitoye, O. O. Oladosu, I. Olaleye, and O. N.
Emuoyibofarhe, “A context-aware bert framework for
detecting and modeling the mental health impact of
online toxic language,” Data Science and Management,
2026.

[14]R. Singh, R. Kashyap, and V. Sharma, “Toxic comment
analyzer using bert: A deep learning approach for
toxicity detection,” in 2023 Second International
Conference on Informatics (ICI). IEEE, 2023, pp. 1-6.

[15]B. S. Lakshmi, T. Shravya, L. Yaswitha, S. Shahin, and
V. Vijayadeepa, “Toxinet: A deep learning framework
for online comment toxicity detection,” in 2025
International Conference on Inventive Computation
Technologies (ICICT). IEEE, 2025, pp. 1-6.

[16] A. Jessica, M. S. Sugiarto, S. Achmad, R. Sutoyo et al.,
“A hybrid deep learning techniques using bert and cnn
for toxic comments classi-fication,” in 2024
International Conference on Information Management
and Technology (ICIMTech). IEEE, 2024, pp. 393-398.

[17]1A. Pal, P. Hansdak, G. Raj, A. S. Verma, and A. P.
Agrawal, “Filtering toxicity in multilingual social media
conversations: A step towards safer online interactions,”
in Artificial Intelligence and Sustainable Innovation.
CRC Press, 2026, pp. 170-176.

[18]G. Nagarajan, R. Durga Meena, B. Rakesh, A. Abhiram,
C. J. Kumar, and B. S. N. Prathap, “Real-time
multilingual offensive words detection: Enhancing
safety in global digital spaces,” in International
Conference on Signal and Data Processing. Springer,
2024, pp. 137-148.

[19]P. Hatvani and Z. G. Yang, “Automated detection of
toxic comments in hungarian,” in Annales Mathematicae
et Informaticae, vol. 61, 2025, pp. 108—117.

[201P. Bajaj, A. Shimpi, S. Kumar, P. Jadhav, and A.
Bongale, “Developing an efficient toxic comment
detector using machine learning techniques,” in
International ~ Advanced Computing Conference.
Springer, 2023, pp. 284-297.

[21]M. A. Rahman, A. Nayem, M. Amjad, and M. S. Siddik,
“How do machine learning algorithms effectively
classify toxic comments? an empirical analysis,”
International Journal of Intelligent Systems and
Applications (IJISA), vol. 15, no. 4, pp. 1-14, 2023.

[22]S. Suresh, B. Yadav, S. Kumari, A. Choudhary, R.
Krishika, and M. TR, “Performance analysis of comment
toxicity detection using machine learning,” in 2023
International Conference on Computer Science and
Emerging Technologies (CSET). IEEE, 2023, pp. 1-6.

[23]R. Elakkiya, P. Varsha et al., “A comparison of word
embeddings for comment toxicity detection: Detection
power of computer,” in 2023 International Conference
on Communication, Security and Artificial Intelligence
(ICCSAI). IEEE, 2023, pp. 393-398.

[24]B. Naseeba, P. H. R. Sai, B. V. P. Karthik, C. Chitteti, K.
Sai, and J. Avanija, “Toxic comment classification,” in
International Conference on Hybrid Intelligent Systems.
Springer, 2022, pp. 872—-880.

[25]N. Prudhvish, G. Nagarajan, U. Bharath Kumar, B.
Harsha Vardhan, and L. Tharun Kumar, “Detox: A

All rights reserved by www.ijsrd.com 331



SafeSpeak: A Real-Time Message Filtering System for Safe Guarding Against Toxicity using BERT

(IJSRD/Vol. 14/Issue 3/2026/068)

webapp for toxic comment detection and moderation,” in
2024 International Conference on Trends in Quantum
Computing and Emerging Business Technologies. IEEE,
2024, pp. 1-5.

[26]R. K. Rayani, S. Tekula, S. K. Vattigunta, N. K. Kovi,
and K. Namitha, “Securecomment: Safeguarding online
discussions with intelligent toxic comment filtering,” in
2024 IEEE International Conference on Inter-
disciplinary ~ Approaches in  Technology and
Management for Social Innovation (IATMSI), vol. 2.
IEEE, 2024, pp. 1-6.

[271A. Abhijith and P. Prithvi, “Automated toxic chat
synthesis, reporting and removing the chat in telegram
social media using natural language processing
techniques,” in 2024 Fourth International Conference on
Advances in Electrical, Computing, Communication and
Sustainable Technologies (ICAECT). IEEE, 2024, pp. 1-
7.

[28]N. Babakov, V. Logacheva, and A. Panchenko, “Beyond
plain toxic: building datasets for detection of flammable
topics and inappropriate statements,” Language
Resources and Evaluation, vol. 58, no. 2, pp. 459-504,
2024.

[29]1G. K. Shahi and T. A. Majchrzak, “Defining,
understanding, and detecting online toxicity: Challenges
and machine learning approaches,” arXiv preprint
arXiv:2509.14264, 2025.

[30]N. J. Tofighi, H. Kaveh, K. Sailunaz, A. Elsheikh, Z.
Elgammal, S. AbuShaar, M. K. O zdemir, J. Rokne, and
R. Alhajj, “Toxic language and threat detection in social
media,” in 2025 11th International Con-ference on
Systems and Informatics (ICSAI). IEEE, 2025, pp. 1-6.

[31]B. Balakrishnan, S. Lakshay, N. Krupa, C. Niranjan et
al., “Leveraging ai for real-time detection and
intervention in online harassment,” 2025 Innovations in
Power and Advanced Computing Technologies (i-
PACT), pp. 1-6, 2025.

[32]A. Bodaghi, “Innovative approaches for real-time
toxicity detection in social media using deep
reinforcement learning,” Ph.D. dissertation, Concordia
University, 2024.

[33]A. K. Pal and S. Rai, “Toxicity tweet detection and
classification using nlp driven techniques,” in 2023 IEEE
International Conference on ICT in Business Industry &
Government (ICTBIG). IEEE, 2023, pp. 1-4.

[34]A. Vinod, K. Adithyan, M. Manoranjan, R. Riyaz, and
N. Arul, “Toxic comment detection and classifier,”
International Journal of Advanced Research in Computer
and Communication Engineering Impact Factor 8.102
Peer-reviewed & Refereed journal, vol. 13, no. 4, 2024.

[35]H. KH et al., “Toxic comment classifier on social media
platform.” i-Manager’s Journal on Computer Science,
vol. 10, no. 4, 2023.

[36]H. Gandhi, R. Bachwani, and A. Nanade, “Detecting
toxic comments using fasttext, cnn, and Istm models,” in
International Conference on Advances in Computing and
Data Sciences. Springer, 2023, pp. 241-252.

[37]C. S. Sreeja, M. A. Reddy, P. I. Reddy, R. Yashwanth,
and K. V. Sharma, “Classification of online toxic
comments using machine learn-ing algorithms,” Macaw

International Journal of Advanced Research in Computer
Science and Engineering, vol. 10, no. 1, pp. 49-56, 2024.
[38]T. Agrawal, S. Sankhwar, T. Chaudhary, and A.
Saraswat, “Social media toxic-text analysis using deep
learning techniques,” in International Conference on
Pervasive Knowledge and Collective Intelligence on
Web and Social Media. Springer, 2023, pp. 293-303.

[39]P. G. Shambharkar, H. Singh, H. R. Raghav, and H.
Verma, “Exploring the efficacy of deep learning models
for multiclass toxic comment classification in social
media using natural language processing,” in 2023
International Conference on Advances in Computing,
Communication and Applied Informatics (ACCAI).
IEEE, 2023, pp. 1-8.

[40]A. Alsharef, K. Aggarwal, Sonia, D. Koundal, H.
Alyami, and D. Ameyed, “[retracted] an automated
toxicity classification on social media using Istm and
word embedding,” Computational intelligence and
neuroscience, vol. 2022, no. 1, p. 8467349, 2022.

[41]S. Awasthi, S. K. Shukla, D. Sharma, D. Gupta, and A.
Tripathi, “Combating cyber abuse: A toxic comment
detection model using deep learning,” in 2025 3rd
International Conference on Communication, Security,
and Artificial Intelligence (ICCSAI), vol. 3. IEEE, 2025,
pp. 1723-1729.

All rights reserved by www.ijsrd.com 332



SafeSpeak: A Real-Time Message Filtering System for Safe Guarding Against Toxicity using BERT
(IJSRD/Vol. 14/Issue 3/2026/068)

B USHL

All rights reserved by www.ijsrd.com 333




