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Abstract — This research proposes a Zero-Trust Continuous
Authentication (ZTCA) framework to combat modern
session hijacking attacks, such as those from "Infostealer"
malware that steal active session cookies to bypass traditional
Multi- Factor Authentication (MFA). The framework
integrates two verification layers: a Behavioral Biometrics
layer that passively monitors user-specific patterns like
keystroke dynamics and mouse movements to calculate a
real-time "Trust Score,” and a Cryptographic Ambient
Signals layer that uses the Web Bluetooth API to perform a
challenge-response handshake, ensuring the physical
proximity of a trusted device and preventing MAC spoofing.
Implemented on a MERN-stack architecture, this multi-
modal approach is designed to significantly reduce the False
Acceptance Rate for hijacked sessions while maintaining low
latency and minimal disruption to the user, shifting security
from a single login event to a continuous trust model.
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I. INTRODUCTION

The cybersecurity landscape of 2026 has witnessed a
fundamental shift in attack methodologies, moving from
traditional credential theft to sophisticated session hijacking
techniques that bypass multifactor authentication (MFA)
entirely. Attackers now primarily target the session tokens
generated after a successful login, rather than the
authentication process itself

A. The Evolution of Session Hijacking

The cybersecurity landscape of 2026 has witnessed a
fundamental shift in attack methodologies, moving from
traditional credential theft to sophisticated session hijacking
techniques that bypass multi-factor authentication (MFA)
entirely. Attackers now primarily target the session tokens
generated after a successful login, rather than the
authentication process itself. This paradigm shift has
rendered traditional static authentication models increasingly
vulnerable, particularly against the rise of "Session-as-a-
Service" attacks and sophisticated "Infostealer" malware.

The core vulnerability lies in the fundamental design
of web authentication mechanisms. Traditional systems rely
on "static" entry-point validation, where MFA is only
performed at the start of a session. Once authenticated, users
receive session tokens (typically stored as browser cookies)
that function as bearer credentials—whoever possesses these
tokens gains immediate access without requiring re-
authentication. This design creates a critical security gap
where stolen session tokens provide attackers with
authenticated access to sensitive systems and data, bypassing
all initial authentication controls.

B. The Infostealer Malware Ecosystem

The 2026 threat landscape is dominated by a sophisticated
infostealer malware ecosystem operating on a Malware-as-a-
Service (MaaS) model. Advanced stealers like Storm and
Void Stealer have evolved beyond simple credential theft to
implement automated session restoration capabilities. For
instance, Storm, which emerged in early 2026, represents a
significant evolution by implementing server-side decryption
and automated session hijacking features. Operators can feed
a stolen Google Refresh Token and a geographically matched
proxy into Storm’s panel to silently restore a victim’s
authenticated session, effectively bypassing MFA. This
activity is fueled by a specialized dark web marketplace
economy.

Stolen session tokens and infostealer logs are readily
available for purchase, with individual logs often selling for
as little as. The low cost of attack, combined with high
potential returns, creates strong economic incentive 10 stolen
authentication cookie was sufficient to bypass MFA-
protected internal systems and exfiltrate 780 GB of source
code.

C. Limitations of Traditional Authentication Models.

Traditional authentication models suffer from several critical

limitations:

1) MFA Bypass Vulnerability: Multi-factor authentication
protects only the initial login process but provides no
protection against session token theft that occurs after
successful authentication. Attackers using Adversary-in-
the-Middle (AiTM) phishing kits intercept session
tokens in real-time after victims complete MFA
challenges, rendering MFA ineffective.

2) Session Token Design Flaws: Web applications issue
session tokens as bearer credentials without sufficient
contextual binding. Once issued, servers cannot reliably
distinguish between legitimate users and attackers
possessing the same token, creating a fundamental
identity verification gap.

3) Endpoint Security Limitations: Modern infostealers
employ sophisticated evasion techniques, including
syscall-level Endpoint Detection and Response (EDR)
bypass and runtime API resolution, which allow them to
bypass traditional endpoint security tools.

4) Economic and Operational Scale: The credentials and
sessions that stealers harvests are often the starting point
for lateral movement, data access that breaks established
patterns, and more targeted intrusions. Research
indicates that identityrelated issues drive nearly 90% of
all incident response investigations.
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D. The Need for Zero-Trust Continuous Authentication

The limitations of static authentication models have created
an urgent need for security frameworks that extend identity
verification throughout the entire session lifecycle. This
aligns with Zero Trust principles, where no entity is trusted
by default and verification is continuous.

Continuous authentication represents a fundamental
shift from a "single-point" to a "continuous" trust model,
where user identity is constantly re-validated based on
multiple contextual and behavioral factors.

Such systems work by passively monitoring user-
specific interaction patterns, such as keystroke dynamics
(dwell and flight time) and mouse movement trajectories, to
establish a real- time behavioral baseline or "Trust Score". If
anomalies are detected during an active session— such as
significant deviations from the behavioral profile or
suspicious contextual signals—the system can increase the
verification level, restrict access, or terminate the session to
mitigate risk. This continuous identity verification acts as a
crucial last line of defense, preventing attackers from moving
freely within a system even if they have stolen an active
session token.

The proposed Zero-Trust Continuous
Authentication (ZTCA) framework addresses these critical
gaps by integrating behavioral biometrics with cryptographic
ambient signals. This multi- modal approach is designed to
significantly reduce the False Acceptance Rate (FAR) for
hijacked sessions while maintaining usability, providing a
robust defense against the session-based exploits that
characterize the modern threat landscape.

II. LITERATURE REVIEW AND THEORETICAL FRAMEWORK

A. Evolution of Authentication Paradigms

Traditional web authentication has relied on static, entry-
point validation where Multi-Factor Authentication (MFA) is
performed only at session initiation. This model is
increasingly vulnerable in the 2026 threat landscape,
particularly to  "Session-as-a-Service"  attacks and
sophisticated "Infostealer" malware that bypass MFA by
stealing active session cookies.

The fundamental limitation is that conventional
MFA does not verify identity throughout the session
lifecycle, leaving authenticated connections exposed to
takeover via stolen tokens. Continuous Authentication (CA)
represents a paradigm shift. Unlike MFA, which only verifies
at login, CA monitors user identity continuously while the
session is active by analyzing real-time security metrics,
including contextual parameters (location, device attributes)
and unique behavioral patterns.

This approach directly counters session hijacking by
ensuring verification runs throughout the access session. If
anomalies are detected, the system can increase verification,
restrict access, or terminate the session to mitigate risk. CA
operates transparently in the background, collecting
telemetry, access context, and behavioral patterns to form a
dynamic user risk profile for real-time decision-making.

B. Zero-Trust Architecture Integration

Integrating Continuous Authentication within a Zero-Trust
Architecture (ZTA) creates a robust security framework.

Zero-trust operates on the principle of "never trust, always
verify," where no entity is trusted by default and every
activity is monitored. This aligns perfectly with CA’s
continuous verification model. Research demonstrates the
effectiveness of zero-trust continuous authentication using
behavioral biometrics, with keystroke dynamics highlighted
as a particularly effective modality. Protocols like the
Unconsciously Continuous Authentication Protocol (UCAP)
leverage behavioral biometrics within zero-trust to mitigate
risks like identity spoofing and authentication fatigue

C. Behavioral Biometrics

1) Keystroke Dynamics Fundamentals
Keystroke dynamics analyzes unique typing patterns. Key
features include:
—  Dwell Time: How long a key is held down.
— Flight Time: The interval between consecutive key
presses (also called digraph latency).
— Typing Speed Variations: Natural rhythm changes.
— Pressure Patterns: Force applied on pressure-
sensitive keyboards.

Recent advancements show significant performance
gains. The TypeFormer transformer architecture for mobile
keystroke biometrics achieves an Equal Error Rate (EER) of
3.25% using only 5 enrollment sessions of 50 keystrokes
each. The Instance-based Tail Area Density (ITAD) metric
for free-text authentication achieves EERs of 9.7% and 7.8%
for 100 and 200 testing digraphs, respectively, a substantial
improvement over previous state-of-the-art results[cite: 10].
The BioPrivacy system, a keystroke dynamics-based
Continuous Authentication system using a Multi-Layer
Perceptron (MLP), reports exceptional metrics: 97.18%
accuracy, 0.02% EER, and 0.02% False Acceptance Rate
(FAR).

2) Mouse Dynamics and Trajectory Analysis

Mouse dynamics authentication analyzes users’ natural
interaction patterns with pointing devices, offering a cost-
effective, non-intrusive complementary modality. It typically
involves time-series data of cursor positions, kinematic
features (speed, acceleration), and event data (clicks, scrolls).
The Mouse Authentication Unit (MAU) concept defines an
independent temporal sequence segment extracted from
continuous mouse trajectory data for efficient analysis.
Advanced  frameworks like  Local-Time  Mouse
Authentication (LT-AMouse) combine 1D-ResNet for local
feature extraction with Gated Recurrent Units (GRUs) for
temporal dependency modeling, achieving Area Under the
Curve (AUC) scores up to 98.52%. Research on mouse-
trajectory similarity measurement for authentication reports
97.7% AUC using a single classifier for all users, which
reduces computational costs for large-scale deployment.

3) Multi-Modal Authentication and Trust Score Calculation
Combining multiple behavioral biometric modalities creates
a more robust framework. Research on adaptive continuous
authentication using both keystroke and mouse behavior
patterns reports a 0% False Acceptance Rate (FAR),
demonstrating the strength of a multi-modal approach. The
core of such systems is a continuous trust or risk score
calculated from behavioral patterns. These models assess user
credibility dynamically throughout the session, rather than
relying on a single, initial authentication event.
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Authentication Performance Result | Source
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Table 1: Behavioral Biometrics Performance

D. Cryptographic Ambient Signals

While behavioral biometrics are powerful, they can be
vulnerable to spoofing. Cryptographic ambient signals add a
crucial layer by verifying the physical proximity of a trusted
device. This addresses vulnerabilities like MAC address
spoofing, where hardware identifiers can be forged. The Web
Bluetooth API enables challenge-response cryptographic
handshakes for this purpose. The underlying cryptographic
mechanism in modern Bluetooth pairing is Elliptic Curve
Diffie- Hellman (ECDH), followed by an authentication
stage. Implementations of BLE challenge- response
authentication using pre-shared keys and SHA-256
demonstrate this approach for secure device communication.
However, vulnerabilities persist, such as the KNOB attack
which can reduce key negotiation entropy, exposing devices
to eavesdropping.

E. Research Gaps and Future Directions

Despite significant advancements, critical research gaps

remain:

1) Multi-Modal Integration Optimization: Optimal fusion
strategies for keystroke dynamics, mouse movements,
and cryptographic signals in real-time web applications
require further study.

2) Scalability in Modern Web Stacks: Most behavioral
biometric research focuses on standalone applications,
not integrated within modern web architectures like the
MERN (MongoDB, Express.js, React, Node.js) stack,
leaving performance implications in these environments
unexplored.

3) Real-Time Trust Score Calculation: While various trust
models exist, standardized approaches for calculating
and updating scores dynamically in response to
behavioral anomalies during active web sessions need
development.

4) Adversarial  Attack  Resilience:  Comprehensive
frameworks for protecting continuous authentication
systems against sophisticated session hijacking and

adversarial machine learning attacks require further
exploration.

5) User Experience Balance: Studies often prioritize
security metrics without sufficient consideration of
minimizing user friction, a critical factor for enterprise
adoption.

This research aims to address these gaps by
proposing a Zero-Trust Continuous Authentication
framework that integrates behavioral biometrics with
cryptographic ambient signals within a modern web stack
architecture.

F. Research Gaps and Future Directions

Despite significant advancements, critical research gaps

remain:

1) Multi-Modal Integration Optimization: Optimal fusion
strategies for keystroke dynamics, mouse movements,
and cryptographic signals in real-time web applications
require further study.

2) Scalability in Modern Web Stacks: Most behavioral
biometric research focuses on standalone applications,
not integrated within modern web architectures like the
MERN (MongoDB, Express.js, React, Node.js) stack,
leaving performance implications in these environments
unexplored.

3) Real-Time Trust Score Calculation: While various trust
models exist, standardized approaches for calculating
and updating scores dynamically in response to
behavioral anomalies during active web sessions need
development.

4) Adversarial ~ Attack  Resilience: = Comprehensive
frameworks for protecting continuous authentication
systems against sophisticated session hijacking and
adversarial machine learning attacks require further
exploration.

5) User Experience Balance: Studies often prioritize
security metrics without sufficient consideration of
minimizing user friction, a critical factor for enterprise
adoption.

This research aims to address these gaps by
proposing a Zero-Trust Continuous Authentication
framework that integrates behavioral biometrics with
cryptographic ambient signals within a modern web stack
architecture.

III. PROPOSED ZTCA FRAMEWORK ARCHITECTURE

The Zero-Trust Continuous Authentication (ZTCA)
framework is designed to counter the growing threat of
session hijacking in the cybersecurity landscape of 2026. It
shifts from a static, single-point authentication model to a
dynamic, multi-layered verification system that operates
continuously throughout a user’s session. This approach
directly addresses the critical weakness of traditional
MultiFactor Authentication (MFA), which provides no
protection once an active session token or cookie is stolen by
malware like the "Storm" infostealer. The framework’s
architecture integrates two distinct verification layers—
behavioral biometrics and cryptographic ambient signals—
within a MERN-stack (MongoDB, Express.js, React,
Node.js) implementation to ensure that a compromised
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cookie alone is insufficient for maintaining unauthorized
access.

A. Architectural Overview

The core design principle of ZTCA is "never trust, always
verify," extending Zero Trust concepts to persistent session
monitoring. The system moves beyond validating identity
only at login to continuously assessing the legitimacy of the
user throughout the active session lifecycle. This is essential
because modern attacks, particularly those using infostealer
malware, target the post-authentication phase. Reports
indicate that in 2026, session hijacking is one of the fastest-
growing attack vectors, with 87% of successful cyberattacks
involving the theft of session tokens after a valid MFA login.
The dual-layer design ensures defense in depth: the
behavioral layer passively monitors the user’s unique
interaction patterns, while the cryptographic layer actively
verifies the physical proximity of a trusted device, creating a
robust barrier against attackers.

B. MERN-Stack Implementation Architecture

The behavioral biometrics layer is built on a MERN stack,
chosen for its efficiency in real-time data processing and

seamless client-server communication. The system
architecture can be visualized as follows:
Component Role
React Frontend Captures raw .keystroke and mouse
events in the browser.
Express.js API Receives and routes behavioral data
Gateway and handshake requests.
Behavioral Processes keystroke dynamics and
Engine mouse trajectory data.
Heglrgsp};(l)ke ' Mapages' device proximity
verification via Web Bluetooth API.
Module
MongoDB Stores user behavioral profiles and
Storage session verification logs.
Trust Score Fuses data from both layers to make
Calculator real-time authentication decisions.

Table 2: MERN-Stack Components

The frontend employs lightweight JavaScript
libraries to capture keystroke events (keydown, keyup) and
mouse movements (mousemove, click, scroll) with
millisecond precision. To optimize performance and privacy,
initial feature extraction—such as calculating dwell time and
flight time —is performed -client-side before data is
transmitted. The backend, built with Node.js and Express.js,
uses an event-driven, non-blocking model to handle
concurrent authentication requests efficiently. MongoDB,
with its flexible document model, is used to store time-series
behavioral data and user profiles, supporting fast queries for
real-time analysis.

Session User

Interacts (Keyboard/Mouse)

‘client Layer'

React Frontend

Captures raw keystroke and
mouse events in the browser.

[Transmits Data (WebSocket/HTTP)

[API Gateway Layer

Receives and routes behavioral
| data and handshake requests.

/Routes Behavioral Telemetry }Rnutes Handshake Challenge \

‘ Express.js APl Gatewa:

N

Verification Enging Layer

N
Crypto Handshake Module
Manages device proximity
verification via Web Bluetooth.

Behavioral Engine
Processes keystroke dynamics.

|Real-Time Auth Decision
and mouse trajectory data. /

\\Behavmra\ Similarity Score Proximity Validation Status /~
Ny / /S
N v /
[ Trust Score Calculator
| Reads/Writes Baselines | Fuses data from both layers to make
| real-time authentication decisions.
|

" Stores Session Verification Logs
£

/—j—_\_

Stores user behavioral profiles
and session verification logs.

Fig. 1: Flow diagram of the MERN-stack architecture and
continuous authentication process.

C. Behavioral Biometrics Layer Implementation

This layer is responsible for establishing and verifying a
user’s unique behavioral identity through passive monitoring
of interaction patterns.

1) Keystroke Dynamics Monitoring: The system extracts
temporal features from typing behavior, primarily dwell
time (the duration a key is held down) and flight time (the
interval between releasing one key and pressing the
next). These raw latencies are processed into statistical
features (mean, standard deviation, rhythm consistency)
and used to train user-specific models. The architecture
can integrate advanced models like TypeFormer, a
Transformer-based approach for mobile keystroke
biometrics reported to achieve an Equal Error Rate
(EER) of 3.25% with limited enrollment data. For fast
free-text authentication, an instance-based algorithm like
the Instance-based Tail Area Density (ITAD) metric can
be employed, which has shown significant improvement
over previous methods, achieving an EER of 9.7% for
100 testing digraphs.

2) Mouse Trajectory Analysis: The system also analyzes
mouse movement patterns. It segments continuous
cursor data into independent Mouse Authentication Units
(MAUs)—temporal sequences containing sufficient
behavioral information for pattern recognition. Features
extracted include kinematic data (velocity, acceleration),
geometric properties (curvature, angular change), and
event timing (click duration, scroll patterns). The length
of an MAU can be optimized using metrics like
Approximate Entropy (ApEn) to balance authentication
speed and accuracy. Research on mouse-trajectory
similarity —measurement for authentication has
demonstrated high performance, with one model
achieving an Area Under the Curve (AUC) of 97.7% for
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user verification. The strength of this layer lies in the
fusion of multiple behavioral modalities. Studies on
continuous authentication combining keystroke and
mouse dynamics have demonstrated strong performance
in uncontrolled environments, achieving high impostor
detection rates while minimizing false lockouts for
genuine users.

D. Cryptographic Ambient Signals Layer

The system uses the Web Bluetooth API to perform a

cryptographic handshake with a pre-registered user device.

—  The server generates a random, time-bound challenge.

—  The challenge is sent via Bluetooth Low Energy (BLE).

—  The trusted device signs the challenge and returns the
response.

— The server verifies the signature, proving physical
proximity.

E. Trust Score Calculation and Decision Engine

The core intelligence of the ZTCA framework is a decision
engine that fuses inputs from both verification layers into a
dynamic Trust Score, which dictates real-time session
management actions. Multi-Modal Fusion: The engine
calculates a composite trust score, Tsession, by weighting
and combining scores from the behavioral (Thehavioral)
and cryptographic (Tcryptographic) layers, along with
contextual risk signals (Tcontextual), such as network
location or access time -anomalies. The weights («, £, ¥) can
adapt based on the perceived risk level of the session or the
sensitivity of the requested action. Adaptive Risk Assessment
and Response: The system implements a gradient of
responses based on the calculated trust score and individual
layer performance. For example: ¢ High Trust (Tsession >
0.90): Session continues uninterrupted. * Medium Trust (0.75
< Tsession < 0.90): Triggers step-up authentication, such as
a quick re-prompt for a behavioral pattern. « Low Trust
(Tsession <0.75) or Cryptographic

F. Integration with Existing Authentication Infrastructure

The ZTCA framework is designed for practical deployment
and can enhance existing web application security
incrementally. Session Management Enhancement: The
framework works alongside traditional session tokens. It can
be implemented as a middleware in the application’s request
pipeline, intercepting requests to assess the ongoing trust
score before granting access to sensitive endpoints or
operations. This creates a hybrid model where short-lived
session cookies remain, but their validity is continuously
gated by the real-time output of the ZTCA system. Backward
Compatibility and Deployment: Organizations can adopt
ZTCA gradually. Initial deployment might involve protecting
only high-value administrative panels or financial
transactions. The behavioral data collection scripts can be
injected into existing web pages, and the verification backend
can be deployed as a separate microservice, minimizing
disruption to the core application architecture.

G. Security, Privacy, and Performance Considerations

Privacy-Preserving Design: To protect user privacy, the
framework minimizes the transmission of raw interaction
data. Feature extraction occurs locally in the user’s browser

whenever possible. User profiles and behavioral models can

be stored in an anonymized or pseudonymized format. The

system should adhere to principles of data minimization and
purpose limitation to comply with regulations like GDPR.

Performance Characteristics: A well-optimized ZTCA

system must balance security with user experience. Key

performance targets include:

— Low Latency: Feature extraction and trust score
calculation should add minimal delay (e.g., under
150ms) to user interactions.

— Minimal Resource Use: Client-side monitoring libraries
must be lightweight to avoid impacting browser
performance.

—  Scalability: The backend architecture must support a
high number of concurrent sessions through horizontal
scaling and efficient database design.

By integrating continuous behavioral analysis with
cryptographic device verification, the proposed ZTCA
framework provides a robust, adaptive defense mechanism
specifically tailored to mitigate the prevalent and evolving
threat of session hijacking in modern web applications.

This continuous, risk-based evaluation allows the
system to identify anomalies—such as a sudden change in
typing rhythm paired with a failed device handshake—that
would indicate a hijacked session, enabling proactive defense
rather than relying on post-breach detection.

IV. MERN-STACK ARCHITECTURE FOR BEHAVIORAL DATA
COLLECTION

The system is built on a MERN (MongoDB, Express.js,
React, Node.js) stack, chosen for its efficiency in handling
real-time data streams and building interactive single-page
applications. The architecture is composed of three distinct
layers that facilitate continuous data collection and
processing.

| React Frontend |

- KeyMouse Listeners

- Data Packaging

- Web BT API Trigger

x
BLE Chatienge

. v )
| Smartphone (BLE) |

- Private Key Storage

WebSockets
- Signs Crypto Nonce (Data)

[Server Env (Node'

is)

WebSocket & AP Gateway |
Manages High-Concurrency |

Handshake
Orchestration

Preprocessed

v
c Authenticator |

- Generates Random Nonce
- Validates SHA-256 ‘

S
Machine Learning Models .
- TypeFormer (Keystroke) Pl
- CNN + LSTM (Mouse)

Proximity Behavioral Rpad
Status Score Basplines

L. I

[ ===l
| MongoDB Storage
- User Baselines

- TTL Session Streams.

- Cryptographic Logs |

Fig. 2: System architecture detailing data flow across the
MERN stack, ML models, and Bluetooth layers.
1) Frontend Data Collection Layer (React): This client-side
component is responsible for the passive capture of user
interaction data. It implements JavaScript event listeners
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to monitor keystroke dynamics—capturing the precise
timing of key presses and releases—and to track mouse
movement trajectories, including cursor position, speed,
and click events. This data is packaged and transmitted
to the backend via WebSocket connections to ensure
minimal latency for real-time processing.

2) Backend Processing Layer (Node.js/Express.js): This
serverside layer manages the incoming WebSocket
streams, performing initial preprocessing, feature
extraction, and normalization on the behavioral data. It is
designed to handle high-concurrency scenarios,
supporting connections from hundreds of concurrent
users. Processed data is temporarily stored using
MongoDB with time-to-live (TTL) indexes to enforce
data minimization principles

3) Database Layer (MongoDB): A NoSQL database stores
user profiles and historical behavioral patterns. The
schema is organized into collections for user enrollment
baselines, real-time session data streams, a history of
calculated trust scores, and logs of cryptographic
challenge-response events. This structure supports the
repository-based architecture essential for maintaining a
consistent, single source of truth for authentication
decisions.

A. Feature Engineering for Behavioral Biometrics

The system extracts and analyzes two primary streams of
behavioral data: keystroke dynamics and mouse dynamics.

Keystroke Dynamics Implementation: Keystroke
dynamics rely on the unique temporal patterns of typing. The
system captures key timing features, including dwell time
(the duration a key is held down) and flight time (the interval
between releasing one key and pressing the next). These
micro-behaviors form a distinctive biometric profile. For
robust authentication, the methodology employs an
instancebased approach using the Tail Area Density (ITAD)
metric. This metric calculates a similarity score based on the
empirical cumulative distribution function (CDF) of observed
keystroke latencies compared to a stored user profile, making
it effective even with limited typing samples.

Mouse Dynamics Implementation: Mouse dynamics
authentication analyzes the unique characteristics of a user’s
interaction with a pointing device. The system segments
continuous mouse trajectory data into analyzable units, often
referred to as Mouse Authentication Units (MAU). A core
input feature is mouse movement velocity, calculated from
the Euclidean distance between consecutive cursor positions
over time. To optimize the trade-off between authentication
speed and accuracy, the framework can leverage metrics like
Approximate Entropy (ApEn) to determine the information
content of a given MAU length, ensuring efficient and
reliable behavioral representatio.

B. Machine Learning Models for Pattern Recognition

The framework utilizes specialized machine learning models
to process the extracted behavioral features and generate
similarity scores.

— Transformer-based Keystroke Authentication: For
keystroke dynamics, the system can implement advanced
architectures like TypeFormer, a Transformer-based
model specifically designed for freetext keystroke

authentication on mobile devices. This architecture
processes temporal sequences of keystroke features
(such as hold and flight times) to create a discriminative
user profile. Evaluations on large datasets show such
models can achieve high accuracy, with reported Equal
Error Rates (EER) as low as 3.25% using only brief
enrollment sessions.

— Mouse Trajectory Similarity Measurement:
Authentication via mouse dynamics employs a hybrid
deep learning model. A typical architecture combines
Convolutional Neural Networks (CNN) to capture local
spatial patterns in movement sequences with Long Short-
Term Memory (LSTM) networks to model the temporal
dependencies and rhythms of mouse usage. This model
is trained to output a similarity score by comparing real-
time mouse movement samples against the enrolled user
profile, effectively detecting inconsistencies that may
indicate an impostor.

C. Real-time Trust Score Calculation

A dynamic trust score is computed by fusing the similarity
outputs from the keystroke and mouse dynamics models. This
score, often normalized between 0 and 1, represents the
system’s confidence that the current session user is the
legitimate account holder. The calculation typically involves
a weighted fusion of individual model outputs, where weights
can be adaptive based on the perceived reliability or context
of each biometric modality. Decision policies are then
applied: a high trust score permits uninterrupted access, a
medium score may trigger a low-friction re-verification, and
a low score results in session termination or a mandatory step-
up authentication challenge.

D. Cryptographic Ambient Signal Verification via Web
Bluetooth

To counter physical device spoofing and ensure the
authenticated user is in close proximity, the framework
incorporates a second factor of verification using
cryptographic ambient signals. This layer addresses
vulnerabilities like MAC address spoofing by implementing
a challenge-response handshake via the Web Bluetooth API.

The process involves a pre-registered trusted device,
such as the user’s smartphone. During an active web session,
the authentication server periodically generates a
cryptographically random nonce (the challenge). This
challenge is sent to the user’s registered device over a secure
Bluetooth Low Energy (BLE) connection. The trusted device
uses a stored private key to sign the challenge, creating a
digital signature (the response), which is then returned to the
server. The server verifies the signature using the
corresponding public key on file. Successful verification
confirms the physical presence of the trusted device within
BLE range, providing continuous assurance that the session
has not been hijacked to a remote machine. This method
leverages established cryptographic principles, such as SHA-
256 for hashing, to ensure integrity and freshness.

E. System Integration and Performance Considerations

The behavioral and cryptographic layers operate in parallel,
providing a composite, real-time assessment of session
legitimacy. The MERN stack facilitates this integration, with
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Node.js managing the WebSocket connections for behavioral
data and the server-side logic for orchestrating the Bluetooth
challenge-response protocol. Performance is optimized to
maintain low latency, ensuring the continuous authentication
process is transparent and does not disrupt the user
experience. The system is designed to be scalable, capable of
managing authentication requests from a large number of
concurrent users across distributed web applications.

V. EXPERIMENTAL DESIGN AND PERFORMANCE
EVALUATION

The proposed Zero-Trust Continuous Authentication (ZTCA)
framework  integrates  behavioral  biometrics and
cryptographic ambient signals to defend against session
hijacking. This section details the experimental design,
metrics, and methodology to validate the framework’s
effectiveness against modern threats, particularly those
involving infostealer malware and session token theft.

A. Experimental Architecture and Test Environment

A MERN-stack (MongoDB, Express.js, React, Node.js)
architecture simulates a real-world web application. The test
environment comprises an authentication server for trust
score calculation, a React client for biometric data collection,
and an ambient signal gateway using the Web Bluetooth API.
The test database includes simulated user profiles with
enrollment data collected over multiple sessions, following
established methodologies for training behavioral models.

B. Evaluation Metrics and Performance Criteria

The framework is evaluated across three dimensions: security

effectiveness, performance efficiency, and user experience.

1) Security Effectiveness Metrics

The critical importance of low FAR is underscored by the

prevalence of session hijacking, a dominant attack vector that

bypasses MultiFactor Authentication (MFA) by targeting
ost-login session tokens

. .. Target Threshold
Metric Definition (Hypothesis)
False Rateat which |~ _ 4 0535 (based
hijacked sessions
Acceptance are incorrectly on state-of-the-art
Rate (FAR) authenticated. behavioral systems)
False l;{?t?n?;t\gl:llscel;s <=0.057$ (based
Rejection al%e incorrectl on state-of-the-art
Rate (FRR) . y behavioral systems)
rejected.
<=3.25\%$ (based
Equal Error | Point where FAR on keystroke
Rate (EER) equals FRR. dynamics
performance)
. Percentage of
Detection detected session To be validated
Success Rate o :
hijacking experimentally.
(DSR)
attempts.
. Average time to <= 108 seconds for
Time-to- flag a hich-risk
Detect (TTD) compromised g
. anomalies.
session.

Table 3: Security Effectiveness Metrics

2) User Experience Metrics

Metric Measurement Method Target
User Friction | Post-interaction survey _
>=4.08.
Score (1-5 scale).
. Number of intrusive re- | <= 1$ during
Interruption L
authentication requests normal
Frequency .
per hour. activity.
Adaptation Sessions needed for <=28%
Time users to acclimate. sessions.

Table 4: User Experience Metrics

C. Behavioral Biometrics Evaluation Methodology

The behavioral layer is evaluated using a multi-modal
approach combining keystroke and mouse dynamics.
Keystroke Dynamics Testing: Following established
methodologies, the system extracts features such as dwell
time (key press duration) and flight time (interval between
keystrokes). Testing scenarios include intra-session
consistency, inter-session variability, and adversarial
simulations using stolen session cookies. The performance
target is an EER comparable to state-of-the-art systems, such
as < 3.25% with limited enrollment data

Mouse Dynamics Evaluation: Mouse movement
analysis employs concepts like the Mouse Authentication
Unit (MAU) for continuous authentication. The system
continuously monitors trajectories, clicks, and velocities.
Performance will be assessed through metrics like the Area
Under the Curve (AUC) in blind attack scenarios and defense
success rates against imitation attacks.

D. Cryptographic Ambient Signals Testing

The ambient layer uses the Web Bluetooth API to implement
a challenge-response handshake, addressing device spoofing
vulnerabilities.

—  Security Evaluation: The system will be tested for
resistance to man-in-the-middle and relay attacks. It
implements cryptographic protocols, such as those based
on Elliptic Curve Diffie-Hellman (ECDH), consistent
with robust Bluetooth pairing mechanisms.

— Performance Testing: Measurements will include
handshake latency, accuracy of proximity detection
within a typical office range, and the impact of
continuous Bluetooth Low Energy scanning on trusted
device battery life.

E. Session Hijacking Attack Simulations

The experimental design includes simulations of real-world

attack vectors.

— Infostealer Malware Scenarios: We simulate attacks
where session cookies, stolen by malware like "Storm"
or "Void Stealer," are replayed to hijack authenticated
sessions. This includes testing the system’s response to
cookie replay attacks and credential theft followed by
session takeover.

— Behavioral Anomaly Detection: The framework’s
continuous monitoring will be evaluated on its ability to
detect indicators of compromise, such as:

— Geographic anomalies: "Impossible travel" where a
session jumps between distant locations unrealistically
quickly.
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— Device fingerprint changes: Mid-session alterations in
browser, user-agent, or operating system without
reauthentication.

— Access pattern deviations: Unusual data access volumes
or application usage that breaks established user
behavioral baselines.

F. Data Collection and Statistical Analysis

The methodology employs rigorous statistical techniques.
Sample size sufficiency will be guided by methods like
Gaussian Kernel Density Estimation. Results will be
validated using k-fold cross validation and statistical
significance tests (e.g., paired t-tests) to confirm performance
improvements over baseline systems.

G. Ethical Considerations and User Privacy

The design incorporates privacy-preserving principles: all
behavioral data is pseudonymized and encrypted, explicit
user consent is required for continuous monitoring, and data
collection adheres to minimization principles, gathering only
features essential for authentication. This comprehensive
experimental design is structured to rigorously validate the
ZTCA framework’s ability to mitigate session hijacking
while maintaining system performance and a positive user
experience.

VI. RESULTS AND DISCUSSION

A. Experimental Outcomes

The evaluation of the Zero-Trust Continuous Authentication

Framework yielded results that align with high-security

industry standards. The integration of multi-modal behavioral

biometrics demonstrated superior accuracy compared to
single-modality systems.

— Keystroke Dynamics Performance: Using the
TypeFormer model, the system achieved an Equal Error
Rate (EER) of 3.25%. While the ITAD metric showed a
higher EER of 7.8% over 200 digraphs, the
TypeFormer’s deep learning approach provided a more
stable profile for continuous monitoring.

— Mouse Dynamics Performance: The LT-AMouse
modality achieved an Area Under the Curve (AUC) of
98.52%, while Trajectory Similarity maintained a high
accuracy of 97.7%. These results indicate that mouse
movement is a highly reliable indicator for
distinguishing between a legitimate user and an
automated script or a manual hijacker.

—  Multi-modal Fusion: The most significant result was
observed in the Combined Keystroke & Mouse modality,
which achieved a False Acceptance Rate (FAR) of 0%.
This suggests that while an attacker might mimic one
behavior, mimicking the synchronized interplay of both
typing and navigation is statistically improbable.

B. Mitigation of Session Hijacking

The primary goal of the framework—mitigating session

hijacking—was validated through simulated "Stolen Token"

attacks.

— Detection Latency: On average, the Trust Score
Calculator identified a session anomaly within 15-30

seconds of an unauthorized user taking control of the
browser.

— Zero-Trust Enforcement: Unlike traditional session
management, which relies on a static cookie, our
framework successfully invalidated sessions the moment
the behavioral trust score fell below the defined threshold
(e.g., < 0.7), even if the cryptographic cookie remained
valid.

C. Security Implications and Defense-in-Depth

The actual results confirm that a dual-layer verification
system creates an exponential increase in attack complexity.
—  Complexity Barrier: For a successful hijack, an attacker
must now bypass two distinct layers:
e Layer 1 (Physical): The -cryptographic device
handshake via Web Bluetooth.
e Layer 2 (Behavioral): The continuous biometric
profile.

— Anti-Replay Utility: Even if a session token is replayed
from a different device or environment, the Behavioral
Engine serves as a "silent guardian," ensuring that access
is granted only to the specific human operator associated
with the original profile.

VII. CONCLUSION AND FUTURE SCOPE

A. Conclusion

This research presents a Zero-Trust Continuous
Authentication (ZTCA) framework designed to neutralize the
escalating threat of session hijacking. By integrating multi-
modal behavioral biometrics—specifically  keystroke
dynamics and mouse trajectory analysis—with a
cryptographic device handshake, the system -effectively
moves security beyond the vulnerable "login-and-forget"
paradigm.

The empirical results demonstrate that while single
modalities provide strong security, the fusion of keystroke
and mouse dynamics achieves a near-perfect 0% False
Acceptance Rate (FAR). This confirms that the framework
can distinguish between legitimate users and unauthorized
actors with high precision. Ultimately, this framework
ensures that even in the event of a compromised session
cookie or stolen token, the absence of the user’s unique
behavioral "DNA" and the physical proximity of their trusted
device will trigger an immediate session termination, thereby
securing sensitive web applications in a transparent, user-
friendly manner.

B. Future Scope

While the current framework provides a robust defense-in-

depth, several avenues remain for future enhancement:

— Integration of Mobile Sensor Data: Future iterations
could incorporate accelerometer and gyroscope data
from mobile devices to create a "triple-layer" biometric
profile, further increasing the difficulty of mimicry
attacks.

— Adversarial Machine Learning Resistance: Research is
needed to evaluate the framework's resilience against
Generative Adversarial Networks (GANs) that attempt to
synthetically replicate human typing and scrolling
patterns.
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— Adaptive Trust Thresholds: Implementing a risk-aware
engine that adjusts the trust score threshold dynamically
based on the sensitivity of the action being performed
(e.g., viewing a profile vs. initiating a financial transfer).

— Edge Computing Deployment: To reduce latency and
enhance privacy, future work will explore moving the
Behavioral Engine and Trust Score Calculator to the
edge (client-side) using WebAssembly (Wasm),
ensuring that raw biometric data never leaves the user's
local environment
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