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Abstract — This paper presents an extensive structure for [oT
security, introducing a four-layered reference model that
addresses the unique vulnerabilities at each layer of IoT
architecture. The model comprises a customized set of
privacy and security rules created especially for safeguarding
IoT assets in a variety of applications. Also, a four-phase
methodology is implemented focused on improving IoT
security based on Security Level Certificates that provide and
evaluate the necessary security measures for various IoT
devices and networks. These phases cover significant stages
from the initial device identification till decommissioning,
offering a framework for both proactive and adaptive security
measures. Key technologies which support these
Endorsements are also examined, that involves blockchain,
artificial intelligence, and lightweight cryptographic
protocols. This study suggests by reviewing assessment
criteria and future challenges, likewise changing risks like
quantum data processing and legal constraints. A flexible and
scalable security foundation is offered by this precise and
layered approach, which is essential for protecting the
growing loT ecosystem.
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I. INTRODUCTION

The Internet of Things (IoT), which connects billions of
devices, has transformed industries and daily life by
facilitating communication and data interchange for a variety
of uses, which includes smart cities, consumer electronics,
healthcare, and industrial automation. However, because IoT
networks are naturally vulnerable to a variety of security
threats brought on by factors like heterogeneity, device
resource constraints, and continuous transfer of data over
unprotected networks, this quick expansion additionally
brings with it a complex array of security and privacy
concerns. In order to secure IoT ecosystems from unwanted
access, data breaches, and potential assaults on both physical
devices and the data they handle, strong, flexible security
frameworks are now urgently needed.

This study provides a four-layered IoT security
model which offers a structured approach for protecting each
aspect of IoT architecture in order to address these problems.
This model aims at identifying and addressing the specific
security flaws connected to each tier of the Internet of Things
by breaking it up into discrete layers, including device,
network, application, and cloud/storage layers. Expanding
upon this tiered framework, we present a four-layered
security approach that directs the application of security
procedures from the first phases of device identification to
their ultimate decommissioning. The Security Level
Certificates are the stepwise approach of this foundation,

which helps in evaluating and implementing appropriate
security measures based on the function and sensitivity of
every loT device connected to the network.

This study also examines how modern technologies
like blockchain, artificial intelligence, and lightweight
cryptographic protocols which may improve loT security.
These technologies provide potential tools for managing
secure device-to-device communication, by ensuring data
integrity, and identifying risks. Further, we look over the
evaluation metrics for determining the success of security and
by considering the upcoming issues which will influence IoT
security in the future, such as new threats like quantum
computing and changing legal frameworks. As Internet of
Things (IoT) systems continue to expand and become more
integrated into critical infrastructure, the framework
presented in this article aims to create a scalable and flexible
security foundation through this layered, systematic
approach. This study advances the area by providing a
comprehensive structure that takes into consideration both
present and future IoT security requirements, in accordance
with both technological developments and legal constraints.

II. LITERATURE SURVEY

A. Al-Fugaha, A.; Guizani, M.; Mohammadi, M.; Aledhari,
M.; Ayyash, M. Internet of things: A survey on enabling
technologies, protocols, and applications. IEEE Commun.
Surv.  Tutor. 2015, 17,  2347-2376./Google  Scholar]
[CrossRef]

This study shows an in-depth examination of the technical
stacks, constraints, and uses of several IoT communication
protocols for finding the best protocols for various IoT
applications is necessary for system architects. It draws
attention to the continuous difficulties and future research
directions required to progress the area and as well as the
significance of combining various technologies to build
intelligent systems.

B. Ray, P.P. A survey on Internet of Things architectures. J.
King Saud Univ. Comput. Inf. Sci. 2018, 30, 291-319.N.
Pavithra, K. Tamil selvi, M. Kowsalya, UG Scholar(2019)

The study suggests that the [oT architecture which offers an
in-depth and comprehensive summary of the state of IoT
designs currently, emphasizing the complications which
needs be overcome and their significance in resolving
practical issues. For academics and developers who want to
improve their comprehension and application of IoT
solutions, this study is a useful resource.
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C. Da Xu, L.; He, W.; Li, S. Internet of things in industries:
A survey. IEEE Trans. Ind. Inform. 2014, 10, 2233-2243.

In this article Key IoT applications in industries are presented
including the food supply chain, The survey by the authors
systematically summarizes the state-of-the-art IoT in
industries, giving valuable insights for bringing technologies,
applications, and the challenges which needs to be addressed
for future development.

D. Nebbione, G., & Calzarossa, M. (2020). Security of loT
Application Layer  Protocols: Challenges and
Findings. Future Internet, 12, 55.

This study suggests that the application layer involves
protocols for messaging, data sharing, and service discovery.
Ensuring security at this layer is challenging because of the
wide variety of hardware and software technologies involved.
Common vulnerabilities and exposures in application layer
protocols may leads to the significant security risks. Good
practices and measures, such as lightweight encryption
algorithms and proper configuration, are essential to mitigate
these threats.

III. BACKGROUND AND RELATED WORK

A. Common IoT Security Challenges and Vulnerabilities at
different layers of the IoT Structure.

1) Device Constraints:

Since the IoT devices frequently have less amounts of
processing power, memory capacity and battery life, so it
might be challenging to apply standard security techniques.
when compared to more reliable devices like PCs or cell
phones, these limitations provide I[oT devices more
susceptible to cyberthreats. Many loT devices are vulnerable
to a variety of security risks because they lack computational
power to execute complex encryption algorithms. And also,
because loT devices sometimes doesn’t have the capacity to
support strong security procedures, their heterogeneity and
resource limitations gives an ideal environment for cyber
threats.

2) Network Vulnerabilities:

IoT networks are susceptible to a various attack, like
eavesdropping, denial of service (DoS), and man-in-the-
middle (MitM). These vulnerabilities made worse due to a lot
of frequently unsecure communication protocols which are
used in [oT networks. It’s become easier for attackers to take
advantage of vulnerabilities when there are no uniform
security protections across various loT communication
protocols. And IoT networks' self-organizing characteristics
and reliance on cloud services for data processing and storage
provides new security difficulties include effective privacy-
preserving authentication and secure packet forwarding.

3) Data Privacy and Integrity:

The enormous data exchanges between networks,
devices and cloud servers in IoT instances make ensuring
data security and integrity an enormous concern. [oT systems
are especially prone to data breaches and illegal access due to
their constant data flow. In addition, as data is frequently
handled and stored in third-party cloud platforms which may
not have sufficient security protections in place, the
integration of IoT along with cloud-based services creates
significant privacy problems. The aim of preserving data

integrity and privacy becomes more difficult by the absence
of reliable and efficient security procedures.

B. Existing IoT Security Models.

1) Limitations of ISO/IEC 30141 :

The ISO/IEC 30141 provides a high-level reference
architecture for Internet of Things systems, yet it lacks the
provision of a variety of security protocols designed for loT
environments. Because of its broadness, it might be difficult
to manage the specific security needs of IoT networks and
devices. This standard also gives a fundamental structure but
fails to address the security requirements for various loT
applications fully, since it is insufficient in real-world,
practical situations.

2) Limitations of NIST loT Cybersecurity Framework:

The NIST framework provides a strong emphasis on device
identification, configuration, data protection, and resilience.
but it doesn't include detailed instructions to safeguard the
inter-layer connections. The absence of this safeguard to
ensure safe connections between fog nodes, cloud servers,
and Internet of Things (IoT) devices exposes the system to
possible weaknesses and cyberattacks.

3) Specific Vulnerabilities in loT Architecture:

IoT systems mostly use various communication protocols
which are inherently insecure. The lack of robust security
mechanisms in these protocols may lead to vulnerabilities
such as unauthorized access and data breaches and many loT
devices are resource-constrained, which limit their ability to
implement strong security measures which makes them
susceptible to attacks like denial of service (DoS) and data
leakage. The heterogeneous nature of IoT networks leads to
avoid the implementation of uniform security measures,
leading to potential security gaps.

C. Layered Security Approach in IoT.

The Internet of Things (IoT) system's layered security
approach involves implementation of several security
mechanisms at different IoT architecture tiers. This method
provides a comprehensive and reliable security architecture
while specifically addressing the requirements and
weaknesses of each tier. Thereby providing two primary
benefits as modular security and Improved scalability of this
tiered security strategy on the Internet of Things.

1) Modular Security:

The Modular security solutions which are designed to the
unique vulnerabilities of each layer are made possible by this
tiered method. For example, certain hardware-based security
methods can be employed to protect the physical perception
layer, which involves the fundamental hardware that the
Internet of Things uses. For safeguarding the communication
protocols and data in transit, the network and protocol layer
may employ data encryption, and the application layer can
utilise lightweight encryption algorithms to ensure data
integrity and confidentiality.

2) Improved Scalability and Adaptability:

The implementation of multiple safety measures at different
IoT architecture tiers is a crucial part of the layered security
approach for Internet of Things (IoT) systems. This approach
is mainly used for addressing the needs and vulnerabilities of
each layer which offers a thorough and dependable security
architecture. Additionally, this approach on the Internet of
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Things (IoT) system offers two main advantages improved
scalability and modular security which helps for the efficient
working of system.

D. Technologies Enhancing IoT Security.

Al and machine learning (ML) has become an essential part
in enhancing the IoT security nowadays by improving threat
detection capabilities Al based models have an ability to
identify and analyse a lot of IoT traffic data to find any
anomalies and potential security threats. These models are
mainly effective at the network level, at which they can detect
unusual patterns which may leads to indicate malicious
activities. For example, Al and ML can be used to both
monitor and analyse the behaviour of IoT devices, identifying
deviations from normal patterns which could signify an
attack,

Additionally, Al helps in automating the response to
detected threats, thereby reducing the time to mitigate
potential security breaches. However, the implementation of
Al and ML in [oT security is not without challenges.

1) Blockchain:

The Blockchain technology provides a distributed and
tamper-resistant approach which ensures IoT data exchanges
and device identification. IoT systems which uses blockchain
can enable safe and reliable transactions between devices,
even in a fragmented setting. Blockchain' inherent
characteristics, such as traceability, acceptance, and
trustworthiness, make it a perfect solution for addressing
the security concerns related to IoT.

Lightweight blockchain implementations, like the
one proposed in PCB Chain, have reduced computational
power than the regular blockchain protocols, making them
suitable for resource-constrained IoT devices. In addition,
data transfer rates, security ratios, and overall system
performance can be improved by combining with the
cognitive cloud and it might improve the implementation of
hybrid cryptographic algorithms such as Elliptic curve (EC-
EL Gamel), which enhances the security and efficiency of
this blockchain based IoT systems.

2) Lightweight Cryptography:

Lightweight cryptographic algorithms are critical for
ensuring good security on IoT devices with limited resources
while placing minimal pressure on the devices. Elliptic Curve
Cryptography (ECC) is a suitable method for Internet of
Things (IoT) systems due to its efficacy and security features.
This encryption method is excellent for low-resource IoT
devices as it requires less computer power and memory than
traditional cryptographic algorithms.

The use of lightweight consensus methods and
encryption in blockchain topologies may improve the
security and privacy of IoT devices while lowering the
complexity of computation and energy consumption and if it
is utilized properly, current cryptographic algorithms can
significantly improve the security of Internet of Things (IoT)
devices.

IV. GAPS AND LIMITATIONS IN EXISTING SECURITY MODELS

A. Adaptability to IoT’s Diversity:

Many existing structures fails to adapt to the diverse variety
of IoT devices and applications with significantly varied

security requirements. For example, the study on remote
health monitoring-based IoT security models emphasizes the
degree of complexity and variation in security models that
result from design nuances and context-based restrictions.

The variety makes it difficult to identify ideal
models for various IoT deployments, increasing both the
price and time to market for IoT devices, each of which has
unique security requirements that current models frequently
fail to meet. The lack of adaptation in present frameworks
mandates the creation of more flexible and comprehensive
security models capable of adapting to the heterogeneous [oT
landscape.

B. End-to-End Security:

A framework which provides security from beginning to end
is essential for ensuring device protection at all stages this
particular issue emphasizes the importance of addressing
vulnerabilities throughout the whole [oT security life, from
device identification to decommissioning.

It emphasizes the shortcomings in shared
responsibility models and the necessity for thorough security
protocols covering the entire lifespan of IoT gadgets.
Moreover, the research paper suggests a decentralized
strategy to improve privacy and security in IoT security
attacks using federated learning, while highlighting the
drawbacks of centralized models in ensuring complete
security.

These observations highlight the need for a strong
framework that can provide consistent and comprehensive
security protection for [oT devices.

Scalability of Security Solutions: Another key issue
is the restricted scalability of current security methods due to
the increasing growth in IoT devices, existing security
frameworks are struggling to keep up with changing security
requirements. The study on machine learning in IoT security
investigates the limitations of classic encryption algorithms
in coping with the specific characteristics of IoT devices,
which frequently have limited resources. This suggests that
machine learning and deep learning techniques could offer
scalable and sustainable solutions, but these approaches are
still under the early stages of development.

Additionally, the methodical review of deep
learning methods for protecting [oT acknowledges the need
for adaptable security measures that can adapt to the
increasing number of IoT devices and the growing
complexity of security threats. These findings underscore the
urgent need for security frameworks that can efficiently
manage a diverse array of IoT devices on a massive level.

V. METHODOLOGY

The IoT's layered security approach offers a systematic
framework for addressing the unique security requirements of
each level within the [oT architecture. This method separates
IoT architecture into different layers, such as device, network,
application, and cloud/storage, in order to customize security
measures based on the unique roles and weaknesses of each
layer.

A. Device Layer / Perception Layer:

The device layer also known as Perception layer forms the
base of the IoT architecture, including the IoT devices that
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are usually limited in resources and may not have strong
security features built in. Layered security at this stage

emphasizes crucial security measures to prevent physical
tampering and unauthorized access.
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Fig. 1: Attacks on different [oT layers

VI. METHODOLOGY

The device layer consists several components like Sensors,
Actuators and Microcontrollers which serves the role of
collecting the data from the sensors like temperature,
humidity and motion and similarly the Actuators which
performs the functions based on the signals received from the
IoT system and then with the help of Microcontrollers or
Microprocessors the extracted data from the Sensors are
processed and then the commands are given to the Actuator.

Devices are checked, secure boot protocols are
implemented, and encryption methods were used during
evaluation. Equipment verification guarantees that only
authorized devices can connect to the network, and secure
boot methods ensures that the firmware or software is
legitimate. Using a less-heavy encryption approach, like
AES-128, improves data security while not exceeding the
device's restricted capabilities. By adopting to these security
measures, the device layer provides a solid foundation for the
overall [oT security framework.

A. Network Layer:

The network layer is another security layer which plays an
essential role in the security framework of IoT system, by
overseeing the exchange of data between devices and via loT
gateways. It guarantees safe and effective transfer of
information through the network. Data protection during
transmission is an important factor due to which there might
be a high chances of exposing the confidential information's,
similarly, defence against the cyberthreats or attacks, network
traffic monitoring, intrusion detection system usage, secure
communication  protocol  implementation,  network
segmentation, firewalls, access control, VPNs, certificate

management, traffic analysis, and secure routing protocol
utilization are important security measures.

B. Some key Measures and Techniques.

1) Network Segmentation:

The Network Segmentation is a process which includes
breaking up a larger network into smaller distinct samples, by
confining attacks within a certain segment this approach aims
at limiting their propagation. Firewalls and virtual local area
networks (VLANS) are used to control and filter traffic
between these segments, ensuring that only authorized traffic
is permitted, and that illegal access is prevented.

2) Firewalls:

Based on pre-established security policies, firewalls are the
safety measures that continuously monitor all the network
traffic including both inbound and outbound. Firewalls secure
networks and devices in an Internet of Things (IoT) setting
by preventing malicious assaults, filtering traffic to permit
only legitimate connections, and prohibiting unwanted access
to other devices.

3) Intrusion Prevention System:

These solutions are designed to keep an eye on network
traffic for suspicious activities and act quickly to stop
potential threats such as Intrusion Detection Systems, which
just notify administrators about potential problems, while IPS
can actively stop assaults by blocking hostile traffic in real-
time, improving network layer security.

4) Secure Routine protocols:

To lower the chance of interception and tampering of the data
while transmission, the secure routing algorithms ensures that
data packets only move along reliable network paths.
Organizations or systems can safeguard data confidentiality
and integrity during network transmission by putting these
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protocols into action. One of these protocols is Dynamic
Source Routing, or DSR.

By implementing these measures in [oT systems can
efficiently decrease the chances of data breaches,
unauthorized access, and other network attacks, while
preserving the integrity, confidentiality, and availability of
data within the IoT network infrastructure. This thorough
security strategy ensures the data's integrity, confidentiality,
and availability as it moves through the IoT network
infrastructure.
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=t e Privacy
o, Management
/ Layer \ -
i o i N (Z )
(\“ “;‘j}’ 7 ‘)‘Network\ ) « Cloud Secur.ity
| y Layer « Secure Routing
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« Physical Security
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» Access Control

-

Fig. 2: Block Diagram: System Architecture Layers

C. Application Layer:

In ToT services the application layer essentially plays an
important rolein controlling user interfaces and data
processing, wherein private data is frequently inspected and
manipulated. This layer is vital for maintaining security and
privacy as it controls the communication between the end
user and the ToT system.

Ensuring security at the application layer is
especially difficult due to the wide range of protocols and
services it supports. For [oT devices and cloud infrastructures
to communicate with one another the application layer
protocols are essential as IoT devices are vulnerable to a
variety of security threats since these protocols frequently
lack the necessary security services.

The application layer utilizes a variety of protocols for
messaging, exchange of data, and service discovery.

CoAP is a protocol specially designed for networks
and devices with limited capacity which allows
communication via the internet. It offers a simple and
efficient model over UDP. Devices can submit queries and
carry out other actions without waiting for responses because
of CoAP's capabilities for asynchronous message exchanges.
In ToT situations, where devices might not always be
connected, this is very helpful. Additionally, CoAP has a
good architecture, which makes it simple to use common
HTTP methods like GET, POST and DELETE to interact
with resources.

The publish-subscribe messaging standard MQTT
was created for networks with high latency and low
bandwidth. It allows real-time data transmission. MQTT is a

broker-based system in which clients publish messages to
topics and other clients subscribe to receive messages.

Data encryption is crucial for blocking unauthorized
access as it avoids cyberthreats and ensuring the
confidentiality of sensitive data. Methods such as Advanced
Encryption  Standard  are  frequently  employed,
Authentication and authorization methods, including multi-
factor authentication, OAuth, and role-based access control,
are essential for guaranteeing that only permitted users have
access to the application. Protected APIs are vital for stopping
threats such as injection attacks, cross-site scripting, and
cross-site request forgery. Methods such as API gateways,
secure coding methodologies, and frequent API testing
contribute to the protection of APIs.

Data integrity is maintained using digital signatures
and hash functions. Consistent updates and software Fig. I:
Block Diagram: System Architecture Layers patches are
crucial for mitigating vulnerabilities. IoT devices and
applications need to incorporate automatic update systems to
safeguard against recognized threats. Ongoing observation
and recording of application activities assist in identifying
and addressing security incidents through the collection and
analysis of log data.

Incorporating security best practices throughout the
software development lifecycle, including secure coding
practices, code reviews, vulnerability assessments, and
security testing, helps build secure applications.
Organizations can enhance application layer security in IoT
environments and safeguard user data and interactions by
concentrating on these factors.

D. Cloud/Storage layer:

Commonly found on cloud systems, this is a last layer
which handles the processing and storage of IoT data. Here,
security measures are used such as data encryption, safe
storage options, and adherence to data protection laws which
ensures that the information is kept safe and impenetrable.
Advanced methods like audit logs and access control are used
to monitor and restrict access to sensitive data.

E. Data Encryption & Secure Storage Solutions:

Data encryption is a critical security feature in cloud-based
IoT systems, to which only authorized entities can decode
and access the data because of attribute-based encryption
(ABE), which is often used to offer fine-grained access
control.

(ABE) is a cryptographic technique which enhances
data security by permitting access based on user attributes.
ABE encrypts data with features, including device kinds or
user roles, in real-time Internet of Things applications. Data
can only be decrypted and accessed by people who possess
the corresponding qualities. This technique ensures fine
grained access control, for instance like in a medical
healthcare IoT system to ensure that only authorized
physicians have access to patient records, while others
cannot. Thus, in dynamic and diverse environments like the
Internet of Things, ABE provides a safe method of managing
access to critical data. Even though the cloud servers may not
be reliable, while this technique aids in preserving the secrecy
and integrity of data.
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Data protection standards like as (GDPR) and
(HIPAA) are crucial for IoT cloud systems because they
impose strict data privacy and security measures, such as
encryption and frequent security assessments, it secures
adherence, fosters user confidence, and avoids legal issues.
The General Data Protection Protocol enhances loT security
by providing strict standards for data processing and
protection. Just after implementing the data reduction rules,
it ensures that just the information required is collected and
utilized and also data should be managed in a lawful,
equitable, and transparent manner, GDPR also grants users
control over their personal data, allowing them to access,
alter, and delete their records.

The last layer in IoT systems is crucial for assuring
data security and analysis. This layer contributes in
preserving the confidentiality and integrity of data by
employing data encryption and safe storage options. By
continuously monitoring and limiting access to critical data,
audit logs and advanced access management techniques
improves the security.

VII. CONCLUSION

In this paper we have proposed a comprehensive study of [oT
security, focusing on a four layered model which addresses
vulnerabilities that are unique to every stage of IoT
ecosystem. By segmenting into a four layered architecture
namely Perception, Network, Application and Cloud layers,
this study provides a specific structure which surpasses the
limitations of older approaches. The Perception layer in
which Al based anomaly detection and lightweight
cryptographic protocols are proposed to counteract physical
tampering and enhance data accuracy, similarly for Network
layer advanced encryption and secure communication
protocols are proposed to safeguard against interception and
denial of service attacks which provides a flexible solution to
evolving threats. The Application layer involves the
implementation of blockchain and various ledgers to ensure
data integrity which fulfils a crucial gap left by the previous
models, data integrity plays a vital role in ensuring the
confidentiality, and the last Application layer which provides
privacy-preserving methods to protect sensitive user data,
responding the privacy concerns at this stage. This paper
addresses the shortcomings of earlier IoT security
frameworks by introducing a four layered methodology based
on the certified security levels, ensuring that security
measures are customised to specific needs of each device.
The integration of emerging technologies including
Blockchain, Artificial Intelligence and Lightweight
Encryption, which significantly improves the system’s
capacity to manage and monitor complex cyber threats,
framing the groundwork for a versatile and future ready loT
security standard.
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