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Abstract — Phishing emails represent one of the largest 

hazards in today's world resulting in billions of unwanted 

monetary losses. While phishing emails detection methods 

are constantly being assessed, the current results for those 

methods are not very good. Additionally, phishing emails 

records show that phishing emails are escalating at an 

unmanageable speed each year. Accordingly, we need better 

phishing detection systems to help with the phishing email 

threat. In this study, we first researched the modality of an 

email. Then based on an improved Recurrent Convolutional 
Neural Networks (RCNN), with multilevel vectors and 

attention mechanism, we proposed a new phishing email 

detection model called, by looking at the emails content in 

parallel, including from the email header, the email body, the 

character level, and the word level. We also used the 

unbalanced dataset realistic phishing to legitimate email 

problem as a basis on if the classifier was effective. The 

results show we proved the effectiveness of, as it provides a 

way to filter phishing emails with high degree of confidence 

to pick out the phishing emails, and filter legitimate emails as 

little as possible. Overall, that is a promising result to perform 
better than existing methods and provide assurance of 

effectiveness of in detecting phishing emails.  
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I. INTRODUCTION 

Email is still the most common communication platform used 

in personal and business life. Yet, its wide use has also made 

it a convenient means of cyberattacks mostly phishing 

attacks. Phishing emails exploit the psychology of the human 

user along with misleading information to get them to 

disclose confidential information, download malware, or 

click on offending links. Current cybersecurity reports show 
that phishing attacks have grown on an international level, 

with attacks becoming more sophisticated that evade more 

conventional rule-based or heuristic security detection 

methods. 

Machine learning, and neural networks in particular, 

have been optimistic for use in cyber threat detection because 

they can learn to recognize complicated, nonlinear patterns. 

Existing neural network models used for phishing email 

detection, however, tend to fall short when applied in real 

time because of latency, computational expense, or lack of 

ability to generalize to new, emerging threats. This research 

presents an improved neural network model for real time 
phishing email detection that is balanced between 

architectural simplicity and strong predictive performance. 

In the latest progressions of deep-learning and 

artificial intelligence, new avenues for phishing detection 

have emerged. A noteworthy neural network is the Recurrent 

Convolutional Neural Network (RCNN) due to its ability to 

learn complex patterns from raw data. RCNN is an appealing 

option for hand-designed feature extraction because it can use 

the power of Convolutional Neural Networks (CNNs) for 

feature extraction, and the power of Recurrent Neural 

Networks (RNNs) for sequence learning. The strengths from 

both of these models work well together because emails have 
sequential and contextual features, which allow us to study 

them comparatively. 

This hybrid system is specially tuned to extensively 

studying the sequence and contextual patterns in emails and 

is therefore the ideal option for effective detecting of phishing 

attempts in real time. The new approach for email detection 

is systematically examining them from various perspectives, 

including the structural complexity of email headers, the 

substantive content expressed in the email body, character-

level features that can provide hints, and the semantics of 

words. This multi-perspective examination is essential to 
building a strong and efficient detection system. Besides, the 

model was carefully trained and rigorously tested using a 

realistic data set that is heavily unbalanced; the data set 

reflects accurately the natural prevalence of legitimate emails 

over phishing attacks. 

This paper introduces a better neural network model 

developed to handle real-time phishing email detection. Our 

method emphasizes the optimization of model structure, 

using effective feature representations, and employing 

lightweight deep learning methods to balance speed and 

accuracy. We test the model with a normal email, showing its 
ability to detect threats with high accuracy and low latency. 

The findings imply that the introduced model is very suitable 

for its integration into email filtering systems as well as 

security solutions at enterprise levels, presenting a real-life 

against new-generation phishing threats. 

II. RELATED WORKS 

Researchers have researched multiple methods for enhancing 

the accuracy and usability of this technology, from 
conventional rule-based methods to the newest traditional 

rule-based techniques to advanced artificial intelligence 

models. 

Zhang and Yuan [1] reported the application of 

multilayer feedforward neural networks (NNs) to detect 

phishing emails. Zhang and Yuan compared the 

performances of NNs with various hidden units and 

activation functions in terms of cross-validation and 

employed a proprietary feature set. Analysis was shown to 

verify that NNs are able to preserve good accuracy on small 
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training sets and that NNs' feature selection can learn the 
characteristics of phishing emails. 

Sahingoz, Baykal, and Bulut wrote about the 

growing menace of phishing attacks during the fast-paced 

evolution of internet technologies such as online banking and 

social networks. They used Artificial Neural Networks 

(ANNs) and Deep Neural Networks (DNNs) to scan URLs 

and detect phishing attacks. 

Altwaijry, Al-Turaiki, Alotaibi, and Alakeel 

explored deep learning enhancements to improve phishing 

email detection. While traditional methods often suffer from 

suboptimal accuracy and high false-positive rates, this study 

introduced a set of augmented one-dimensional convolutional 
neural network models (1D-CNNPD) aimed at addressing 

these limitations. 

Thakur, Ali, Obaidat, and Kamruzzaman published 

a systematic literature review assessing the "state of play" for 

phishing detection methods based on deep learning, for 

example, Convolutional Neural Networks (CNNs) and Long 

Short-Term Memory networks (LSTM). It was identified that 

while some of the methods published in the literature did well 

at pattern recognition and anomaly detection methods, the 

new AI models exhibited superior accuracy, particularly 

when identifying advanced phishing activity.  
Salloum, Gaber, Vadera, and Shaalan performed an 

innovative 2021 survey that was particularly concentrated on 

the usage of Natural Language Processing (NLP) and 

Machine Learning (ML) methods towards phishing email 

detection. The survey compared with vast range of state-of-

the-art NLP-based solutions, emphasizing their use at various 

stages of phishing attacks. It also compared and contrasted 

several ML methods employed for email filtering and 

phishing detection. 

The study concludes that these classifiers don't 

provide only accurate but also time-efficient, making them 

suitable for real-time phishing detection systems. 

III. EXISTING SYSTEM 

Phishing email detection methods in the literature tend to fall 

into three broad categories: blacklist-based approaches, 

machine learning-based classification, and deep learning-

based classification. 

A. Blacklist Mechanisms: 

Blacklist-based techniques are based on the maintenance of 

lists of known phishing domains and links. These systems 

operate by scanning incoming emails or links against the 

blacklist. Even though this method is straightforward, it 

comes with some major downsides. It is highly dependent on 

users or security teams to detect and report phishing attempts. 

Consequently, it takes a lot of human time and effort to 
remain current and tends to miss new or emerging threats 

(zero-day attacks). 

B. Machine Learning-Based Classification: 

Machine learning methods provide a more active solution. 

They apply hand-crafted features—e.g., URL properties, 

header tags, or email body structure to develop models that 
are able to recognize phishing emails from valid ones. 

Nevertheless, this approach relies on feature engineering—

the process of manually discovering and selecting helpful 

features. The process is not only time-consuming but also 
restricts flexibility. Characteristics that perform adequately in 

one situation or dataset might not generalize to others, so it is 

challenging to generalize across many different variety of 

phishing methods or domains. 

C. Deep Learning-Based Classification: 

Deep learning models help to solve some of these 
shortcomings by learning intricate feature representations 

automatically from raw input, like the email text or metadata. 

These models minimize dependence on manual feature 

engineering and generalize more across different contexts. 

But they have increased computational expense and usually 

need large, well-labelled datasets to train effectively. 

Moreover, the existing detection method based on 

deep learning is only applicable for use in word embedding 

in the email content representation. These methods took 

natural language processing (NLP) and directly took deep 

learning technology into phishing email detection without 
any consideration on the specificity of phishing email 

detection with respect to the methods referred above, and thus 

the results were not satisfactory. Taking into consideration 

the methods above, and the problems above, we wanted to 

conduct a systematic study on phishing email detection from 

a deep-learning perspective. More specifically, this paper 

makes the following contributions: 

− The proposed model is tuned to preserve Context 

information and introduce minimal noise to improve       

phishing accuracy. 

− The structure of the email is examined by the system and 

features are abstracted from four granular levels: email 
header, email body, word, and character-level to ensure 

accurate representation of the email content. 

− By integrating multi-level textual features, the model 

gains richer representations for better defined and more 

robust    phishing email classification. 

IV. SOLUTION FRAMEWORK 

As email became a widespread means of communication, its 
convenience has been followed by an epidemic of spam—

particularly phishing attacks. Phishing email is among the 

most hazardous types of spam since it integrates trickery and 

technology to induce lead others to give away personal 

information such as login credentials, financial information, 

or personal identity information. 

To fight this, several anti-phishing technologies 

have been created. One of the first and most frequently used 

techniques is the blacklist-based detection system, which 

consists of sender blacklists and link blacklists. These 

systems operate by pulling out the sender's email address and 

any URLs embedded in incoming emails, and then comparing 
them against existing records of known malicious addresses. 

If there is a match, the email is marked as phishing. 

But the quality of blacklist-based detection relies 

mainly on the currency and completeness of the blacklist. 

New malicious senders and new phishing sites spring up 

every day, so such lists need regular updating. Upgrades are 

often based on end-users' feedback about suspicious-looking 

emails or URLs, which need to be verified manually before 

inclusion in the blacklist. It is a time-consuming and reactive 
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approach that often lags behind newly emerging phishing 
attacks. 

Some well-known phishing site blacklists include 

Phish Tank and Open Phish, which collect user-submitted 

information and offer regularly updated lists. Still, even these 

platforms find it challenging to stay ahead of the phishing 

campaigns that change both in content and in delivery 

methods on a very rapid basis. 

Phishing is more than a nuisance—it is a serious 

cyber threat. Present-day phishing attacks are usually aimed 

at not just compromising networks but also at stealing funds 

and identity data, usually focusing on individuals and 

enterprises. Statistics by the Anti-Phishing Working Group 
(APWG) indicate that attacks through phishing have 

indicated a clear and consistent rise in the last few years. The 

surge demonstrates both the enhanced capabilities of 

attackers and the need for more sophisticated and adaptive 

defense techniques. 

In short, although blacklist-based detection provides 

an easy and efficient solution, it is limited by its dependence 

on pre-existing knowledge of threats. As phishing develops, 

so too must the technologies that are meant to prevent it. 

− Phishing emails are fictitious messages sent by 

cybercriminals with the aim of tricking recipients into 
revealing confidential data, including usernames and 

passwords. 

− Others take users to imitation sites that look like 

authentic ones (e.g., banks), to obtain bank or credit card 

information. 

− These messages are likely to look genuine, using logos, 

layouts, and language used in authentic institutions. 

V. METHODOLOGY 

In response to the escalating threat of phishing emails, we put 

forward a detection model built on a better Recurrent 

Convolutional Neural Network (RCNN) architecture with 

multilevel vectors and an attention mechanism. Our method 

tries to learn both the structural and semantic properties of 

emails better than existing approaches. 

A. Email Structure Analysis 

Prior to developing models, we performed a rigorous analysis 

of the components of email. We noted four primary levels of 

information concerning phishing detection: 

− Email header: Contains metadata such as sender address, 

timestamps, and routing path. 

− Email body: The substantive content of the email, 

encompassing text messages and embedded hyperlinks. 

− Character level: Intricate patterns involving spelling, 
camouflage, and use of symbols usually employed in 

phishing. 

B. Dataset 

The dataset was split into a training set and a testing set. Both 

the training set and testing set include header less emails and 

headers on emails. In this paper we are working with email 
data with headers only. Because of the illogical splitting of 

the training set and test set in the original dataset, the training-

validation set and test set will be redistributed after merging 

the two datasets. The dataset was split by means of stratified 

random sampling or random samples are taken of the 

legitimate email and phishing email at the same ratio; this 

way, we can ensure both datasets used that the two datasets 

used in training and testing are reasonable. 

 
Fig. 1: User dataflow diagram 

C. Model Architecture: Enhanced RCNN 

The heart of our detection mechanism is a proprietary RCNN 

model that combines: 

− Multilevel vector representation: Processes features of 

the email header, body, character-level, and word-level 

information simultaneously. 

− Attention mechanism: We use attention layers to weigh 

the most informative regions of the input, enabling the 
model to concentrate on dubious patterns and indications 

that typically recur in phishing messages. 
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Fig. 2: Architecture Diagram 

VI. RESULTS 

To evaluate the performance of our improved RCNN-based 
phishing detection model, we conducted experiments on a 

real-world, consisting of both phishing and legitimate emails 

in realistic proportions. 

 
Fig. 3: Registration page 

This page is the outcome of the registration page. In 

this page all new users will register for using this application. 

It is very crucial to all users because without the registration 

he/she cannot use the application. 

 
Fig. 4: User login page 

In this page all the users must login using their own 

credentials. In this user name is the email id which was 

provided in the registration page. Password is the same which 

was provided at the beginning. Without this information any 

user cannot enter it and utilize this. 

 
Fig. 5: User Home page 

Here we can view all the details in our mail such as 

inbox, sent box, phishing mail. We can write and send the 

mail to anyone but only condition to be followed is the 

recipient member should also possess the mail and we should 

verify it is correct or not. In inbox we will have the all mails 

which we received from various users. In sent box, we will 
get all the information of the messages which we have sent to 

others. Primarily we have phishing email where we can 

observe all the emails which are under attack. 

 
Fig. 6: Sent Mails 

In this we can observe all the mails which we have 

sent to another email to distribute the information. We cam 
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observe all the information like what is subject of the mail 
and to whom we have sent the mail and we can observe the 

from which email id we have sent the information. 

 
Fig. 7: Received Mails 

Here we can see all the mails that we get from the 

different users.in this also we can see the details from which 

we got the email and to address of the email also can be 

viewed. mainly we can view the subject of the message. 

 
Fig. 8: Non-Attacked Mails 

Here we can see all the mails which we receive from 

the other users. Here also we can view the subject of the 

message.  

Also we can view all the mails which are not 

attacked. They are also referred as has the legitimate mails. 

The mails which are authentic and are sent just to share the 

information. With these mails any of the data cannot be 

tainted. 

 
Fig. 9: Attacked Mails 

Here we can view all the mails that have been 

attacked by the various users. It is not limited to the single 

user only we can view all the attacked mails of the users. If 
users are in bulk also it saves the complete set of information 

of the attacked mails. 

 

 
Fig. 10: Non-Attacked graph 

 
Fig. 11: Attacked graph 

VII. CONCLUSION 

In this study, we present a new deep learning framework to 

identify phishing emails. The framework utilizes an 

augmented RCNN to analyse the email body and email 

header in this aspect at the word and character level as much 

as possible. As a result, noise is introduced into the model in 

minimal contexts. In the framework, we also use attention in 

the header and in the body, which also forces the model to 

attend the more important information between the header 

and the body. In addition, we used the unbalanced realistic 

dataset to conduct all the experiments, and that model 

performs with promising results. In a series of experiments, 

we systematically explore the benefits of the proposed model. 
In future work we will start to focus on how to improve our 

model that detects phishing email without an email header but 

with the email body. 
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