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Abstract — In modern parenting, child safety online is
paramount as their lives become more intertwined with
digital environments due to rapid technological
advancements. So, a parental control application is essential
to keep track of the children contemporary era. This paper
proposes the development of a cross platform application
which is a comprehensive endeavor aimed at creating a digital
platform that ensures a safe and secure environment for users,
particularly children. The application encompasses various
technical components to achieve its objectives. For the
frontend development, a combination of HTML (Hyper Text
Markup Language), CSS (Cascading Style Sheets), and
React.js is utilized, providing an intuitive and user-friendly
interface for seamless navigation and interaction. On the
backend side, Node.js serves as the foundation, facilitating
efficient data processing and serverside logic. To optimize
performance and enhance scalability, Redis is employed for
caching, enabling quick access to frequently accessed data.
Additionally, PostgreSQL (PostgreSQL Structured Query
Language) is chosen as the database system, ensuring robust
data storage, retrieval, and management capabilities. The
parental control module, three key features are implemented
to empower parents in monitoring and managing their
children’s online activities. Firstly, the post moderation
feature allows users to evaluate the appropriateness of their
content before sharing it on the platform, ensuring that
potentially harmful or sensitive material is flagged and
handled appropriately. Secondly, parents are granted the
ability to create and oversee their children’s accounts, giving
them control over the content their children can access and
the interactions they can engage in. Finally, leveraging
machine learning algorithms such as logistic regression and
support vector classifiers, the chat detection feature scans and
analyzes text-based communication in real-time to identify
and mitigate offensive or toxic language. Users found to be
violating community guidelines are swiftly and automatically
banned, thereby fostering a safer and more welcoming online
community for all users. Through these collective efforts, the
project endeavors to establish a social media ecosystem that
prioritizes user safety and promotes responsible digital
citizenship, ultimately fostering a positive and inclusive
online experience for users of all ages.

Keywords: Chat Detection, Caching, Database, Logistic
Regression, Post Moderation, Redis, Support Vector
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I. INTRODUCTION

A social media application is a digital platform where users
can create, share, and interact with content and other users
online. They enable global communication, networking, and
information exchange, shaping digital culture and fostering
online communities. Similarly, this paper represents an
innovative approach to creating a digital platform that
prioritizes user safety, particularly for children, in the ever-
evolving landscape of social media. Through meticulous

frontend development utilizing React.js, coupled with robust
backend infrastructure powered by Node.js, the application
aims to deliver a seamless and intuitive user experience.
Leveraging Redis for efficient caching and PostgreSQL for
reliable database management, the application ensures
optimal performance and scalability. At the heart of the
project lies the parental control module, comprising three
pivotal features designed to empower parents in safeguarding
their children’s online interactions. The post moderation
feature presents users with a pre-emptive option to assess the
suitability of their content before sharing, thereby promoting
responsible content sharing and filtering out potentially
harmful material. Additionally, parents are provided with the
capability to create and manage their children’s accounts,
enabling them to tailor the online experience to align with
their family values and safety concerns. Perhaps most
notably, the integration of machine learning algorithms,
including logistic regression and support vector classifiers, in
the chat detection feature signifies a proactive approach to
identifying and mitigating offensive or toxic language in real-
time [1], [2]. By automatically detecting and swiftly
addressing instances of inappropriate communication, the
project aims to cultivate a positive and inclusive digital
environment, wherein users of all ages can engage with
confidence and peace of mind. Through its multifaceted
approach to parental control and user safety, the application
endeavors to redefine the standards of online social
interaction, fostering a culture of responsibility, respect, and
inclusivity within the digital realm [3]. So, this project for the
overall safety of the children who are in the social media in
the contemporary era.

Il. LITERATURE SURVEY

Mouzhi Ge et al. [4], proposed recommender System for
social media: Research Challenges and Future Applications.
This survey focuses on machine learning approaches for
linking user identities across social media platforms, which
can be relevant for implementing recommender system that
manage and monitor user interactions. This survey explains
the results to identify a set of research challenges on how
social media recommender systems can be applied in various
domains such as healthcare and route planning.

Ali Raza et al. [5], proposed child Safety and
Protection in the Online Gaming Ecosystem. This paper
provides an overview of the challenges and opportunities in
using machine learning for analyzing social media data, child
predatory behaviors which is essential for developing
parental control mechanisms. Together with that, this paper
also highlighted the safety and the protection measures that
social media application and gaming ecosystem must follow
to protect the children from the effect of using these
applications.

Aslihan Banu Cengiz et al. [6], described the Effect
of Social Media User Behaviors Security and Privacy
Threats. This survey focuses specifically on machine learning
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techniques applied to online social networks, offering
insights into how such techniques can be utilized for parental
control features in your social media application.
Additionally, this paper has explained about the different
security threats that the children are going through using the
present social media application highlighting the different
causes to this security and privacy threats.

B. A. H. Murshed et al. [7], proposed the DEA-
RNN: A hybrid deep learning approach for cyberbullying
detection in Twitter social media platform. This paper
provides a comprehensive overview of various machine
learning techniques used for analyzing social media data,
which can inform the development of parental control
mechanisms within your application. Moreover, in this paper,
Murshed has explained about the different machine learning
algorithms such as logistics regression that are primarily used
for the text classification and analysis of the project.

Hammeed Igbal et al. [8], proposed analyzing and
investigating encrypted traffic for social media application
Instagram. In this paper, the focus is on Instagram, a widely
used social media application, with forensic analysis of its
network encrypted traffic aimed at detecting user activity for
a modern firewall development system. The investigation
delves into the traffic patterns and roles of standard servers,
content delivery networks (CDNs), and application
programming-interface (API) servers-in order to address the
problem at hand. The analysis involves studying the traffic
flow, DNS records, and application data from encrypted
packets using simple deep packet inspection (DPI) and
statistical techniques.

Jevremovic et al. [9], proposed on keeping children
safe online with limited resources: Analysing what is seen
and heard. This paper offers a comprehensive survey of
various machine learning techniques applicable to social
media data analysis, which is crucial for understanding how
to leverage machine learning for parental control
functionalities. In addition to that, this paper primarily
focuses on the content that the children are using from the
contemporary mobile application and analysis of the content
such as restricted content that the children are consuming in
the present mobile application.

M. Stoilova et al. [10], described on investigating
risks and opportunities for children in a digital world. This
paper focuses on machine learning techniques for sentiment
analysis in social media data, which can be useful for
detecting potentially harmful or inappropriate content for
parental control purposes. In addition to this, this paper
highlights the risk that are faced by the today’s children using
the contemporary application that do not have the parental
control module.

Umi Najiah Ahmad Razimi et al. [11], described
online Social Media Platform for Marketing Generator. This
paper focuses to develop a platform catering to all users,
particularly entrepreneurs who serve as marketing generators,
enabling them to manage multiple social media platforms
from a single location. The objective of social media
management tools is to serve as the comprehensive solution
for controlling all platforms.

Huma Aftab et al. [12], proposed hybrid DBSCAN
based Community Detection for Edge Caching in Social
Media Applications. This paper discusses how social media

applications enhance the user experience on mobile devices
by offering multimedia content. The diverse features of these
applications can drain smartphone batteries and increase
access latency when accessing social content from cloud-
based infrastructure due to the geographical distance between
the cloud and mobile users. To address the growing demand
for energy-efficient and low-latency applications, caching in
mobile edge computing is proposed as a solution.

Vaibhav et al. [13], proposed impact of SMOTE on
Imbalanced Text Features. This survey focuses on machine
learning approaches for linking user identities across social
media platforms, which can be relevant for implementing
parental controls that manage and monitor user interactions.
This survey explains all the text analysis features that are used
in the social media application specially in the message or
text module of the application.

Mohammed Habes et al. [14], described digital
Media and Students’ AP Improvement: An Empirical
Investigation of Social TV. This paper examines the
integration of social media into traditional TV, which has
enhanced the learning, entertainment, and communication
processes. Social TV represents a novel aspect of learning
and connectivity through interactive media platforms. The
study investigates the impact of STV on students’ academic
performance (AP) in Jordan, employing a quantitative
approach and a selected sample (n=516) of university
students. The findings demonstrate a significant and robust
relationship between STV and students” AP, indicating that
STV has notably enhanced their interaction and learning
experiences. Students reported gaining new knowledge from
watching STV and sharing their experiences with others via
online platforms.

I1l. WORKFLOW

The figure 1.1, depicts architecture diagram of this
application which encompasses several key components
working together to deliver the intended functionalities. At
the forefront is the frontend development, utilizing React.js
to create the user interface that users interact with. This
frontend layer serves as the gateway for users to access
various features of the application, including post creation,
account management, and chat functionalities. Behind the
scenes, the backend layer powered by Node.js acts as the
backbone of the application, handling requests from the
frontend, processing data, and interacting with the database.
This layer is responsible for implementing the business logic
of the application, including user authentication, post
moderation, and chat detection.
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Fig. 1.1: Architecture diagram of overall application

Additionally, Redis is employed for caching
purposes, optimizing performance by storing frequently
accessed data closer to the application for faster retrieval.
Furthermore, the database layer, built on PostgreSQL, stores
the application's data persistently, including user information,
posts, and chat history. This relational database management
system ensures data integrity and provides efficient querying
capabilities for retrieving and manipulating stored data.
Finally, the parental control module adds an extra layer of
functionality to the application, allowing parents to monitor
and manage their children's activities, including moderating
posts and detecting offensive content in chats using machine
learning algorithms like logistic regression and support vector
classification. In summary, the architecture of the application
comprises a frontend layer for user interaction, a backend
layer for processing and business logic, a caching layer for
performance optimization, a database layer for persistent data
storage, and a parental control module for ensuring a safe and
secure environment for children using the application. Each
component plays a crucial role in delivering the intended
functionalities and ensuring the overall effectiveness and
efficiency of the social media application.

The figure 1.2, depicts a system designed to classify
comments as toxic or non-toxic. It appears to be a two-stage
process. First, comments are classified by two separate
models, LR (Logistic Regression) and SVC (Support Vector
Classifiers). Then, the results are fed into a third stage that
makes the final decision. The first stage, which consists of the
LR and SVC models, takes comments as input and assigns a
probability to each category (toxic or non-toxic) for each
comment. For instance, if a comment is judged to be 80%
toxic by the LR model, this would be reflected by a numerical
value of 0.8. The same comment is then analyzed by the SVC
model, which also assigns a probability (toxic or non-toxic)
expressed as a numerical value between 0 and 1. The second
stage takes the outputs from both LR and SVC models and
calculates an average probability for each category. So, it
calculates the average probability that a comment is toxic
according to both LR and SVC models, and does the same for
the non-toxic category. Finally, the system picks the category
with the higher average probability. If the average probability
of a comment being toxic is greater than the average
probability of it being non-toxic, then the comment is
classified as toxic. Conversely, if the average probability of a
comment being non-toxic is greater, then the comment is

classified as non-toxic. In essence, this system appears to
leverage the strengths of two different classification models
(LR and SVC) to enhance the accuracy of classifying
comments as toxic or non-toxic. It accomplishes this by
combining the results from both models and making a final
decision based on the combined analysis.

1 Crezeniesm

[ Tomse Wby 5 ] I\d.. Tomss tl.n,,] [ Tues Pobgy ¢ ] [\~ Tomss: Pobgg
Tt get, = (Timac Pl gt + Youe Pobgyie )/ 2
Nom- Tawcpeuh = (Now-Toxic Pobf & + Non-Tona: Pobgy( )
wpnan {Toneerop, Noo- Tonsny, |
Finnal Predec inm

Fig. 1.2: Architecture Diagram for the toxic comment
Detection

IVV. ORGANIZATION OF THE PAPER

This paper comprises three main sections: Section 2
Methodology, whereas Section 3 and 4 includes the,
Experimental Results and Discussion, Conclusion and Future
Works respectively.

V. METHODOLOGY

The methodology of this application involves leveraging
HTML, CSS, and React.js for frontend development, while
Node.js serves as the backend. Redis is utilized for caching,
and PostgreSQL is employed for the database. The parental
control module encompasses three key features: post
moderation, parent-child account creation, and chat detection
using machine learning algorithms like logistic regression
and support vector classifier. These components collectively
contribute to the creation of a social media application with
enhanced parental control capabilities, ensuring a safer online
environment for children by moderating content and
detecting offensive language. So, the methodology can be
described in different three modules. They are described
below:

A. Module 1: Frontend Development Module:

In the frontend development module of this project, HTML,
CSS, and React.js are utilized to create an intuitive and
visually appealing User Interface (Ul). HTML serves as the
foundation, defining the structure and layout of the
application’s Ul components. It establishes the hierarchy of
elements such as buttons, forms, navigation bars, and content
sections, ensuring a logical and cohesive layout that
facilitates easy navigation and interaction for users. CSS
complements HTML by styling and customizing the
appearance of these elements, including aspects such as
colours, fonts, spacing, and layout. Through CSS, design
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principles such as consistency, hierarchy, and visual
hierarchy are applied to enhance the overall aesthetic and
usability of the application. In addition to HTML and CSS,
React.js plays a central role in the frontend development
module, enabling the creation of dynamic and interactive Ul
components. React.js facilitates the development of reusable
Ul elements called components, which encapsulate both the
Ul structure and behaviour. These components can be
composed and nested to build complex Ul structures,
promoting modularity and code reusability. React.js also
employs virtual DOM (Document Object Model) to
efficiently update and render Ul components in response to
user interactions or changes in application state, ensuring
optimal performance and responsiveness. In terms of design
methodologies, the frontend development module follows
principles of user-centered design (UCD) and responsive
design [8], [15]. User-centered design focuses on
understanding the needs and preferences of users, ensuring
that the Ul design aligns with their expectations and goals.
Through techniques such as user research, personas, and
usability testing, the frontend development team gathers
insights into user behavior and preferences, informing the
design decisions and iteration process. Responsive design
ensures that the application’s Ul adapts and responds
appropriately to different devices and screen sizes, providing
a consistent and optimal user experience across desktops,
tablets, and mobile devices. Moreover, the frontend
development module incorporates principles of accessibility
to ensure that the application is inclusive and usable for all
users, including those with disabilities. Accessibility features
such as semantic HTML markup, keyboard navigation, and
screen reader compatibility are implemented to enhance
usability and ‘ensure 23 compliances with accessibility
standards such as WCAG (Web Content Accessibility
Guidelines) [3].

B. Module 2: Backend Development Module:

In the Backend development module of this project, Node.js
serves as the primary framework for building the server-side
logic and APIs. Node.js offers an event driven architecture,
facilitating non-blocking, asynchronous 1/0 operations,
which enhances the scalability and performance of the
application. The backend architecture is designed to follow a
microservices pattern, where different functionalities are
modularized into separate services, promoting scalability,
maintainability, and flexibility. Each microservice is
responsible for specific tasks, such as user authentication,
post moderation, and chat detection, ensuring a clear
separation of concerns and modularity in the codebase. For
data storage and retrieval, PostgreSQL is employed as the
relational database management system (RDBMS).
PostgreSQL offers robust support for complex queries,
transactions, and data integrity constraints, making it suitable
for handling the application’s data storage requirements. The
database schema is designed to efficiently store and retrieve
data related to users, posts, chat messages, and parental
control settings. Additionally, Redis is utilized for caching
frequently accessed data, such as user sessions and recently
posted content, improving the application’s performance and
responsiveness. In terms of design methodologies, the
Backend development module adheres to principles of

RESTful API design and MVC (Model-View-Controller)
architecture [9], [16]. RESTful APIs are designed to be
resource-oriented, following standard HTTP methods (GET,
POST, PUT, DELETE) for CRUD (Create, Read, Update,
Delete) operations on resources. This design approach
ensures a uniform and predictable interface for interacting
with the backend services, facilitating integration with the
frontend Ul built using React.js. MVC architecture separates
the application into three interconnected components: Models
(representing data and business logic), Views (presenting
data to users), and Controllers (handling user input and
application logic). This separation of concerns promotes code
organization, modularity, and maintainability, enabling
developers to easily manage and extend the backend
functionality as the project evolves. Moreover, the Backend
development module incorporates principles of security,
including authentication, authorization, and data encryption.
User authentication is implemented using JSON Web Tokens
(JWT) or OAuth 2.0, providing secure access to protected 24
resources and preventing unauthorized access. Role-based
access control (RBAC) mechanisms are employed to define
granular permissions for different user roles, such as regular
users, parents, and administrators.

C. Module 3: Parental control module:

In the parental control module of this project, three key
features are implemented to ensure a safe and secure
environment for children using the application. Firstly, the
post moderation feature presents users with an option to
assess the appropriateness of their posts before publishing
them, allowing them to determine if the content is suitable for
children. This feature promotes parental oversight and
empowers users to make informed decisions about the
content they share, ultimately fostering a safer online
environment. Secondly, the parent account creation
functionality enables parents to create dedicated accounts for
their children, granting them control over their children’s
activities and interactions within the application. By
establishing parent-child account relationships, parents can
monitor their children’s usage, set appropriate access
controls, and enforce safety measures tailored to their
children’s 25 age and maturity level. This feature empowers
parents to actively participate in their children’s online
experiences and ensure their well-being in the digital space.
Lastly, the chat detection feature employs machine learning
algorithms, specifically logistic regression and support vector
classifier, to analyse the content of chat messages and detect
potentially harmful or offensive language. By leveraging
natural language processing techniques, the application can
automatically identify and flag text that may be inappropriate
or harmful to children. In instances where offensive or toxic
language is detected, the user responsible for sending such
messages is promptly banned from further interactions,
mitigating the risk of exposure to harmful content and
maintaining a positive and safe environment for all users. In
terms of design and methodologies, the parental control
module follows a user-centric approach, prioritizing the
safety and well-being of children using the application. The
design incorporates intuitive user interfaces and clear
prompts to facilitate user interaction and decision-making,
ensuring that users can easily navigate the parental control
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features and understand their implications. Additionally, the
module emphasizes scalability and adaptability, allowing for
future enhancements and customization to meet the evolving
needs of users and accommodate changes in regulatory
requirements or industry standards [17]. Furthermore, the
implementation of machine learning algorithms for chat
detection demonstrates a proactive approach to addressing
potential risks and safeguarding users from harmful content.
The utilization of logistic regression and support vector
classifier algorithms enables accurate and efficient
classification of text, minimizing false positives and false
negatives in identifying offensive language. Additionally,
ongoing monitoring and refinement of the machine learning
models ensure continuous improvement in the detection
accuracy and effectiveness of the chat moderation feature,
enhancing the overall safety and security of the application.
The algorithm for user authentication where a user can enable
different parental control features are as follow:

Algorithm: User Authentication Algorithm
: Begin
. Input User 1D and Password
: if user opts to create a new account, then
Click on “New Account” to initiate account creation
cend if
: if selection is “Log in” then
Prompt the user to log in
if successful login then
Navigate to the tracking page and prompt user to
choose an option
10: end if
11: end if
12: Choose the specific child to track
13: Select desired tracking method (e.g., chat detection or
post moderation)
14: Display relevant information for the selected service
15: if login fails then
16: Proceed to the registration option to create a new ID
17:end if
18: End

VI. EXPERIMENTAL RESULTS AND DISCUSSION

A. Data Set

The dataset for the toxic word classification typically consists
of text data containing various types of toxic language, which
are classified into six categories: toxic, severe toxic, obscene,
threat, insult, and identity hate. Each instance in the dataset
represents a piece of text, such as a comment or message,
along with its corresponding label indicating the category of
toxicity it belongs to. These labels are assigned based on the
presence of specific types of harmful or offensive language
within the text. Machine learning models are trained on this
dataset to learn patterns and associations between the text
features and their corresponding toxicity labels, enabling
them to classify new text inputs into one or more of the
predefined toxicity categories. Here, for this application
datasets have been created by authors where some of the
sample data are as follows:

The table I, infers a snippet of a sample dataset
containing comments labelled for toxicity. Here's a
breakdown of the table columns:

— 1d: This column likely contains unique identifiers for
each comment in the dataset.

— Comment text: This column contains the actual text of
the comments themselves

— Toxic: This column contains labels indicating whether a
comment is toxic or not. In the snippet, a value of 0 seems
to correspond to non-toxic and 1 to toxic.

— Severe toxic: This column likely indicates whether a
comment is labelled as severely toxic or not. Similar to
the toxic column, a value of 0 might mean not severely
toxic and 1 could indicate severe toxicity.

— Obscene: This column likely refers to whether a
comment contains obscene language or not. Again, 0
seems to correspond to not obscene and 1 to obscene.

— Threat: This column likely indicates whether a comment
contains a threat or not. Following the pattern, 0 would
be no threat and 1 would be a threat.

— Insult: This column likely refers to whether a comment
contains an insult or not. Once more, 0 seems to
correspond to no insult and 1 to insult.

B. Performance Metrics

Performance metrics in machine learning are tools used to
evaluate the effectiveness and accuracy of models in solving
specific tasks. These metrics provide insights into how well a
model performs on a given dataset by quantifying aspects like
prediction accuracy, error rates, and model stability.
Common performance metrics include accuracy, precision,
recall, and F1 score. These metrics help machine learning
practitioners assess the strengths and weaknesses of their
models, enabling them to make informed decisions about
model selection, parameter tuning, and feature engineering.
Ultimately, performance metrics guide the optimization of
machine learning models to achieve the desired outcomes
with the highest possible accuracy and reliability. Different
evaluation metrics have been used for evaluation of the chat
detection model of the application where machine learning
algorithm such as Logistics Regression and Support Vector

Classifier are used. Such evaluation metrics are accuracy,

precision, recall and F1 score [18], [19]. They are described

as follows:

— Accuracy: It represents the correct predicational made
from the test data to the total predictions from the test
data. The formula to calculate accuracy is as follows:

Number of correct prediction

Total number of prediction
Another form to calculate accuracy is using,

Accuracy = TPATN
Y = TPiTN+FPiFN

Accuracy =

)

Whereas, TN= True negative; FN= False negative; TP= True

positive; FN=false positive

— Precision: Itis used to calculate total correctly classified
instance among the true classified instances. The formula
to calculate accuracy is as follows:
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Id Comment text Toxic Seve're Obscene | Threat | Insult Identity
Toxic hate
0000997932d777bf Explanation. 0 0 0 0 0 0
000103f0d9cfh60f You are a gay. 0 0 0 0 0 1
000113f07ec002fd | am optimistic person. 0 0 0 0 0 0
0001b41b1cebh37ze | ANY chance you remember what 0 0 0 0 0 0
page that's on?
0001d958c54c6e35 Shut up, bitch. 1 1 0 0 0 0
Table I: Sample Dataset of Toxic Words Classification
Precision = TPT:JFP (2)  or incomplete, appropriate error messages are displayed to

Recall: It is used to calculate number of positively classified
data to all positive data.
TP

Recall = —— (3)
F1 Score: F1 is considered more important evaluation matrix
than precision and recall which gives score between 0 and 1.

It is the harmonic mean of precision and recall and it is
calculated as:

Fl=2x PrecisionxRecall (4)

Precision+Recall

VII. RESULT AND DISCUSSION

The results of this application demonstrate significant
advancements in ensuring the safety and security of users,
particularly children, within the digital realm. Through the
implementation of various features such as post moderation,
parental account creation, and chat detection powered by
machine learning algorithms, our application effectively
mitigates the risks associated with online interactions. The
post moderation functionality empowers users to make
informed decisions about the content they share, promoting a
safer online environment by filtering out potentially harmful
material. Additionally, the ability for parents to create
children's accounts enhances parental oversight and control
over their children's digital activities. Furthermore, the
integration of machine learning algorithms for chat detection
enables real-time identification and automatic banning of
users engaging in offensive or toxic communication, thereby
fostering a more positive and respectful online community.
Overall, the results underscore the effectiveness of our project
in leveraging technology to address pressing concerns related
to online safety and parental control in social media
platforms.

The figure 3.1, depicts the login page output of
application which is designed to provide users with a
seamless and secure login experience. Upon accessing the
login page, users are greeted with a visually appealing and
user-friendly interface developed using React.js. The layout
of the login page is intuitive, featuring input fields for
username and password, accompanied by clear and concise
instructions. Users can easily navigate through the login
process, with the React.js framework ensuring smooth
interaction and responsiveness across different devices and
screen sizes. As users enter their credentials and submit the
login form, the Node.js backend handles the authentication
process, verifying the provided username and password
against the database stored in PostgreSQL. If the credentials
are valid, users are granted access to the application’s main
features, including post moderation, parent account creation,
and chat detection. However, if the credentials are incorrect

guide users in rectifying the issue. The Redis caching system
optimizes the login process by storing session data and
enhancing overall performance, ensuring a seamless and
efficient user experience. In summary, the login page output
of the project reflects a harmonious integration of frontend
and backend technologies, culminating in a secure, user-
friendly, and responsive login interface for the social media
application with parental control features.
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Fig. 3.1: Login and Registration Page of an Application

The two figure 3.2 and 3.3, represent the parental

control module output of this social media application which
is designed to provide a safe and secure environment for
children using the application. When a user attempts to post
content, the post moderation feature ensures that they are
presented with an option to assess whether the content is
suitable for children. This prompts users to consider the
potential impact of their posts on young audiences, thereby
promoting responsible sharing of content within the platform.

90 %

« Privacy and Security

Your Family

Fig. 3.2: Parent creating child account page

All rights reserved by www.ijsrd.com 37



Social Media Application with Parental Control Using Machine Learning
(IJSRD/Vol. 12/1ssue 3/2024/009)

Wi [t HOR 1
Y Neags “
1
L 1
‘.t
LI 1
e st

Fig. 3.3: Chat Detection of an Application

Additionally, parents are empowered with the ability
to create children’s accounts, allowing them to monitor and
manage their children’s activities within the application. This
feature enhances parental oversight and control, enabling
parents to enforce appropriate usage guidelines and safeguard
their children’s online experiences. Moreover, the chat
detection feature utilizes machine learning algorithms, such
as logistic regression and support vector classifiers, to
analyze the text content of messages exchanged within the
application. By leveraging these advanced algorithms, the
system can accurately classify text as either offensive or non-
offensive, toxic or non-toxic.

The above figure 3.4, depicts home page of this
application which serves as a central hub where users can
view various posts shared by different users. This page
presents a dynamic feed of content, showcasing a diverse
range of posts contributed by the platform's users. Each post
is displayed in a structured layout, featuring relevant
information such as the post's author, timestamp, and content.
Users can scroll through the feed to explore the latest updates
and engage with posts that interest them. Additionally, the
home page incorporates elements of the parental control
module, ensuring that the content displayed is appropriate for
all users, particularly children. This feature includes post
moderation functionality, which prompts users to assess the
safety of their content before sharing it on the platform.
Through the implementation of machine learning algorithms,
such as logistic regression and support vector classifiers, the
system identifies and filters out potentially offensive or
harmful content, thus fostering a safer and more positive
online environment. Overall, the home page serves as a
gateway to the social media platform, providing users with
access to a curated selection of content while prioritizing
safety and moderation.
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Fig. 3.4: Posting an Images in an Application

Classifier | Accuracy | Precision | Recall | F1 Score
Rf 0.92 0.94 0.78 0.83
SvC 0.94 0.90 0.87 0.89
KNN 0.86 0.89 0.61 0.64
DT 0.91 0.85 0.86 0.86
LR 0.93 0.93 0.84 0.88

Table 1I: Performance Result of All Models Using TF-IDF
The above table I, compares the performance of
different machine learning algorithms for classifying things
into categories. The classifiers being compared are Random
Forest (RF), Support Vector Classifier (SVC), K-Nearest
Neighbors (KNN), Decision Tree (DT), Logistic Regression
(LR). The performance is measured in terms of three metrics:
accuracy, precision, and F1 score. Accuracy is the overall
correctness of the classifications the model makes. Precision
measures how often a positive prediction by the model is
actually correct. F1 score is a way to balance precision and
recall, which is not shown in the table but is related to how
many correct positive classifications the model makes out of
all the positive cases. The table shows SVC and LR have the
highest accuracy around 94% and 93% respectively, while
Random Forest has the lowest accuracy (78%). So, SVC and
LR are used for the chat detection module of this application.
The results of this application reveal promising
outcomes regarding the effectiveness of the implemented
features. Through rigorous testing and analysis, the post
moderation feature demonstrated its ability to prompt users to
assess the appropriateness of their posts before sharing them,
thereby enhancing the safety of the platform for children.
This proactive approach to content moderation empowers
users to make informed decisions about the content they
publish, contributing to a more responsible online
community. Furthermore, the parental control module,
comprising features such as parent-child account creation and
chat detection, proved to be instrumental in promoting a
secure and monitored environment for children using the
application. The integration of machine learning algorithms,
specifically logistic regression and support vector
classification, enabled real-time detection of offensive or
toxic language in chats, leading to automatic actions such as
user banning. This proactive approach to content moderation
fosters a safer online environment for users, particularly
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children, by swiftly addressing instances of inappropriate
behavior.

In conclusion, the results of the project underscore
the efficacy of incorporating parental control features into
social media applications using machine learning algorithms.
By leveraging these technologies, the platform can
proactively identify and mitigate potential risks, thereby
promoting a safer and more secure online environment for
users of all ages. Additionally, the findings highlight the
importance of user education and empowerment in fostering
responsible online behavior, as demonstrated by the post
moderation feature's success in encouraging users to assess
the appropriateness of their content before sharing it. Overall,
the project contributes valuable insights into enhancing the
safety and usability of social media applications, particularly
for vulnerable user groups such as children.

VIII. CONCLUSION AND FUTURE WORK

In conclusion, this project presents a significant step towards
addressing the critical issue of online safety, particularly for
young users. By combining frontend technologies like
React.js with backend frameworks such as Node.js, the
application offers a robust and user-friendly platform for
social interaction. The integration of Redis for caching and
PostgreSQL for database management ensures efficient data
storage and retrieval, enhancing the overall performance of
the application. The project’s focal point lies in its parental
control module, comprising three key features: post
moderation, parent-child account creation, and chat detection.
These features collectively aim to create a safer online
environment by empowering parents to monitor and regulate
their children’s activities effectively [20]. Through the
utilization of machine learning algorithms like logistic
regression and support vector classifiers, the application can
accurately assess the content shared on the platform and
identify potentially harmful or inappropriate material. This
proactive approach to content moderation helps mitigate the
risks associated with online interactions, ensuring that users,
especially children, are protected from exposure to harmful
content. Furthermore, the implementation of automated chat
detection enables the application to swiftly identify and take
action against users who engage in offensive or toxic
behavior. By automatically banning such users, the
application reinforces a positive and respectful online
community, fostering a culture of responsible digital
citizenship. Overall, the project underscores the importance
of leveraging advanced technologies to promote online safety
and parental supervision, ultimately contributing to a more
secure and enjoyable social media experience for users of all
ages.

Looking ahead, this project holds promising avenues
for future enhancement and development. One potential area
for improvement lies in the refinement and expansion of the
machine learning algorithms used for chat detection. While
logistic regression and support vector classifiers are effective
in identifying offensive or toxic content, integrating more
advanced natural language processing techniques, such as
recurrent neural networks or transformer models, could
further enhance the accuracy and efficiency of content
moderation. Additionally, incorporating sentiment analysis

and context-aware filtering mechanisms could provide a more
nuanced understanding of user interactions, allowing for
more tailored and effective moderation strategies.
Furthermore, future iterations of the application could
explore the integration of additional parental control features
to offer parents greater flexibility and control over their
children’s online activities. For instance, implementing time-
based restrictions or activity monitoring functionalities could
enable parents to set limits on their children’s screen time or
track their interactions within the platform. Additionally,
incorporating educational resources and guidance materials
on digital literacy and online safety could empower parents
to navigate the complexities of online supervision more
effectively. By continuously iterating and refining the
parental control module, the application can better cater to the
evolving needs and preferences of users, ensuring a safer and
more enjoyable social media experience for all.
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