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Abstract — This paper presents the cloud computing
environment setup without any prior experience with the
cloud. It provides a good understanding of concepts like
virtualization, Kubernetes, Databases and Compute Engines
it also discusses what future studies on this topic could be
done and what the scope of growth in this field so that
researchers can contribute to cloud computing and finds a
new innovative way to do things. Beyond the technical setup,
this paper explores the potential for future research and
growth in the cloud computing field. With the rapid evolution
of cloud technologies, there are numerous opportunities for
researchers to innovate and develop new solutions. This paper
aims to inspire further investigation into the potential of cloud
computing, highlighting areas where contributions can lead
to breakthroughs and novel approaches that enhance the
efficiency, security, and scalability of cloud services. Result
section presents the comparison of cloud service providers,
their services, and models.

Keywords: Pay-as-you-go Model, RAID (Redundant Array
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. INTRODUCTION

Cloud computing refers to the computing in the cloud in
which you do not have any of the servers or computing power,
but you can stream the cloud computing with a simple
computer and an internet connection. Cloud computing uses
the pay- as-you-go model so, you can deploy small services
and scale them as your organization grows and there is no
need to constantly monitor the network for security because
your cloud provider will do it for you. In cloud computing
you don't need to worry about backups as you can easily back
up on the cloud platforms if anything happens to the server
cloud platforms use 'RAID' in which each disk data is backed
up on all the other disks present in the network so, you can
easily restore your data. There are many cloud providers like
Amazon web services, Google Cloud services, IBM Cloud
and Linode. In this case study, we will discuss how to set up
a basic cloud computing environment and, the basics of the
cloud and compare some cloud platforms to know about
which is easy to use and provides good value for money.

A. Problem statement

On traditional computing you have to purchase all the servers
and types of equipment so the upfront cost of traditional
computing is very high as compared to Cloud computing
where you have to pay on you go basis so there is no upfront
cost in cloud computing. High-cost traditional computing has
very high upfront costs needed to set up the servers and
networks plus you have to constantly monitor and maintain
the servers to ensure smooth operation which also increases
the cost of traditional computing. Complex infrastructure

setting up your servers is a very complex process and you will

need some skilled people to set up your complex

infrastructure servers. This process can take a long to
complete depending on the complexity of the infrastructure.

The scalability in traditional computing is limited because if

you want to scale the servers you have to purchase the

equipment and set them up or upgrade the whole server which
requires time and is also costly. Security risks in traditional
computing. There are many security risks if the servers are
not set up in a proper and industry-standardized way you will
need a security engineer to monitor your servers and networks
constantly which will increase the cost and you will need to
constantly update the firmware to ensure the security of your
system.

The concept of Cloud computing started back in

1993 when Apple started their General Magic which uses

Telescript an agent-oriented programming language that is

written for their Magic cap system this language uses a C-like

syntax which is modified and also known as high Telescript.

The main aim behind this General magic was to distribute the

computing load across the various machines in the network

using Magics cap which is a minimal Ul-based operating
system.

— In 2003 Amazon launched Amazon web services which
allowed developer to launch their apps independently.

— In 2006 Amazon launched its S3 Simple Storage
Services and EC2 Elastic Compute Cloud which used the
pay-as-you-go model.

— In 2010 Microsoft launched its cloud platform named
Microsoft Azure.

— In 2012 Google launched its cloud services for all users.

B. Challenges

1) loT devices in cloud computing

2) Security and privacy in the cloud using various
techniques like private key encryption and access control
mechanisms.

Il. RELATED WORKS

Banimfreg et al [1] provides a review on adoption of cloud
computing in bioinformatics applications and how to improve
healthcare services. Cheng et al [2] explore cloud computing
as a digital solution in banking and discuss its implications
for financial stability and operational efficiency.

Armbrust et al [3] provide an initial foundational
perspective on cloud computing, identifying its architecture
and key challenges and its potential to revolutionize
networking and distributed computing practices. Correia and
Martens [5] identify critical success factors for cloud
computing projects, emphasizing strategic alignment and
stakeholder involvement. Dang et al [7] explore the
intersection of IoT and cloud computing in healthcare and
identify the collaborative potential of these technologies in
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enhancing patient care; Senthilkumar et al [8] discuss
resource allocation in a cloud environment, and identify the
potential of cloud computing to improve patient care,
resource allocation and how to optimize performance in cloud
environments, emphasizing the importance of efficient
resource management to optimize performance.

Abdulkareem et al [10] review the challenges and
opportunities associated with IoT and cloud computing and
contribute to the understanding of their integration. They
focus on security and privacy concerns in cloud computing
and present a technical review of existing solutions.
Abdullayeva [12] presents a technical review of cyber
resilience and security issues in intelligent cloud systems,
presenting a technical review of intelligent cloud systems and
emphasizing the need for robust protection mechanisms.
Stergiou et al [13] propose a secure integrated framework for
IoT and cloud computing and address critical vulnerabilities
in existing models and identify barriers to the continued use
of cloud computing and present case studies to highlight user
perceptions and organizational challenges. Kumari and Kaur
[15] investigate fault tolerance in cloud computing and
contribute to the literature on reliability and service
continuity.

Taleb and Mohamed [17] conduct a literature review
on trends in cloud computing and identify emerging patterns
to inform strategic decision making. They examine the
adoption of cloud computing as an organizational innovation
and -provide empirical evidence on the transformational
effects of cloud computing. Bello et al [19] discuss the
applications and challenges of cloud computing in the
construction industry, highlighting the benefits of cloud
computing in project management and collaboration. Finally,
they examine the use of cloud computing in e-learning and
highlight the role of cloud computing in improving the
educational experience and accessibility.

I1l. METHODOLOGY

This paper explores the fundamentals of Cloud Computing
and compares the various cloud platforms to decide which is
best for a specific user. The data in this paper is collected
from the literature review and the online documentation
provided by the cloud platforms and the various institutions
that are made for regulating cloud services and cloud
providers. This paper dives in-depth into the basics of cloud
computing and how an inexperienced user can set up the basic
cloud environment. The limitations of this methodology are
the findings from this paper may not be generalized and
cannot be applied to every cloud platform because it is a
qualitative paper focused on some specific cloud platforms.

A. Cloud Description

1) Private Cloud

A private cloud is a cloud development model in which the
services and cloud can only be accessed by whitelisted
people. This type of cloud is provisioned for a specific
organization's use and the people of that organization can
only access this cloud or services of this cloud. It is used by
organizations who do not want to share their data with cloud
providers but still want to use the cloud as the cloud is easily
accessible. It may exist on-premises or off-premises.

2) Public Cloud

A public cloud is a cloud deployment in which the services
and the cloud are accessible to the public on the Internet. This
type of model is selected by an organization that wants to
share the data publically. Anyone can access its services with
no need to whitelist. This type of deployment exists on the
premises of cloud providers.

3) Hybrid Cloud

A hybrid cloud is a combination of two types of cloud
deployment models public and private. This type of model is
used by an organization that wants to use a private cloud but
also wants to share some data publically benefit of using this
type of model is that you get the benefit of both deployment
models and eliminate the downsides of both models. It may
exit on-premises/off-premises or both. Table 1 presents
various cloud deployment models.

Model Description Advantages | Disadvantages
Dedicated to a
bri smgle_ Enhanced High costs,
rivate | organization, . .
Cloud hosted on- securlty and I'm't?q
premises or privacy scalability
externally
Services
Public offered to the ef?ec(;i;[ve Le;cs)t(éﬂggfl,
general public . ' :
Cloud over the highly security
internet scalable concerns
Combination
of private and Complex to
Hybrid publiq clouds, | Flexibility, manage,
Cloud allowing data | best of both potential
sharing worlds security
between the challenges
two
Table 1: Cloud Deployment Models (Private, Public, Hybrid
Cloud)

B. Model Selection

Now we will discuss the service models on the cloud
platforms there are different service models based on the
various cloud platforms but there are three common models
so let us discuss them.

— Infrastructure as a service (IaaS)

Infrastructure as a service is the most common service model
used on nearly all the cloud platforms it uses the pay-as-you
model. IaaS is the cheapest service on cloud computing
services as the cloud platforms provide a virtual server to you
that is isolated from all other servers and you can do what you
want inside the server based on your cloud platform you can
get some additional resources like the virtual-machine disk-
image library, virtual local area networks (VLANS).
Consumers have all the control over the cloud infrastructure
in laaS.

— Platform as a service (PaaS)

In this service user can easily deploy their application or
services written in some programming language with some
libraries to create their application in the cloud. The user does
not have any control over the underlying cloud infrastructure
including networks, servers, operating systems, and storage
but only has control over the deployed application (Mell,
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2011). The most common PaaS is web hosting servers which
allow the developer to host their application and run them on
the cloud.

—  Software as a service (SaaS)

Software as a service (SaaS) is the cloud service model that
gives access to a user to run an application on the cloud via a
terminal. Cloud infrastructure includes networks, servers,
operating systems, storage, and user cannot change
application configuration setting the user can only access the
software and can change only that is allowed to the user
(Mell, 2011). Examples of SaaS in our daily lives are Netflix,
Web email, Zoom, and Dropbox.

IV. IMPLEMENTATION

We will discuss some basic terms and foundational concepts
of cloud computing like Virtualization, Cloud storage,
compute engines, Databases, and Kubernetes Engines.

A. Virtualization

Virtualization is a technique of running multiple services on
the same hardware without knowing that they all are running
basically on the same hardware or the same computing
devices. With virtualization you can download and use Linux
on your Windows machine and the Linux operating system
will think like it's running on a different computer both the
machines are isolated in the virtualization which means Linux
cannot access any of the Windows data unless you permit to
do so. Virtualization in servers is a type of virtualizing a large
physical server into many small servers according to the user
requirements where each virtual server is isolated and cannot
do anything outside its permissions on the physical server
therefore increasing the security. It can be done using simple
server virtualization software which gives compute power to
the client as their needs on a pay-as-you-go basis.
Benefits of virtualization
—  Flexible and efficient allocation of resources. Lowers the
infrastructure cost.
— Enhance development productivity.
— Running multiple Operating systems of the same
machine if the compute power is available.

B. Cloud Storage

Cloud storage is a type of storage that is stored in servers
present outside the site locations. The servers are maintained
by your cloud provider ensuring that the servers are always
accessible to you over the internet. Cloud storage enables
organizations to store, share, and access their data remotely
from anywhere in the world with just a computer and an
internet connection. Organizations can also take backups on
these cloud storages to follow the 3-2-1 data backup rule
which is a protection strategy that recommends three copies
of your data, two of which are on different media and one is
off-site.

C. Compute Engines

Compute engine is a service that allows creating and running
a cluster of virtual machines on a cloud platform on Google
Cloud it is named GCE Google Compute Engine with this
service you can create and manage multiple virtual machines
or clusters of virtual machines and integrate some APIs as per
your requirement.

D. Databases

A database is a structured and organized collection of
information that is stored in a computer system. The most
common database in today's world is a relational database
which consists of tables of rows and columns to store the
information. Cloud Database uses the concept of the database
with cloud to collect, deliver, replicate, and push the data of
an organization to the cloud so, that it can be easily accessed
over the internet. Cloud databases can be scaled easily and
copied to another server location very easily. You can also
use some APIs to perform specific operations on your
database. Cloud databases provide easy recovery of data in
disaster situations. There are many types of cloud databases
that you can use like relation databases, No SQL databases,
SQL Database, and HTAP (Hybrid Transactional/Analytical
Processing) database.

laaS: PaaS: Platform
Infrastructure

SaaS: Software

Control Control

Control

E. Kubernetes Engines

Kubernetes supports large and rapidly growing apps and
services and peak loads on the servers. Kubernetes automates
the process of deploying containerized apps and services and
also load balances between all the worker nodes present these
worker nodes are controlled by a master node which monitors
and controls all these worker nodes and assigns them services
to run. Worker nodes run the services using docker images
inside the pod which is the smallest unit of a Kubernetes
application any worker node can run multiple pods if having
enough resources. When the load increases on a single worker
node master node can assign some work to the other worker
nodes and when all the worker nodes are at their peak master
node can create more worker nodes to deal with the traffic
coming on to that application or service. The master node can
also heal a dead worker node by simply creating a new worker
node or replacing it with an existing worker node. This allows
flexibility and scalability as your application can auto-scale
according to the demand with the maximum uptime possible
and your user will not face any downtime or unresponsive
application or service.

Kubernetes uses docker containers to run various
features like pods or worker nodes when a worker node is
created it pulls and runs a docker image which is given by the
master node so you can easily update your application and
service by updating just one docker image in the config file
(.yaml) rather than going to each server and pulling the
docker image manually which is a time-consuming and very
inefficient way to update your application or service.
Kubernetes can be very easily scaled horizontally either
upscaling or downscaling It is automatically done by the
master node by keeping account of the traffic as the traffic on
the application grows more worker nodes are created and the
upscaling is done and when the traffic is gone worker nodes
are removed and the downscaling is done this process is fully
automatic of doing the horizontal scaling which ensures the
maximum usage of the computational resources present and
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giving maximum uptime to the application with no lag or

delay (Kubernetes, 2024).

Features of Kubernetes

— Service discovery and load balancing Self-healing

— Horizontal scaling designed for extensibility 1Pv4/IPv6
dual-stack.
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Fig. 1: Load Balancing in Kubernetes

V. FINDINGS AND RESULT DISCUSSION

Now we will compare the prices of services of various cloud
platforms and their user experience and how easy is it to use
for a normal user. The best cloud platform depends upon the
specific needs and preferences of the user what the user wants
to do and how skilled the user is if the user can deploy and
manage the cloud with a terminal or user wants a web Ul to
deploy and manage the cloud. It also depends on the user
which features the user wants to use the most so the best cloud
platform will change according to the needs and preferences
of the user and the pricing of the cloud will change according
to the region. Table 1 compare services and table 2 compare
various cloud models.

Amazon Web Services is well known for its cloud
services for a long time it is also the biggest player in the
market. It offers various cloud services for nearly all users but
it is targeted for scalability and targets mainly the businesses
who want to create their cloud and scale it to a very large
level. It is not easy to use but if you have the skill you can
deploy a great cloud with Amazon Web Services.

Microsoft Azure is also well know cloud platform as
it is owned by Microsoft itself which is the developer of
Windows Microsoft Azure is a large trustable cloud platform
that focuses mainly on enterprises leaving the individual
users and developers. As it is owned by Microsoft it has a
strong Windows integration and you can also deploy a
Windows server on it and you can run an active directory for
managing the user. It is a great platform for businesses and
organizations who want to use and run their PCs on the cloud.

Google Cloud is known for its simplicity and easy-
to-use experience. It has a great Web Ul. Google Cloud offers
various services like data analytics, machine learning and Al.
It uses various APIs to do the work in the cloud and the user
can also create an API easily for doing any kind of work as
per the need of the user. Google Cloud offers competitive
pricing and an easy-to-use experience so, it is best for the user
who has less skill but still wants to use the cloud services.

Amazon Google
Web Cloud Microsoft
Feature Services Platform Azure
(AWS) (GCP)
Moderate
Ease of leBoed;%re Easy (User- (Strong
Use friendly UI) Windows
experts) .
Integration)
Pricing Pay-as-you- | Pay-as-you- | Pay-as-you-
Model go go go
Windows
. Wide range Al & Integration,
Special - Machine
of services, - Strong
Features . Learning, ;
Scalability Enterprise
APls
Focus
Target Large Sma!l to Large
Audience | Enterprises Medium Enterprises
P Enterprises P
Market 33% 9% 220
Share
Table 2: Cloud Service Provider Comparison
Service Description | Examples Control
Model P P Level
Virtual
Infrastructur machines . | AWS EC2, | Full control
and storage;
easa user GCP over
Service Compute | infrastructur
(laaS) janages the Engine e
infrastructur
€
Platform to
Platform as develop, Google Control over
a Service run, and App applications
(PaaS) manage Engine only
applications
No control
Software as Software Google over
a Service provided via | Workspace | underlying
(SaaS) the cloud , Dropbox | infrastructur
e

Table 3: Model Comparison

VI. CONCLUSION

In conclusion, this research paper provides a thorough
exploration of cloud computing, from its foundational
concepts to the comparison of various cloud platforms. By
examining the history of cloud computing and the evolution
of'its deployment and management, the paper underscores the
significant advantages cloud computing offers over
traditional computing, particularly in terms of scalability,
cost-effectiveness, and security. The detailed analysis of key
cloud platforms such as AWS, Google Cloud, IBM Cloud,
and Linode offers a clear understanding of their respective
strengths and services. Furthermore, the paper delves into the
core principles of cloud computing, making it accessible to
readers with varying levels of expertise. The discussion on
service and deployment models equips users with the
knowledge needed to select the most suitable options based
on their specific requirements. The comparative evaluation of
different cloud platforms highlights the nuances of usability,
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interface design, and the level of expertise required,

providing valuable guidance for choosing the right platform.

This research contributes to a deeper understanding of cloud

computing and serves as a valuable resource for individuals

and organizations looking to leverage cloud technology
effectively.

For future research, you can work on:

— IoT devices in cloud computing

— Security and privacy in the cloud using various
techniques like private key encryption and access control
mechanisms.

— Serverless computing works on serverless computing
which is based upon the Function as a Services (FaaS)
deployment model which is not covered in this study.

— Artificial intelligence in cloud computing how can you
deploy artificial intelligence or machine learning models
and apply them to data to check fraud detection in case
of a banking transaction.

By exploring these areas researchers can contribute
to advancing cloud computing unlocking new opportunities
and innovation for growth in cloud computing.

REFERENCES

[1] B. H. Banimfreg, “A comprehensive review and
conceptual framework for cloud computing adoption in
bioinformatics,” Healthcare Analytics, vol. 3. 2023. doi:
10.1016/j.health.2023.100190.

[2] M. Cheng, Y. Qu, C. Jiang, and C. Zhao, “Is cloud
computing the digital solution to the future of banking?,”
Journal of Financial Stability, vol. 63, 2022, doi:
10.1016/j.jfs.2022.101073.

[3] M. Armbrust, A. Fox, and R. Griffith, “Above the clouds:
A Berkeley view of cloud computing,” University of
California, Berkeley, Tech. Rep. UCB, 2009, doi:
10.1145/1721654.1721672.

[4] J. Sarmah, M. L. Saini, A. Kumar, and V. Chasta,
“Performance Analysis of Deep CNN, YOLO, and
LeNet for Handwritten Digit Classification,” Lect. Notes
Networks Syst., vol. 844, pp. 215-227, 2024, doi:
10.1007/978-981-99-8479-4_16.

[5] S.R.V.Correiaand C. D. P. Martens, “Cloud computing
projects: critical success factors,” RAUSP Management
Journal, vol. 58, no. 1, 2023, doi: 10.1108RAUSP-06-
2021-0107.

[6] S. Vispute and M. L. Saini, “Performance Analysis of
Soil Health Classifiers Using Data Analytics Tools and
Techniques for Best Model and Tool Selection,” Int. J.
online Biomed. Eng., vol. 18, no. 10, pp. 169-189, 2022,
doi: 10.3991/ijoe.v18i10.30149.

[7] L. Minh Dang, M. J. Piran, D. Han, K. Min, and H.
Moon, “A survey on internet of things and cloud
computing for healthcare,” Electronics (Switzerland),
vol. 8, no. 7, 2019, doi: 10.3390/electronics8070768.

[8] G. Senthilkumar, K. Tamilarasi, N. Velmurugan, and J.
K. Periasamy, “Resource Allocation in Cloud
Computing,” Journal of Advances in Information
Technology, wvol. 14, no. 5, 2023, doi:
10.12720/jait.14.5.1063-1072.

[9] V. Sapra and M. L. Saini, “Computational intelligence
for detection of coronary artery disease with optimized

features,” Int. J. Innov. Technol. Explor. Eng., vol. 8, no.
6, pp. 144-148, 2019.

[10]N. M. Abdulkareem, S. R. M. Zeebaree, M. A. M.
Sadeeq, D. M. Ahmed, A. S. Sami, and R. R. Zebari,
“IoT and Cloud Computing Issues, Challenges and
Opportunities: A Review,” Qubahan Academic Journal,
vol. 1, no. 2, 2021, doi: 10.48161/gaj.v1n2a36.

[11]M. Lal Saini, B. Tripathi, and M. S. Mirza, “Evaluating
the Performance of Deep Learning Models in
Handwritten Digit Recognition,” Proc. - Int. Conf.
Technol. Adv. Comput. Sci. ICTACS 2023, pp. 116-121,
2023, doi: 10.1109/ICTACS59847.2023.10390027.

[12]F. Abdullayeva, “Cyber resilience and cyber security
issues of intelligent cloud computing systems,” Results
in Control and Optimization, vol. 12, 2023, doi:
10.1016/j.rico.2023.100268.

[13]Stergiou, K. E. Psannis, B. G. Kim, and B. Gupta,
“Secure integration of IoT and Cloud Computing,”
Future Generation Computer Systems, vol. 78, 2018, doi:
10.1016/j.future.2016.11.031.

[14]S. Pede and M. L. Saini, “A Brief Bibliometric Analysis
and Visualization of Scopus and WoS databases on
Blockchain Technology in Healthcare Domain,” Libr.
Philos. Pract., vol. 2021, pp. 1-27, 2021.

[15]P. Kumari and P. Kaur, “A survey of fault tolerance in
cloud computing,” Journal of King Saud University -
Computer and Information Sciences, vol. 33, no. 10.
2021. doi: 10.1016/j.jksuci.2018.09.021.

[16]K. Lal and M. L. Saini, “A study on deep fake
identification techniques using deep learning,” AIP Conf.
Proc., vol. 2782, 2023, doi: 10.1063/5.0154828.

[17]N. Taleb and E. A. Mohamed, “Cloud computing trends:
A literature review,” Academic Journal of
Interdisciplinary Studies, vol. 9, no. 1. 2020. doi:
10.36941/ajis-2020-0008.

[18]M. L. Saini, B. Tripathi, J. Kaushal, and A. Garg, “A
Hybrid Model for Diagnosis Cardiovascular Disease
Using Clinical Features, ECG and MRI,” IEEE 1st Int.
Conf. Ambient Intell. Knowl. Informatics Ind. Electron.
AIKIIE 2023, 2023, doi:
10.1109/AIKIIE60097.2023.10390299.

[19]S. A. Bello et al., “Cloud computing in construction
industry: Use cases, benefits and challenges,”
Automation in Construction, vol. 122. 2021. doi:
10.1016/j.autcon.2020.103441.

[20] T. Bharti, M. L. Saini, A. Kumar, and R. Tiwari, “Design
and implementation of industrial fire detection and
control system using internet of things,” Artif. Intell.
Blockchain, Comput. Secur. - Proc. Int. Conf. Artif.
Intell. Blockchain, Comput. Secur. ICABCS 2023, vol. 1,
pp. 310-315, 2024, doi: 10.1201/9781003393580-47.

All rights reserved by www.ijsrd.com 25



