IJSRD - International Journal for Scientific Research & Development| Vol. 11, Issue 8, 2023 | ISSN (online): 2321-0613

Advancements in Phishing Detection through Machine Learning: A
Comparative Analysis

Sakshi Shirke
UG Student
Department of Information Technology
B.K Birla College of Arts, Science and Commerce (Autonomous) Kalyan, Mumbai, India

Abstract — Phishing is the simplest method for gathering
sensitive details or information from the user. Phishers try to
seek private data, including passwords, login credentials,
bank account details, and many more. ML algorithms have
emerged as promising tools for detecting phishing attacks. In
this research work, using ML techniques, extraction and
analysis of both types of URLs were performed. The main
aim was to identify phishing URLs and determine the most
effective ML technique by comparing the accuracy rates of
each algorithm. This paper presents an in-depth analysis of
various ML techniques and their applications in phishing
detection.

Keywords: Phishing Detection, Machine Learning, Features,
Classifiers, Decision Tree, Random Forest, Xgboost, SVM

|I. INTRODUCTION

Advances in internet technology have resulted in many sorts
of cybercrime. Phishing is a type of cybercrime that attempts
to dupe unsuspecting individuals into disclosing sensitive and
valuable personal information. Phishing is often carried out
by a hacker presenting themselves as a trustworthy entity,
which is accomplished by using social engineering and
technical methods. Web fraud comes in many forms, and
phishing websites are a typical entrance point for online
social engineering tactics. To begin, the hacker constructs a
webpage by imitating a legitimate website. They then
transmit these dubious URLs to potential victims through
spam chats, texts, or social networking sites, hoping that
unwary users will mistake them for legitimate URLS.

The Anti-Phishing Working Group (APWG) has
discovered more than 51,000 distinct phishing websites over
the past few years. The APWG recorded more than 4.7
million phishing assaults in 2022, setting a new high. The
number of phishing assaults has increased by more than 150%
every year since the beginning of 2019. The 101,104 unique
email subjects received in October 2022 were the APWG's
biggest single-month sample ever.

In Q4 2022, the APWG recorded 1,350,037 total
phishing assaults. This was a modest increase from the
previous quarter, when APWG registered 1,270,883 overall
phishing attacks. Financial sector phishing assaults accounted
for 27.7% of all phishing attacks.  Business email
compromise (BEC) attacks have continued to pose a threat to
businesses. The average BEC theft attempt was $132,559.[1]
Fig .1 shows total number of phishing attacks detected by
Anti Phishing Work Group (APWG) from January 2019 to
December 2022 .

Phishing Attacks, Jan 2019 to Dec 2022

Fig. 1: Total Number of phishing attacks detected by
APWG. [2]

Il. RELATED WORK

Many writers have investigated how to detect phishing
websites. However, as detailed below, only a handful have
undertaken a comprehensive literature study on the subject.

Qabajeh et al. (Qabajeh et al., 2018) have
investigated the differences between traditional and
automated phishing detection systems. Raising awareness,
educating users, offering periodic training or workshops, and
applying a legal viewpoint are all traditional anti-phishing
tactics.

Zuraiq and Alkasassbeh (Zuraiq and Alkasassbeh,
2019) conducted a thorough evaluation of existing phishing
detection technologies. The research looks at anti-phishing
tactics like heuristic, content-based, and fuzzy rule-based
approaches. According to the report, there are improved
approaches for detecting phishing websites.

Benavides et al. (Benavides et al., 2020) undertook
a thorough evaluation of other researchers’ methods to
identifying phishing assaults using Deep Learning
algorithms. This study considers only academic publications
on the critical themes of phishing and Deep Learning.

Arshad et al. (Arshad et al., 2021) in their work,
showed many forms of phishing and anti-phishing
approaches. According to this study, Machine Learning
techniques earned the greatest Accuracy.

Catal et al. (Catal et al., 2022) conducted a
comprehensive literature evaluation that provided answers to
nine study questions. According to this analysis, 42 of the 43
studies used Supervised ML methods. The paper only
addresses Deep Learning-related phishing detection
research.[3]

I1l. METHODOLOGY

A. Dataset:

The dataset plays a very important role in testing the accuracy
of algorithms and comparing their results accordingly. For
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our work, a dataset of phishing urls from www.kaggle.com
was considered, which contains benign as well as malicious
URLSs. They are marked in the form of binary representation
as ‘0’ and ‘1°. [4]

B. Feature Extraction:

The features extracted in our dataset are as follows:

1) Havingan IP Address: Ifan IP address is used in the URL
instead of the domain name.

2) URL Length: Phishers can hide the suspicious element
of the URL in the address bar by using a lengthy URL.

3) URL Shortening Service: Links to a webpage with a
lengthy URL.

4) Having @ Symbol: Using the @ sign in the URL causes
the browser to disregard everything preceding the @
symbol, and the true address frequently follows the @
symbol.

5) Double Slash Redirection: The presence of // in a URL
indicates that the user will be redirected to another
website.

6) Prefix Suffix: Phishers frequently add prefixes or
suffixes separated by (-) to domain names in order to give
visitors the impression that they are dealing with a
reputable website.

7) Having Sub Domain: Using a subdomain in the URL.

8) SSL State: Shows that website use SSL.

9) Domain Registration Length: Based on the fact that a
phishing-website lives for-a short period.

10) Favicon: A favicon is a visual image (icon) that is
connected with a particular website.

11) Using Non-Standard Port: To control intrusions, it is
much better to merely open ports that you need. Several
firewalls, Proxy and Network Address Translation
(NAT) servers will, by default, block all or most of the
ports and only open the ones selected.

12) HTTPS token: Using a deceptive https token in the URL.

13) Request URL: Request URL determines whether
external items such as pictures, videos, and audio stored
inside a webpage are loaded from another domain.

14) URL of Anchor: An anchor is an element specified by
the a > tag. This feature is processed in the same way as
Request URL.

15) Links in Tags: Legitimate websites frequently employ
Meta tags to provide metadata about the HTML text,
Script tags to construct a client side script, and Link tags
to fetch other online resources.

16) Server Form Handler: If the SFHs domain name differs
from the domain name of the webpage.

17) Submitting Information to E-mail: A phisher may reroute
the user's information to his email.

18) Abnormal URL: It is derived from the WHOIS database.
Identity is usually included in the URL of a legal website.

19) Website Redirect Count: If the redirection occurs more
than four times.

20) Status Bar Customization: Use JavaScript to display a
bogus URL to users in the status bar.

21) Disabling Right Click: The same as using on Mouse Over
to hide the Link.

22) Using Pop-up Window: Demonstrating the use of pop-
up windows on the webpage.

23) IFrame: An IFrame is an HTML tag that displays an extra
webpage within the one that is now shown.

24) Age of Domain: If the domain is less than a month old.

25) DNS Record: Possessing a DNS record.

26) Web Traffic: The number of visits to a website is used to
determine its popularity.

27) Page Rank: Page rank is a number between 0 and 1.
PageRank attempts to determine the importance of a
webpage on the Internet.

28) Google Index: This feature determines whether or not a
website is included in Google's index.

29) Links Pointing To Page: The amount of links referring to
the web page.

30) Statistical Report: Determines whether the IP belongs to
top phishing IPs or not.[5]

C. Machine Learning Approach:

Machine learning provides simplified and efficient methods
to analyses data. The key advantage of machine learning is
the ability to create flexible models making it a powerful tool
in the fight against phishing attacks. ML algorithms are the
mathematical and computational methods used to train
models based on the provided data. They can be trained on
large datasets, allowing them to learn complex patterns and
characteristics associated with phishing. This leads to higher
accuracy and precision in identifying phishing attempts,
minimizing false positives and false negatives. Fig 2 shows
the working process of Machine Learning Algorithms.

DATA
COLLECTION

EVALUATING
MODEL

MAKING
PREDICTIONS

Fig. 2: Machine Learning Workflow
1) Random Forest
Random Forest is a machine learning method that uses
supervised learning. In machine learning, it is utilized for
both classification and regression issues. It is based on the
notion of ensemble learning, which is a technique that
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integrates many decision trees to boost resilience and

accuracy.

Working of the Algorithm:

— Step 1: Choose at random from a provided dataset or
training set.

— Step 2: For each piece of training data, it will build a
decision tree.

—  Step 3: The choice tree will be averaged for voting.

—  Step 4: Finally, choose the prediction result with the most
votes as the final forecast result.

2) XGBoost

XGBoost (Extreme Gradient Boosting) is a strong machine

learning method that simulates a team of experts making

predictions. XGBoost uses gradient boosting as its base

learning algorithm. The beauty of this powerful algorithm is

its scalability, which allows for quick learning via parallel

and distributed computing while also providing optimal

memory consumption XGBoost uses all of their input to

generate a very accurate prediction. XGBoost learns and

improves at guessing with each round. [6]

3) Decision Tree

A decision tree is a supervised learning method that may be

used for classification and regression problems; however, it

is usually used for classification. It is a tree-structured

algorithm with core nodes that store dataset properties,

branches that represent decision rules, and leaf nodes that

reflect the outcome.

The decision tree has two nodes: the decision node
and the root node. Decision nodes make decisions and have
many branches, whereas leaf nodes indicate the outcomes and
results of those decisions and do not have more branches. It
is simply a graphical representation of all possible solutions
to a problem or decision, depending on specific criteria.

4) Support Vector Machine (SVM)

Support vector machines (SVMs) are a well-known classifier
type. SVM's purpose is to identify the closest point between
two classes by calculating the maximum distance between
them. This is a linear and nonlinear classification supervised
learning model. In nonlinear classification, a kernel function
is employed to translate the input to a higher-dimensional
feature space.

IV. EXPERIMENTAL RESULTS

In our Experiments, Scikit-learn package was imported in
python programming language, during the execution process
of the algorithms. We used different methods of feature
selection for getting the best results. Dataset was trained
using training set and testing set and was used to evaluate
performance of classifiers in this experiments. Table | shows
the comparison between accuracy, precision, recall, and F1
score of these models.

ML -, F1-
model Accuracy | Precision | Recall Score
Randam 0.978 0982 | 0970 | 0.976
Forest
XGBoost 0.967 0973 | 0.957 | 0.965
Decision 0.943 0914 | 0970 | 0941
Tree
SVM 0.937 0942 | 0.922 | 0932

Table 1: Classifier’s Performance

Accuracy

A i R

Fig. 3: Comparison of models based on Classifier’s
Performance
V. CONCLUSIONS AND FUTURE WORK

In this Paper, we have successfully implemented four
classifiers on the phishing URL dataset. Random Forest,
XGBoost, Decision Tree and Support Vector Machine are the
algorithms that were examined and compared during the
experimental work. According to the experiments and
comparative results from the implemented algorithms,
Random Forest gives the best performance with a 97.8%
accuracy rate followed by XGBoost with 96.7%, Decision
Tree with 94.3% and SVM with 93.7%. Random Forest
outperforms giving the highest accuracy among the four. In
the future, hybrid technology will be used to identify phishing
websites more precisely, with the random forest algorithm of
machine learning and the blacklist approach. The findings
inspire further research to include more features in the
dataset, which might increase the performance of these
models and yield better outcomes.

REFERENCES

[1] APWG,  “Phishing  activity
https://apwg.org/trendsreports/

[2] https://www.accesswire.com/753873/apwg-4qg-report-
phishing-attacks-continue-to-shatter-records-through-
end-of-2022.

[3] Asadullah Safi, Satwinder Singh, "A systematic
literature review on phishing website detection
techniques", Journal of King Saud University - Computer
and Information Sciences, Volume 35, Issue
2,2023,Pages 590-611,ISSN 1319-1578 .

[4] https://mww.kaggle.com
https://www.kaggle.com/code/sauhardsaini/phishing-
url/notebook

[5] Shahrivari, Vahid, Mohammad Mahdi Darabi, and
Mohammad lzadi. "Phishing detection using machine
learning techniques." arXiv preprint arXiv:
2009.11116 (2020).

[6] T. Chen and C. Guestrin, “Xgboost: A scalable tree
boosting system,” in Proceedings of the 22nd acm sigkdd
international conference on knowledge discovery and
data mining, pp. 785-794, 2016.

trends  report.”

All rights reserved by www.ijsrd.com 89


https://apwg.org/trendsreports/
https://www.kaggle.com/

