IJSRD - International Journal for Scientific Research & Development| Vol. 11, Issue 8, 2023 | ISSN (online): 2321-0613

Malicious Files Detection using Machine Learning

Nisha Chaudhary
UG Student
Department of Information Technology
B.K Birla College of Arts, Science and Commerce (Autonomous) Kalyan, India

Abstract — In a comprehensive study on malware detection,
we evaluated five machine learning models: multinomial
naive bayes, random forest classifiers, K-nearest neighbours,
decision tree classifiers, and support vector classifiers, using
a diverse dataset with file feature extraction. Results
showcased varying performances, with the Random Forest
Classifier standing out with a flawless accuracy score of 1.00,
excelling in distinguishing between malware and legitimate
files. The Decision Tree Classifier and K-Nearest Neighbours
Classifier followed closely, both achieving a high accuracy of
0.99. This research underscores the effectiveness of machine
learning models, especially Random Forest, in enhancing
cybersecurity by accurately identifying potential threats
amidst digital files.
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I. INTRODUCTION

The global population of Internet users is on the rise because
of advancements in new 5G and Al technologies.
Consequently, cyber threats and malicious attacks, which
compromise user data and result in financial harm, are
becoming more sophisticated and cleverer. In 91% of cases,
cyberattacks utilizing malicious code often commence with
spear-phishing emails, initiating through attachments and
links containing harmful code. While traditional security
systems have been effective in detecting and analysing
known intrusions and malicious codes using signature-based
controls, continuously evolving malicious codes pose a
challenge. This can lead to a surge in false-positive and false-
negative detections, making it challenging for administrators
to assess and respond. Moreover, static analysis of malicious
code has limitations in identifying unknown threats, and
dynamic analysis can be excessively time-consuming.
Currently, cybercriminals utilize malware as a weapon to
target and compromise computer systems [1].

Malware, which stands for malicious software,
poses a significant danger in the modern computing
landscape as it refers to any program or file designed to cause
harm to computers, networks, or servers intentionally.
Malware is like a digital troublemaker that messes up your
computer on purpose. It comes in different forms, like
viruses, Trojan horses, and rabbits [1]. Whether you are using
a home computer or running a big business, this troublemaker
can cause a lot of damage and make people lose valuable
stuff. It is a serious problem for everyone. Harming
someone's computer without permission is not okay. Malware
is a broad term covering various harmful software types, such
as viruses. It's like an umbrella term for digital troublemakers
trying to mess with computer systems.

Il. RELATED WORK

Malicious file detection can rely in both static and dynamic
analyses [4]. In static analysis, the method involves

identifying malicious code by extracting the file's
characteristics without direct execution, offering the benefits
of rapid spotting and significant precision. However, since it
relies on a database of previously studied malware samples,
it cannot detect unknown malicious code. Alternatively,
dynamic analysis for the process of identifying malicious
files includes running them in a virtual environment (such as
VMware or Virtual Box) and then analysing them. This
approach can identify and assess unrecognized malicious
files, but it suffers from slower detection and lower
efficiency.

Jagsir et al. [1] A paper proposed Two crucial factors
influencing the accuracy of malware classifiers are the choice
of classification algorithms and the feature representation
used in training these classifiers. Straightforward methods
such as SVM-Support Vector Machines, DT-Decision Trees,
and more complex ensemble methods like RF-Random
Forests RF. These ensemble classifiers, overall, tend to yield
superior results in the realm of malware detection.

I1l. METHODOLOGY

Malicious file detection involves the process of identifying
and classifying files as either malicious (harmful) or benign
(safe) based on their characteristics. This is a common task in
cybersecurity and can be addressed using various techniques,
including machine learning.

Fig. 1: Flow Chart for Malware Detection

A. Data Set:

Dataset contains information about various executable files.
The dataset is stored in Comma-Separated Values format, and
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each file is tagged as either "malicious" for harmful or
"benign" for harmless. There are 138,047 rows of data. There
are 57 columns or features in each row of data. Gather a
dataset of files that includes both malicious and benign
samples. The dataset was collected from GitHub [5].

B. Data Preprocessing:

Data preprocessing a crucial step in the process of building a
malicious file detection system using machine learning. It
involves preparing and cleaning the dataset to ensure that it is
in a suitable format for training and testing. Define relevant
features or attributes that can help distinguish between
malicious and benign files by considering characteristics like
file size and file format, byte sequences, metadata, or other
file-specific characteristics.

C. ML:

Machine learning plays a crucial role in malware detection by
helping to identify and mitigate malicious software threats.
ML models analyse various features of files or network traffic
data, such as file size and file type signatures, behaviour
patterns, API calls, or packet characteristics. ML models are
trained on large datasets of both benign and malicious
samples. They learn to recognize patterns and anomalies that
distinguish malware from legitimate software. ML models
can classify new, unseen data as either benign or malicious
based on the patterns they have learned. Common ML
techniques for this task employ splitting trees, Methods that
involve using both random forests and support vector
machines for analysis, and neural network techniques like
neural networks [3].

D. Decision Tree:

A tree-based model is a supervised machine learning method
commonly employed in support of Classification as well as
regression tasks. The object primarily excels in classification.
As its name suggests, this classifier adopts a tree-like layout.
Internal nodes correspond to dataset features; decision rules
are encoded in branches; and each possible outcome is
depicted by a leaf node. When referring to nodes, we
distinguish between split nodes and end nodes. These terms
convey the same concept with different terminology while
maintaining the original meaning intact [2].

E. Random Forest:

Random forests exist a popular tool in machine learning with
tasks like predicting outcomes or categorizing things. They
work by creating lots of little decision trees using different
pieces of data and then combining their results to make more
accurate predictions. Having more trees in the group makes
predictions better and avoids mistakes from using too much
data [2].

IV. EXPERIMENT RESULT

In this experiment, we aimed to classify software files as
either legitimate (benign) or malicious based on a dataset
containing various file attributes. We implemented several
machine learning algorithms and evaluated their performance
using standard classification metrics.

Fig. 2: Histogram of Legitimate vs. Malicious Files

A. Random Forest Classifier:

— Accuracy: 1.00

Classification Report: Demonstrated outstanding accuracy
and robust performance with high precision and recall for
both classes

B. K-Nearest Neighbours (KNN) Classifier:

— Accuracy: 0.99

Classification Report: Delivered excellent results with high
precision and recall for both classes, showcasing its
effectiveness.

C. Decision Tree Classifier:

— Accuracy: 0.99

Classification Report: Similar to KNN, it achieved a high
level of accuracy with strong precision and recall for both
classes.

D. Support Vector Classifier (SVC):

— Accuracy: 0.70

Classification Report: Struggled to provide accurate results,
particularly for the ‘malicious’ class, resulting in lower
accuracy and recall for this category.

V. CONCLUSION

In the evaluation of various machine learning classifiers for
malware detection, the Random Forest Classifier emerged as
the top performer, boasting an exceptional accuracy rate of
100%. This classifier demonstrated unparalleled excellence
in distinguishing between malicious and legitimate files,
making it a robust choice for this critical task. It achieved a
perfect balance between precision and recall, resulting in a
harmonious F1-score of 1.00, reflecting its reliability in
minimizing both false positives and false negatives.
Following closely behind, the Decision Tree Classifier, K-
Nearest Neighbours Classifier and Multinomial Naive Bayes
Classifier all delivered commendable performances. With
accuracy ranging from 95% to 99%, these models exhibited
strong capabilities in malware classification. Their robustness
in handling the complex patterns exhibited by malware
samples underscores their effectiveness in this domain.

In contrast, the Support Vector Classifier faced
challenges in accurately detecting malicious software,
yielding a lower accuracy of 70%. This discrepancy may be
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attributed to the class imbalance inherent in malware datasets,
where legitimate files significantly outnumber malicious
ones. This classifier struggled to effectively distinguish
between the two classes, resulting in a higher number of false
negatives.
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