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Abstract — Cybercriminals continually exploit malicious
URLs in emails, messages, and pop-ups to propagate
cyberattacks, deceiving users into downloading the malware
into their system. This research aims to create an efficient and
effective system for detecting malicious URLSs using only
Lexical features extracted from the URLs. Four machine
learning algorithms, namely Support Vector Machine (SVM),
Random Forest, Decision Trees, and K-Nearest, are explored
for the classification of URLs as benign or malicious.
Performance is evaluated using accuracy, precision, recall,
and F1-score metrics. The findings indicate that Random
forest and decision Tree models excel in malicious URL
detection.
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. INTRODUCTION

Rapidly evolving technological landscape, The increased
usage of online web services has made people’s lives easier
than ever before. People depend on online web services for
their daily activities. Cybercriminals are launching large-
scale attacks using malicious URLSs or web pages that have a
short lifespan.[1] .Cybersecurity is a significant concern for
both individuals and organizations. One of the most
significant problems in this field is the proliferation of
malicious Uniform Resource Locators (URLS). These URLs
serve as gateways to cyber-attacks such as phishing, malware
distribution, and data breaches, all of which pose serious
threats to the security of personal and organizational data. It
is crucial to be wary of malicious URLs and to take steps to
protect against these types of cyber-attacks. These malicious
URLs are usually spread through various channels such as
email, messages, Twitter, Facebook, popups, website ads, and
so on. These URLSs or websites often contain malicious files
such as viruses (ransomware) malware etc. Once the user
clicks on a malicious URL link, it downloads files to their
system, opening doors for attacks and data theft. According
to recent security reports, over 40,000 malicious URLs are
created daily, resulting in losses of $17,700 per minute. In
2020, more than 80% of computer systems worldwide were
compromised. [1].Detecting and identifying these traits is
critical for protecting digital assets and personal information.
Two well-known approaches to safeguard against harmful
URLs are blacklisting and heuristic analysis. As malicious
actors continue to refine their tactics and create new
variations of harmful URLSs, there is a pressing need for more
advanced and dynamic solutions Using machine learning
techniques can be highly beneficial for cybersecurity experts
in enhancing their capability to quickly identify and address
potential threats. In recent times, the use of machine learning
techniques has become effective in detecting malicious
URLSs. This is due to their ability to process vast amounts of

data and detect complex patterns. Our study explores the
effectiveness of machine learning algorithms in detecting
harmful URLs quickly and accurately. They will ultimately
improve the cybersecurity of individuals, organizations, and
society as a whole. The main goal of this research is to create
a durable and flexible system for detecting malicious URLSs.
Machine learning algorithms can automatically identify
malicious URLs, including newly generated ones, by
assigning weightage to selected features. Using machine
learning, we can improve the accuracy of URL
categorization, reduce false positives, and quickly respond to
potential risks. In this study, we delver into different aspects
of identifying harmful URLs. This includes preparing the
data, extracting features, choosing the appropriate algorithm,
and evaluating the model. The purpose of this research is to
create a preventative defense system that can detect and
prevent harmful URLs from causing harm.[2]

Il. RELATED WORK

Researchers have continuously developed new methods to
improve the accuracy and speed of detecting malicious URLS.

Raja et al. [1] A paper proposed the use of lexical
features to detect malicious URLs. The method involved
feature extraction, feature reduction, model training, and
testing. The study collected data from the UNB dataset, which
consisted of 68851 URLSs, including 35378 benign URLSs,
9965 phishing URLSs, 11566 malware URLs, and 11942 spam
URLSs. Five different machine learning algorithms were used:
SVC, Logistic Regression, K-NN, Naive Bayes, and Random
Forest. The accuracy of each algorithm was respectively
98%, 93%, 98%, 79%, and 99%.

In a study by He et al. [2], 28 features were grouped
into Structure, Intelligence, and Sensitive Word categories.
The researchers tested various classification models such as
Gaussian NB, K-NN, LR, SVM, Random Forest, AdaBoost,
and Gradient Boosting to analyze the data. They found that
Random Forest outperformed all the other models.

In a study conducted by Alkhudair et al.[3], the
researchers focused on using machine-learning techniques to
detect malicious URLSs. They utilized 28 features and selected
specific features using the CSE method. The study was
conducted in two phases. 1) evaluating the classifier
performance with all features, and 2) evaluating the classifier
performance with only selected features. Four algorithms
were used in this study, namely RF, K-NN, J48, and Bayes
Net. Results showed that RF performed better with feature
selection in both phases.

Do Xuan et al.[4] In another paper, machine learning
algorithms were used to classify URLs based on the features
and behaviours of the URLs. The features were grouped
under three categories: lexical features, host-based features,
and content-based features. Two supervised machine learning
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algorithms, such as SVM and Random forest, were used. The
dataset was taken from Phistank, Urlhaus, Alexa, and
malicious non-malicious URLS. The dataset was divided into
two subsets such as training and testing. In both phases, RF
gives a better result.

Djaballah et al.[5] Finally, another paper is focused
on detecting phishing attacks on social networks such as
Twitter. To analyze and detect phishing content on Twitter,
the paper proposed three steps: 1) Verification in the phistank
database, 2) Classification based on URL analysis using
machine learning, and 3) Analysis of Twitter user accounts.

I1l. METHODOLOGY

The proposed method consists of the following phases: data
set collection, data cleaning, and feature selection.

A. Data Set:

The paper utilized a dataset to identify malicious URLS
consisting of 35378 benign URLs, 11566 malware, 96457
defacement, 9965 phishing and 12000 spam URLS. The entire
dataset is saved in CSV format and each URL sample is given
a label of "good" for safe URLs and "bad" for malicious
URLs. The dataset was collected from UNB 2016 [6].

B. Data Preprocessing:

This process is responsible for ensuring an error-free dataset
is ready for the learning phase. This phase includes removing
unwanted-observations-and-handling missing data (fixing the
issues of null values). With the help of data preprocessing, the
machine learning algorithms perform better and give better
accuracy. [7,3]

C. Feature Selection:

Feature selection is the process of selecting important
features from the dataset and removing irrelevant features
from the dataset to improve task performance. Feature
selection is beneficial in reducing the data dimensionality to
be handled by a classifier and improving prediction accuracy,
which reduces the execution time. [3] In this research, 22
Lexical features are used in the dataset as shown in table 2.

features Types

use_of ip check
Abnormal_url check
Google_index check
Count(.) count

Count @ count
Count_dir count
Count_embed _domain | count
Suspicious_words count
Short_url check
Count https count
Count http count
Count % count
Count(-) count
url_length length
Hostname_length length
First directory length
Length _of top domain | length
Count_digits count

Count_letters count
Table 1: Lexical Features

D. Train and Test:

The process of splitting the dataset into training and testing
datasets is an important step in the data analysis process. Its
main objective is to ensure that the model can learn from the
training data and then correctly predict outcomes on the
testing data. In this research, we split the dataset into 80%
training and 20% testing datasets. To ensure efficient
validation, we have implemented 5-fold cross-validation,
which randomly splits all data into 80:20 ratios for the dataset
at every fold. The model's performance is evaluated after each
fold.[7]

E. Classification:

In the training phase, the data is processed using four machine
learning algorithms. The following algorithms are applied to
evaluate the dataset:

F. Random Forest Algorithm:

The random forest algorithm is a machine learning tool that
can perform classification and regression tasks with great
flexibility and accuracy. They belong from the ensemble
learning family, which combines multiple base models to
improve predictive performance and reduce overfitting. The
random forest algorithm can also provide information about
the importance of features in making predictions.[3]

G. Decision Tree Algorithm:

The decision tree algorithm is a popular supervised machine
learning technique that can be used for classification and
regression tasks. The algorithm can make predictions by
dividing the data into subsets based on the most significant
attributes in a recursive manner.. A decision tree is a
hierarchical structure resembling an inverted tree with nodes
and branches.[7]

H. Support Vector Machine:

The support vector machine is a versatile machine-learning
algorithm that can be used for classification and regression
tasks. Its effectiveness in handling complex data distributions
and maximizing the margin of separation between classes is
well-known.The SVM algorithm was initially designed for
binary classification, where the goal is to separate data points
into two classes: positive and negative.

I. K-Nearest Neighbors (K-NN) Algorithm:

The K-nearest neighbor’s algorithm is a simple yet effective
supervised machine learning algorithm that can be used for
both classification and regression tasks they make predictions
based on the K-nearest data points in the feature space, using
the majority class or average value. The K-NN algorithm is a
versatile algorithm that can be useful in various applications,
especially when the underlying data distribution is not well-
defined or linear.[3]

J. Cross Validation

Cross-validation is a technique used to assess how well a
model can generalize to new data in machine learning. One
common approach for evaluating a machine learning model
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involves splitting the data into two sections: the training set,
which teaches the model, and the test set, which verifies the
model's accuracy. In standard cross-validation all data points
should be validated by both the training and testing sets.[3]

IVV. EXPERIMENT RESULT

In this research, we have extracted 22 lexical features from
raw URLs and employed four machine-learning models
(Random Forest, Decision Tree, Support Vector Machine,
and K-Nearest Neighbors). We conducted our evaluation
using 5-fold validation to ensure robustness and accuracy.
Our analysis focused on assessing the performance of these
models in accurately classifying URLs. The results are
resented in Table 2.

- Accuracy | Recall | Precision f1-
Classifier % % % score
Random 1.00% | 1.00% | 1.00% | 1.00%
Forest
Decision 1.00% | 1.00% | 1.00% | 1.00%
Tree
KNN 097% |095% | 0.76% | 0.85%
SVM 087% | 0.95% | 023% | 037

Table 2: Classifier Performance of the Dataset

The table above shows that both the Random Forest
and Decision Tree models consistently outperformed other
models, achieving 100 % accuracy. We also assessed the
models for overfitting and their ability to generalize to unseen
data.

Our models demonstrated consistently high
performance when handling dataset variations during cross-
validation. These results suggest that random Forests and
Decision Trees are reliable choices for URL classification
tasks, offering promising solutions for enhancing
cybersecurity.

The high accuracy, recall, precision, and F1-score
values obtained indicate the potential effectiveness of these
models in accurately identifying and categorizing malicious
URLs, which is crucial for protecting digital assets and
personal information.

V. CONCLUSION AND FUTURE WORK

Our research tested various machine learning models for
detecting malicious URLs, and the results revealed that
random Forest and Decision Tree models performed
exceptionally well.

Through Feature extraction and cross-validation we
significantly improved the model's detection efficiency.
While our study focused on a limited subset of URLs, we plan
to expand our research to include additional web page
features and a larger dataset in the Future.

To visually represent the comparison of model
performance, Figure 1 illustrates the accuracy scores of the
four machine learning algorithms used in our study.

Accuracy of the different Classifier

& & && &

Fig. 1: Comparison of Model Performance

This bar graph illustrates the accuracy scores of four
machine learning algorithms: random Forest and Decision
Tree models are evident, highlighting their superior
performance in detecting malicious URLSs in our study.
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