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Abstract — Wireless Sensor Networks (WSNs) consists of 

huge number of sensor nodes deployed in the region for the 

purpose of gathering information about the its environment 

and transfer that information to the base station. Because of 

the advancement in micro electrical-mechanical system 

(MEMS) and digital electronics the tiny sensors have 

capabilities of low-cost, low-power, multifunctional for 

different types of environment conditions, processing, and 

communication within short range. But with these features 

comes the biggest problem of WSNs that it has limited source 

of energy for data collection, processing, storing, and 

transmission due to its harsh environment condition in most 

of the cases. Also, sensor nodes are prone to security threats 

by the insider as well as outsider attackers due to distributed 

nature, random deployment and environment of WSNs. In 

this paper, we discuss clustering and routing approach energy 

efficiently so that there will be proper utilization of energy 

resulting in enhancement of overall networks lifetime. We 

will also discuss various threats at different layers of the 

network, mechanisms incorporated with different soft 

computing techniques to deal with such threats. 
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I. INTRODUCTION 

Wireless Sensor Networks (WSNs) are basically application 

dependent, which functions according to the requirement of 

the application. Environment monitoring, military, health 

care, industrial, flora and fauna, urban applications are few 

applications in which WSNs are freely used.  Certain features 

like deployment, topology, and their role all work based on 

what is asked in those applications but these features vary 

from application to application. The network topology 

changes frequently due to node failure, damage, addition, 

depletion of energy or fading of channel. On the basis of 

various criteria and nature of nodes, a WSN can be classified 

as follows: Static, Mobile, Deterministic, Non-deterministic, 

Self-Reconfigurable, Non-Self-Reconfigurable, 

Homogeneous, Heterogeneous Network. Typically, WSNs 

are comprised of various sensor nodes which are 

interconnected with each other forming the network. These 

sensor nodes communicate with each other wirelessly and 

their major function is to collect data from their surroundings 

and transmit those collected data to the main location known 

as the base station. These sensor nodes sense the data, collect 

it, and transmit it to the destination either directly or if 

destination is far then it transmits the data via relay nodes. 

The deployment of sensor nodes is done randomly and based 

on the changes in network they have to autonomously 

configure themselves into a communication network. WSNs 

exhibits a many-to-one traffic pattern as data sensed by sensor 

nodes flow from multiple sensor nodes to single base station 

[1-5]. Sensor nodes consists of sensing unit, communication 

unit, processing unit, and power unit which helps to execute 

all its functionalities. The sensing unit gathers data from its 

surroundings like humidity, temperature, light, etc. it consists 

of two components: Sensors which observe environment and 

gather information in the analog form, ADC is the Analog-to-

Digital Convertor which helps the analog data to convert it 

into digital form and gives it to the processing unit. The 

processing unit manages every node in the network, its 

function is to manage the procedure for sensing operation, run 

associated algorithms, and collaborate with other nodes by 

communicating wirelessly. The communication unit 

implements a procedure to convert bits which should be 

transmitted into radio frequency RF waves and record them 

on the other end.  Each component of sensor node take energy 

through the power unit and has a very limited capacity which 

requires energy efficient operation for the task performed by 

each component.  

 Mostly, sensor nodes are battery powered and in 

many situation node deployments is done in hostile 

environment where, it is almost impossible to replace or 

recharge the battery resulting in physical damage or node 

failure. The computation, energy and storage capacities are 

highly limited in sensor nodes. These leads to the most crucial 

problem of WSN that is efficient energy utilization of sensor 

nodes in the network while sensing and transmitting data. 

Therefore, there is requirement of routing protocol which 

have higher energy conservation of each node that can extend 

overall network lifetime. There exist various factors while 

designing WSNs depending on the requirements of the 

applications such as wireless medium, ad-hoc deployment, 

hostile environment, resource scarcity, immense scale, 

unreliable communications like unreliable transfer, conflicts, 

latency; and unattended operations like exposure to physical 

attack, managed remotely, no central management point 

[6,7]. Because of such design challenges of WSNs they are 

prone to security threats at various levels which can cause 

serious damage either logically or physically. So there is need 

for mechanisms which can protect the network from intruders 

and transmit data securely. 

II. ROUTING IN WIRELESS SENSOR NETWORK 

The process of transmitting information from source node to 

the destination node by efficiently choosing the path is known 

as routing. It uses some predetermined rules and selects the 

best path for data transmission. The communication in 

network is done efficiently with the help of routing. If there 

occurs communication failure in the network it will create 

congestion because there will be long wait time for webpages 

to load at the user end, it may cause crash of website server 

due to large number of users. Data traffic is managed by 

routing which helps to diminish network failure because of 

which network can work on its full strength.  Based on the 

routing tables created by the router, routing can be of static 
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routing and dynamic routing. Static routing has a static tables 

used by the network administrator which manually configure 

and select network routes. Basically static routing is used 

were network configuration has to remain constant but it has 

a drawback of network congestion. Whereas, dynamic 

routing creates and update routing tables on the condition of 

network at runtime. A dynamic routing protocol creates, 

update, and maintain the dynamic routing table is used to find 

the fastest path between the source and the destination.   

A. Routing Protocol Challenges 

In WSN, based on the certain requirements of the application 

and network architecture there exists various routing 

protocols which can be used for data transmission. There are 

many challenging factors which has to overcome before 

achieving efficient communication. Some of the routing 

challenges and design issues are as follows: 

1) Node Deployment: based on the requirement of 

application the deployment of node in WSN can be done 

randomly or manually [8]. In random node deployment 

sensor nodes are scattered randomly in the specified area 

which creates ad hoc routing infrastructure. For manual 

node deployment location of each node is decided 

manually which follows pre-determined paths.   

2) Node Heterogeneity: due to advanced requirements of 

applications in WSN nodes with different capabilities 

have to communicate with each other which creates 

heterogeneity [9]. In such situation sensor nodes in the 

network have different sensing, computation, power, 

processing capabilities to enhance the reliability and 

lifetime of network. 

3) Energy Consumption: WSNs are battery powered and 

due to its harsh environment it is almost impossible to 

recharge hence networks lifetime directly depends upon 

the nodes remaining energy. Routing protocols are 

highly influenced by energy consumption since it is very 

difficult to reduce the power consumption while 

computation and routing so that network lifetime can be 

extended [10].  

4) Fault Tolerance: sensor nodes in the network may fail 

due to physical damage, intruders, power loss. In those 

situations, those sensor nodes will not function properly 

and create problems in the network by not transmitting 

data properly and overall performance of network will 

degrade. Therefore, routing protocols should remain 

operable by periodically rerouting data paths through 

alternative paths [4].  

5) Self-Management: due to node failure or deployment of 

additional node in the network there is topology change 

in the network. Therefore, there is requirement of 

network that it is adaptable to changes done by addition 

or removal of node in the network and it is self- 

configurable. It must be capable of repair, maintenance, 

adaption, configuration once nodes are deployed [9].   

6) Data Aggregation: in WSNs sensor nodes sense data 

from its environment, those data are transmitted to the 

base station either directly or indirectly. There are many 

sensor nodes which can sense similar data and also for 

transmitting all sensors network traffic also increases. 

One solution is data aggregation in which techniques like 

duplicate suppression, minima, maxima, average data 

aggregation, signal processing can be used to achieve 

high efficiency and reduce energy consumption [4]. 

7) Scalability: the sensor nodes deployed in an area of WSN 

may be in order of hundreds, thousand, or more so 

routing protocols should work in a way that can handle 

these number of nodes efficiently. For that most sensor 

nodes should remain in sleep mode until any event occurs 

and those nodes are required. 

B. Classification of Routing Protocols  

The characteristics of WSNs routing when compared with 

other wireless networks like mobile ad hoc or cellular 

network becomes more challenging. In WSNs the overhead 

of maintaining IDs of node is much high therefore global 

addressing scheme is not possible. The flow of data in most 

of the applications of WSN is from multiple source to single 

destination. The flow of data is not prevented in any other 

forms like multicast or peer-to-peer. The data collection is 

based on the location of sensor node and the collected data by 

many sensors are based on common phenomenon, so position 

awareness is important and it have high chance of data 

redundancy. To improve the bandwidth and energy utilization 

routing protocols have to exploit such redundancy. The 

routing protocols are classified based on the network 

structure and protocol operation. 

1) Network Structure Based Routing Protocols 

1) Flat-based Routing Protocol: in flat-based routing 

protocol all the sensor nodes deployed have same 

functionality and works as multi-hop routing where 

sensor nodes all together performs the task of 

sensing. Flat-based routing protocol is also known 

as data-centric routing in which base station sends 

signal to a particular region for information and wait 

for data from those selected sensors. To specify the 

properties of data sensor-ids is not used because 

number of such nodes are huge, so attribute-based 

naming is used as data is requested through queries. 

SPIN (Sensor Protocols for Information via 

Negotiation) [11,12], Directed Diffusion [13], 

Rumour Routing [14], Gradient-Based Routing [15] 

are some of the flat-based routing protocols.       

2) Hierarchical-based Routing Protocol: hierarchical-

based routing protocols are used to perform energy 

efficient routing in WSNs. In this protocol whole 

network is divided into clusters and because of its 

distribution it is also known as cluster-based routing 

protocol. In hierarchical architecture, low energy 

nodes are used for sensing in the proximity target 

and high energy nodes are used for processing and 

transmission of data. Hierarchical routing has 

mainly two layer i.e. clustering and routing. In 

clustering the deployed sensor nodes in the network 

is divided into various clusters, cluster heads are 

assigned in each cluster. Here, data aggregation and 

fusion is done by cluster heads so that number of 

packets transmitted to the base station is minimized 

resulting in lower energy consumption within 

clusters. LEACH [16], PEGASIS [17], TEEN [18], 

APTEEN [19] are some of the hierarchical routing 

protocols.       
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3) Location-based Routing Protocol: in location-based 

routing protocols sensor nodes are addressed by 

using the location of nodes. In this scheme if there is 

no activity then to save energy those nodes should 

go to sleep mode, this helps in saving energy of 

overall network. The distance between neighboring 

nodes can be obtained by exchanging their 

coordinates with each other were distance can be 

calculated on the basis of incoming signal strength. 

By communicating with the satellite using GPS the 

location of nodes can be found if sensor nodes are 

equipped with small power GPS receiver. GAF [20], 

SPAN [21], GEAR [22], GEDIR [23] are some of 

the location-based routing protocols.  

2) Protocol Operation Based Routing Protocols 

1) Multipath-based Routing Protocol: in multipath-

based routing protocol instead of one single path 

multiple paths are used for data transmission to 

enhance the network performance. Measurement of 

fault tolerance is done when the primary path fails, 

then an alternate path is chosen for data transmission 

between source and the destination node. These 

alternate paths are kept alive by sending periodic 

signal in these alternate paths. Network reliability is 

increased by the overhead of maintaining alternate 

paths.  

2) Query-based Routing Protocol: in query-based 

routing protocol all sensor nodes in the network 

maintains a table which contain received sensing 

task queries. When these nodes receive query from 

destination node through network they match it with 

the table and if it matches they send the data to the 

node that initiated the query. These queries are 

described in natural or high-level query languages. 

3) Negotiation-based Routing Protocol: in negotiation-

based routing protocol of WSN before the real 

transmission starts, a series of negotiation messages 

are conducted. In this process before transferring 

data to next sensor node or the base station duplicate 

information are suppressed. Communication 

decisions are made in this protocol based on the 

available resources. For the elimination of redundant 

data, a high-level data descriptor is used. 

4) Coherent-based Routing Protocol: in coherent-based 

routing protocol generates long data streams, and it 

is used for energy-efficiency routing where, energy 

efficiency is achieved by path optimality. In the 

network area sensor nodes cooperate with each other 

for processing various information available in the 

area. Once minimum processing of data like 

timestamping, duplicate suppression is done those 

data are forwarded to the aggregators.   

5) QoS-based Routing Protocol: in QoS-based routing 

protocol when data is delivered to the destination 

certain QoS metrics like delay, energy, bandwidth, 

etc. must satisfy. Here, network has to balance 

between energy consumption and the quality of data. 

III. HIERARCHICAL CLUSTERING BASED ROUTING 

PROTOCOL 

A. Clustering 

Wireless Sensor Network contains sensor nodes in huge 

numbers like hundreds or thousands which are deployed in 

required region. To manage such huge numbers of sensor 

nodes efficiently clustering is one of the technique. In 

clustering whole network is divided into different clusters and 

each clusters have a cluster head selected on certain criteria. 

Once a cluster head is chosen for particular cluster then 

cluster members join those cluster based on their proximity 

location as shown in figure 1. When the sensing process 

begins, these cluster members sense the neighboring 

environment as required and collect data. For transmission of 

data these sensor node does not send sensed data directly to 

the base station but it sends those data to its cluster head. 

Now, cluster head collects all data from its cluster members, 

aggregate the data to remove similar data, and then finally 

transmit the aggregated data to the base station directly if base 

station is within the proximity range of that cluster head or 

via neighboring clusters cluster head which acts as a relay 

node. Clustering ensures data transmission energy efficiently, 

aggregation of data ensures that less storage space and energy 

is required for data transmission. Thus, lifetime of network is 

enhanced, early death of node is minimized, redundant data 

are reduced by using clustering in WSNs.  

 
Fig. 1: Clustering in WSNs 

B. LEACH 

LEACH is a Low Energy Adaptive Clustering Hierarchy, one 

of the hierarchical routing protocol which uses hierarchical 

structure for its working. LEACH is a cluster based protocol 

which ensures that energy utilization in the network is 

balanced. In this protocol network is divided into many 

clusters and cluster heads are selected randomly which 

increases the efficiency of network. LEACH groups nodes 

into different clusters and uses clustering algorithm where 

cluster members sense the data from deployed region and 

transfer those sensed data to their cluster heads [24]. After 

that those cluster heads aggregate the collected data and 

transmit aggregated data to the base station. The LEACH 

protocol operate in many several rounds and its each round 

consists of two phases: set-up phase and the steady state 

phase.  

 The functions of setup phase are formation of 

clusters, selection of cluster heads, and developing the 

TDMA schedule. In the current round when clusters are 

formed all the sensor node wants to become cluster head. This 

decision is taken by setting a threshold value, if a sensor node 

has a number less than that threshold value then it becomes a 

cluster head for the current round. The non-cluster head nodes 

receive advertisement message from elected cluster heads by 

CSMA MAC protocol. On the basis of signal strengths 



A Review: Energy Efficient Clustering Based Routing for Secured Data Transmission in Wireless Sensor Network 

 (IJSRD/Vol. 11/Issue 6/2023/021) 

 

 All rights reserved by www.ijsrd.com 137 

received from the elected cluster head the non-cluster head 

decide to which cluster heads they wants to join. Once the 

decision is taken the non-cluster head nodes sends signal 

using CSMA MAC protocol to cluster head that they want to 

become its cluster member. After the clusters are formed then 

the cluster head broadcasts TDMA schedule to its member 

nodes telling when they can transmit data. 

 In the steady state phase data transmission is done in 

which the cluster members of clusters sense data in their 

region, transmit those data to their cluster heads using the 

TDMA schedule allotted to them. Once cluster head receives 

data from its member nodes it checks for similar data, then it 

aggregates the data by compressing the data into single 

signal. Thereafter, that signal is transmitted to the base station 

using CDMA code and requires high energy transmission. 

LEACH-C [25], LEACH-F [24], LEACH-B [26], LEACH-E 

[27], MH-LEACH [28], LEACH-A [29], etc. are some of the 

variations of LEACH protocol.  

C. Energy Efficient and Clustering 

WSNs are deployed mostly in a non-hostile environment due 

to which it is not easily accessible once deployed. Since 

sensor nodes are battery equipped and non-rechargeable. If 

the energy of node is not properly managed, then it effects 

directly to networks lifetime as sensor nodes starts to die 

quickly. Therefore, there is requirement of utilization of each 

and every sensor nodes energy efficiently so that lifetime of 

network is enhanced. LEACH is one solution that uses 

clustering as method for properly utilizing high energy and 

low energy nodes. High energy nodes can be used for data 

transmission, data aggregation and low energy nodes can be 

used for data sensing. It reduces early death of nodes and only 

high energy nodes are assigned heavy task by using threshold 

value for every round. The data aggregation before 

transmission to the base station uses less energy as only single 

signal is transmitted thus, reducing overall load of the 

network. In [30] Jana and et al have proposed an efficient 

clustering algorithm for WSN using particle swarm 

optimization (PSO) approach in which they present 

linear/nonlinear programming (LP/NLP) formulation. The 

PSO-based routing builds a trade-off between energy 

consumption of the CHs and delay in forwarding the data 

packets. It finds out a route from all the gateways to the base 

station which has comparably lower overall distance with a 

smaller number of data forwards. The proposed PSO-based 

clustering takes care of energy consumption of the normal 

sensor nodes as well as the gateways. Here, the network setup 

is done in three phases: bootstrapping, route setup, and 

clustering.  

 Abdolreza Mohajerani and et al [31], presented a 

new ant colony optimization-based routing algorithm that 

uses special parameters in its competency function for 

reducing energy consumption of network nodes. Authors 

proposed a routing algorithm called lifetime aware routing 

algorithm for wireless sensor networks (LTAWSN), in which 

to integrate energy consumption and hops into routing choice 

a new pheromone update operator was designed. the neighbor 

candidate list for each node is comprised of nodes that are 

placed in wireless communication coverage of the node and 

also are nearer to destination node in comparison of current 

node. In competency function two energy metrics is used 

were both has its own definition and based on the fact that the 

nearer node to destination node in neighbor candidate list for 

each current node, with higher probability, can reach to 

destination node with lower number of hops, a spatial 

parameter in probability function is considered i.e., distance 

of candidate list node to destination node and nodes that are 

nearer to destination node with higher probability are 

selected. In [32] authors have proposed a new energy aware 

cluster head selection by hierarchical routing in WSN using a 

new hybrid optimization model. Energy stabilization, 

minimization of distance among nodes, minimization of 

delay during data transmission are few criteria by which 

selection is done. The defined non-linear objective function 

attains the lifetime prolonging through selecting the optimal 

cluster head. The proposed work is a hybrid of Rider 

Optimization Algorithm (ROA) and Cuckoo Search (CS) 

Algorithm, termed as Cuckoo Insisted-Rider Optimization 

Algorithm. 

IV. SECURITY IN WIRELESS SENSOR NETWORKS 

Wireless Sensor Networks are deployed in harsh environment 

which generally suffers from security related threats in many 

ways. If these threats occur it can cause serious damage to the 

physical structure, data privacy, resources, and many more. 

These threats can modify the data or it can drop the 

information which are being transmitted to the base station. 

The sensor nodes in the network and the data which are 

transmitted must be protected from attackers as well as 

malicious nodes. Hence, this is the main goal of security in 

WSN. But, security in WSN also provides some of the 

following services like data confidentiality, data 

authentication, data integrity, data freshness, and data 

availability so that there is no loss of data while transmission 

and network can be trusted as safe [33, 34]. Data 

confidentiality can be achieved by using end-to-end or hop-

by-hop basis were it is given that data which is being 

transmitted and data which is sensed is not revealed to any 

unauthorized parties. Data authentication can be achieved by 

using symmetric or asymmetric mechanisms were sending or 

receiving nodes share secret keys and identification of sender 

and receiver is done. Data integrity in a network helps to 

ensure the reliability of data and it also tells that data is not 

being altered or tampered by any intrudes. Data availability 

deals with the services given by overall network as well as 

nodes individually which means each node in the network 

have the capability for using resources. Network must be 

available for the transmission to and from the nodes and base 

station. Data freshness ensures freshness of each messages 

which tells that message is not replayed or old, it is new and 

fresh. These are the security goals which must be taken care 

while designing any protocol for the network so that secured 

structure and communication is ensured.     

A. Wireless Sensor Networks Threats 

1) Attackers: WSNs suffers due to security threats caused 

by intruders which are external entity in the network 

whose main focus is to collect networks information and 

damage or alter the message. Based on the access of 

network by the intruders it can be outsider or insider 

attackers. Outsider attackers are not part of the network; 

they do not have any special access. In case of insider 
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attackers somehow an unauthorized node manages to 

become part of sensor network. This can be achieved by 

stealing the key, code, or data from some legitimate 

nodes and mounting compromised sensor nodes running 

malicious code. 

2) Attacks: In WSN security attacks can cause serious 

damage to the network by altering the data while 

transmitting, by dropping the packet, by changing the 

network topology. Attackers can enter bogus information 

in the network which can corrupt the original message 

and may cause physical damage also. Some of the 

characteristics like random deployment, multi-hop 

nature, wireless medium, decentralized architecture 

WSNs are prone to security attacks at various layers. 

Basically attacks are categorized as active and passive 

attacks: 

a) Active Attacks: active attacks are caused by some 

unauthorized attackers in the communication 

channel which monitor, listen, and modify the data 

stream. Some of the active attacks are Routing 

attacks which includes: Spoofed, altered or replayed 

routing information, selective forwarding, sinkhole, 

sybil, wormhole, HELLO flood attack; Denial of 

Service attack, Physical attack, and Node 

Replication attack. 

b) Passive Attacks: Passive attacks are the attacks by 

unauthorized entity which monitors and listens to 

the communication channel. The privacy problem of 

WSN is enlarged because of its availability of huge 

amount of information through remote access. 

Therefore, adversaries can also access the network 

to maintain surveillance without being physically 

present. Monitor and Eavesdropping, Traffic 

Analysis, Camouflage Adversaries are some of the 

passive attacks which are against privacy in nature.      

B. Wireless Sensor Networks Security Mechanisms 

Once the attackers can get access to the network they can 

cause catastrophic changes in the network which alters the 

meaning of original message in the communication channel 

and also may lead to physical damages. Therefore, to prevent 

such catastrophic event from occurring in the network there 

is need for the security mechanisms applied in the network. 

The main aim of security mechanisms is to detect, prevent 

and recover from the security attacks. To counter these 

security attacks a wide range of security mechanisms can be 

created but essentially there exists two categories of WSNs 

security mechanisms: Low-Level Mechanisms and High-

Level Mechanisms. 

1) Low-Level Security Mechanism 

The basic requirement of security mechanism is to secure the 

network establishment. One solution is cryptography which 

is the standard defense. A remarkable system trade-off arises 

whenever cryptography is incorporated into sensor network. 

However, public key cryptography is too expensive due to 

limited power in sensor network. Low-level security 

mechanisms are the basic security mechanism which 

generally works on individual sensor nodes in the network 

[35]. 

a) Key Establishment and Trust Setup: In key 

establishment and trust setup the primary 

requirement is to secure the network by establishing 

cryptographic key. It should be scaled to all the 

nodes in the network and keys should be setup with 

their neighbors and data aggregation nodes. This 

mechanism has a disadvantage that security scheme 

can be easily broken as most of the nodes can be 

compromised by the attacker and reconstruction of 

whole key pool can be done by the attacker. 

b) Secrecy and Authentication: eavesdropping, 

injection and modification of data are few securities 

related problems for which sensor network 

application require protection. There is requirement 

of keys setup for all end points so that a high level 

of security is achieved by end-to-end cryptography 

for point-to-point communication. It should be 

incompatible with local broadcast and passive 

participation. Key setup, local broadcast, and 

support for passive participation is simplified by 

using link-layer cryptography with a network shared 

key but eavesdrop or alter messages can be done by 

intermediate nodes. The earliest sensor networks are 

likely to use link layer cryptography, because this 

approach provides the greatest ease of deployment 

among currently available network cryptographic 

approaches. 

c) Robustness to Communication Denial of Service: 

the network operation can be disturbed by an 

attacker by broadcasting high-energy signal. If that 

transmission is powerful the whole communication 

of system can be jammed. There may also be more 

sophisticated attacks where attacker might inhibit 

communication by transmitting while neighbor is 

also transmitting or by continuously requesting 

channel access with a request-to-send signal.  

d) Secure Routing: Recent routing protocols suffer 

from many security vulnerabilities. Routing and data 

forwarding are very crucial service enable 

communication in sensor networks. For example, an 

attacker might launch denial of service attacks on 

the routing protocol, preventing communication. 

The simplest attacks involve injecting malicious 

routing information into the network, resulting in 

routing inconsistencies. Simple authentication 

might guard against injection attacks, but some 

routing protocols are susceptible to replay by the 

attacker of legitimate routing messages. 

e) Resilience to Node Capture: Sensor node is 

deployed mostly randomly as per the requirement of 

the application in hostile environment. Due to its 

distributed nature and random deployment attackers 

may capture sensor nodes, they can extract 

cryptographic secrets, modify their programming, or 

replace them with malicious nodes.  

f) Privacy: sensor network has also forced privacy 

concerns like many other traditional networks. The 

initial deployment of sensor network was done for 

legitimate purposes which subsequently may be 

used in unanticipated way. Most important is to 
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provide awareness of the presence of sensor network 

and data acquisition. 

2) High-Level Security Mechanism 

The sensor nodes in wireless sensor network have limited 

computation and communication capabilities. But for 

analyzing the data and other operations like data aggregation 

group of sensor nodes are used. There is requirement of a 

fully distributed and inexpensive solution in terms of 

communication, memory, and energy requirements [36]. 

a) Secured Group Managements: in WSN activities 

like data aggregation and data analysis are 

performed by the group of nodes. Due to the vast 

number of nodes deployed the nodes in the group 

may also change. To protect the group and the 

provide security from the unauthorized nodes there 

is need of secure protocols for group so that any 

addition or removal of nodes in the group can be 

done securely. Secure group managements are 

required for supporting secure group 

communication and including new group members 

in the network securely. Key is also used in secure 

group management and group key is transmitted to 

the base station which ensures that the message 

comes from authorized group.  

b) Intrusion Detection System: Intrusions are the nodes 

in the network which acts any type of abnormal 

behavior with the purpose of providing harm to the 

network resources or communications. To detect 

such behavior in the network intrusion detection 

systems are used where, intrusion detection is a 

mechanism to detect any unlawful activities carried 

out by intruders to harm sensor nodes or network 

resources. At various layers there is need to monitor 

the behavior of network and activities which can be 

easily done by an intrusion detection system. This 

mechanism provides a secure approach for detecting 

abnormal nodes in the network, discarding those 

nodes and their data from network and eliminating 

any communication links to and from those nodes.  

c) Data Aggregation: Due to the huge number of sensor 

nodes in the network there is overwhelming amount 

of traffic back to the base station in the form of 

sensed value. To avoid such traffic there is need of 

data aggregation of the sensed value which can take 

place in many locations of network. Based on the 

architecture of WSN all aggregation location must 

be secured. 

V. SOFT COMPUTING TECHNIQUES FOR CLUSTERING AND 

SECURITY IN WSN 

WSN consists of huge number of sensor nodes deployed in 

the required environment which have the capabilities of 

sensing and communication. WSN have one major limitation 

that all the nodes deployed in the network have limited energy 

source. Clustering is the technique in WSN which helps in 

efficient energy utilization of energy. By logically dividing 

whole network in the form of clusters and each cluster 

contains one cluster heads responsible for aggregation and 

transmission of data to the base station energy conservation 

can be achieved in WSN. WSN also suffers from security 

threats due to its unattended and hostile environment. One 

solution for these two major problem is to incorporate the soft 

computing technique with clustering and security 

mechanisms. Soft computing techniques are used because it 

can find solution for legitimate complication for estimated 

model. Soft computing is promising problem solving 

technology and is suitable for unsure and nonlinear problems. 

Uncertainty tolerance, ambiguity tolerance, and 

approximation drawing competence are some of the reason 

due to which soft computing techniques become favorable. 

Some of the soft computing techniques are genetic algorithm, 

fuzzy logic, and artificial neural network. 

A. Genetic Algorithm 

Genetic algorithm is a metaheuristic approach inspired by the 

natural selection which is a process that drives biological 

evolution. It is an evolutionary algorithm which is used for 

solving constrained and unconstrained optimization and 

search problem. Genetic algorithm can be applied in WSN to 

divide network into appropriate clusters. In genetic algorithm 

for a given problem a pool or population of possible solution 

is present and the population of individual solutions is 

modified repeatedly. In this algorithm at random an 

individual is chosen at each step from the population to be 

parents and uses them to produce children for the next 

generation.  A fitness function is required to obtain for an 

estimation of the chromosomes worth in population. The 

population evolves towards optimal solution over a 

successive generation. Selection, crossover, and mutation are 

the three types of rules to create the next generation from the 

current population.  

 
Fig. 2: Working Model of Genetic Algorithm 

 At the beginning of genetic algorithm initial 

population is created at random. Then fitness function of each 

member of current population is computed where, fitness 

function is the function that needs to be optimized, also 

known as the objective function. The raw fitness score is 

account to convert them into a more usable range values. 

Based on their fitness value member called as parents are 

selected. Those individuals among the population which have 

lower fitness are chosen as elite and transferred to the next 

population. Now by applying crossover and mutation the next 

generation is created where, crossover is combining the 

vectors of a pair of parents and in mutation some random 

changes are done to a single parent. To form the next 

generation, the current population is replaced with the 
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children. Any one of the stopping criteria like generation, 

time limit, fitness limit, stall generation, etc., can be used to 

stop the algorithm. 

 In network security genetic algorithm is widely used 

technique when designing and proposing intrusion detection 

systems. Classification and generation of specific rules for 

different security attacks in intrusion detection system can be 

done by using genetic algorithm [37]. Authors in [38] 

proposed a lightweight intrusion detection system with 

reduced complexity using genetic algorithm for WSN. In this 

work, sensor node suitability and attributes to the perceived 

threat is measured. Introduction of a local monitoring node 

capable of monitoring neighbors is done which acts like a 

proxy agent for the sink. In [39] a genetic algorithm based 

network intrusion detection system (GA-NIDS) is presented 

in which to generate rules parameters like protocol type, 

network services, and status of the connections are used. the 

detection mechanism is trained on specific dataset, so that it 

can accurately identify and classify security attacks.to detect 

six different types of DoS attack and probing attack six 

different rules are designed.  

B. Fuzzy Logic 

Fuzzy logic is a mathematical method for representing 

vagueness and uncertainties in decision-making. It allows for 

partial truth, where a statement can be partially true or false. 

To manage various vulnerabilities in a framework fuzzy logic 

is used. Control systems, image processing, medical 

diagnosis, and artificial intelligence are some of the 

applications in which fuzzy logic can be used. It is 

implemented on the concept of membership function and the 

implementation is done using fuzzy rule. A membership 

function represent a fuzzy set graphically and also allow to 

quantify linguistic terms. There can be multiple membership 

functions applicable to fuzzify the numerical value. Whereas, 

fuzzy rules are used within fuzzy logic systems to infer an 

output on input variables. The fuzzy logic system is an 

inference scheme which mimics the human thoughts and its 

basic configuration consists of a fuzzifier, some fuzzy IF-

THEN rules, a fuzzy inference engine, and a defuzzifier.  

Fuzzy logic system consists of these four parts where 

fuzzifier transforms the system inputs which are crisp 

numbers into fuzzy sets by splitting it into different number 

of sets. The fuzzy IF-THEN rules are the knowledge base 

given by the experts. Inference engine stimulates the human 

reasoning process by making fuzzy inference on the input and 

IF-THEN rule. The defuzzifier transforms the fuzzy set 

obtained by the inference engine into a crisp value. 

C. Artificial Neural Network   

Artificial Neural Network (ANN) is a sub-field of artificial 

intelligence (AI) which is inspired by the biological neural 

networks that construct the structure of human brain. It is a 

computational network very similar to a human brain where 

the neurons are interconnected with each other in the same 

way ANN also have neurons which are connected with each 

other in various layers of the network known as nodes. 

Parallel processing capabilities, having a memory 

distribution, capability to work with incomplete knowledge, 

fault tolerance, storing data on the entire network are some of 

the characteristics of ANN. The ANN consists of three layers: 

input layer, hidden layer, and the output layer. The input layer 

takes input in various forms given by the programmer, hidden 

layer is in between the input and the output layers used to find 

hidden features and pattern by performing calculations. Using 

the hidden layers, a series of changes are done on the input 

data which is the final output as shown in figure 2. 

 
Fig. 3: Working Model of ANN 

 ANN works similar to a weighted directed graph 

where the neurons forms the nodes, the directed edges with 

weights is the association between the input and the output. 

The weights represent the strength of the interconnection 

between neurons inside ANN.  Bias is added to make the 

output non-zero if the weighted sum is equal to zero or to 

scale up to the systems response having same input, and 

weight equals to 1. A certain maximum value is set to keep 

the response in the limits of desired value, and the total 

weighted input is passed through the activation function. 

 Feedforward and feedback are the two type of ANN 

architecture where, in feedforward ANN the signal moves 

from input to the output in a single direction but in feedback 

ANN signal moves in both directions. Pattern recognition, 

intrusion detection are areas where ANN can be useful. If 

normal and abnormal data set is properly trained, then ANN 

based intrusion detection system can be more effective. 

 In WSN various intrusion detection system based on 

ANN have been proposed among them in [40] authors 

presented ANN based mechanism detection of energy 

exhaustion attack. The network is clustered in which energy 

harvesting can be done by all sensor nodes. It is trained to 

discriminate the abnormal and normal events where the 

detection rate of routing attack is above 95% but in case of 

channel access attack there is low detection rate. This work 

has many requirements like energy harvesting, back 

propagation algorithm, clustering and training of proposed 

mechanism. 

 In [41] authors have proposed malicious node 

detection mechanism using ANN for hierarchical WSN. This 

mechanism is based on feedforward technique of ANN. Here, 

it is claimed that even if 25% of the sensor nodes are 

compromised proposed mechanism successfully identify 

malicious nodes. The proposed work seems to be lightweight 

however the claim about the accuracy of the system needs 

further investigation. In [42] an intrusion detection with 

intelligent mobile robot response system in WSN is proposed. 

In this work for intrusion detection an unsupervised neural 

network is used which detects time related changes using 

Markov model. The robot travels to the infected site for 

investigation once an intruder is detected. 85% of detection 

rate is shown by the result and is a costly approach because it 

involves a robot to investigate the infected area. 
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VI. CONCLUSION 

In this paper, we analyzed various issues of WSNs related to 

its deployment, energy utilization, security related threats, 

methods to deal with such security threats efficiently with 

high level as well as low level mechanisms. We discuss 

various issues related to the routing protocols in WSN. 

Classification of routing protocol based on network structure 

and operation of protocol have been studied in this paper. 

Further, we analyzed energy efficient clustering and routing, 

some of its extensions that how they manage with low energy 

resources and some of the security related threats in wireless 

sensor network. Various active and passive attacks in WSN 

is discussed in detail in this paper along with mechanisms to 

deal with such threats. Finally, security mechanisms are 

incorporated with various soft computing techniques so that 

a better and more secure environment is established for sensor 

nodes to gather data, analyze data and transfer those data to 

the base station energy efficiently. 
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