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Abstract — A new set of difficulties in precisely identifying 

intrusions arises as different forms of attacks become more 

sophisticated in the current day. The inability to stop 

invasions might tarnish the reputation of security services for 

contemporary networks and systems. To combat threats to 

computer security, several intrusion detection techniques 

have been developed in the literature. Anomaly-based 

Intrusion Detection Systems (AIDS) and Signature-based 

Intrusion Detection Systems (SIDS) can both be used to 

classify these tactics (AIDS). In addition to a thorough 

analysis of the most significant recent papers, this article 

provides a taxonomy of modern IDS. To make computer 

systems safer, it also outlines the evasion strategies employed 

by attackers to evade detection and highlights the difficulties 

for future studies to combat them. At the end of the paper, a 

proposed algorithm to detect attacks using soft computing 

techniques has been provided. 

Keywords: Intrusion Detection System (IDS), Types of IDS, 

SIDS, AIDS, Machine Learning 

I. INTRODUCTION 

Designing intrusion detection systems is a significant 

difficulty due to the growth of malicious software (malware) 

(IDS). The main issue in identifying unknown and obfuscated 

malware is that the creators of the infection utilize various 

evasion tactics for information concealment to evade 

detection by an IDS. Malicious assaults have gotten more 

complex. Additionally, there have been more security risks 

like zero-day attacks that are aimed at internet users. 

Consequently, since the usage of information technology has 

permeated our everyday lives, computer security has become 

crucial. The upshot is that the zero-day assaults have had a 

considerable effect on several nations, including Australia 

and the US. More than three billion zero-day assaults were 

recorded in 2016, and their number and severity were far 

higher than they had been in prior years, according to the 

2017 Symantec Internet Security Threat Report (Symantec, 

2017). Nine billion data records have been lost or stolen by 

hackers since 2013, according to the Data Breach Statistics 

for 2017. The number of security breach events is increasing, 

according to a Symantec analysis. In the past, fraudsters 

mostly targeted bank clients, stealing credit cards or bank 

accounts (Symantec, 2017). 

 High-profile cybercrime cases have shown how 

easily threats may spread worldwide and how a small hack 

can affect a company's vital operations. Behaviour the 

Australian Cyber Security Centre (ACSC) conducted a 

critical analysis of the various degrees of complexity used by 

the attackers in 2017. To discover novel, sophisticated 

malware, an efficient IDS must be developed. A standard 

firewall is unable to identify different types of malware at an 

early stage, but an IDS aims to do so. To discover novel, 

sophisticated malware, an efficient IDS must be developed. 

A standard firewall is unable to identify different types of 

malware at an early stage, but an IDS aims to do so. The 

creation of more effective IDSs has become crucial due to the 

rise of computer viruses. 

 Machine learning has been used to enhance intrusion 

detection during the last several decades, and at the moment, 

a current, comprehensive taxonomy and assessment of this 

recent work are required. There are several relevant research 

validating the creation of IDSs using either the KDD-Cup 99 

or the DARPA 1999 dataset; nevertheless, it is unclear 

whether data mining methods are more efficient. Second, 

although being a crucial element in the efficacy of "online" 

IDSs, the time spent developing IDS is not taken into account 

in the assessment of certain IDSs methodologies. 

 This study offers a current taxonomy, a review of 

key IDS research efforts to date, a categorization of the 

suggested systems based on the taxonomy, and an up-to-date 

taxonomy. This study also offers an overview of data mining 

methods used in intrusion detection system development. A 

number of the procedures utilized in the signature-based and 

anomaly-based methodologies (also known as SIDS and 

AIDS) are presented. 

 Several surveys on intrusion detection have been 

released in recent years. The IDS methods and datasets 

covered by this study and earlier survey publications are 

shown in Table 1. Intrusion detection systems were 

categorized according to the detection techniques in 

Axelsson's study on intrusion detection systems and 

taxonomy (Axelsson, 2000). Debar et al., 2000, explored 

detection methods based on the assailants' knowledge and 

behavior traits. Liao et al. divided intrusion systems into five 

subclasses in their taxonomy of intrusion systems (Liao et al., 

2013a): pattern-based, statistics-based, state-based, rule-

based, and heuristic-based. On the other hand, the primary 

focuses of our work are the signature detection idea, anomaly 

detection, taxonomy, and datasets. 

 Current review studies include intrusion detection 

techniques, dataset issues, various categories of computer 

threats, and IDS evasion. These works include those by 

Buczak and Guven (2016), Axelsson (2000), Ahmed et al. 

(2016), Lunt 1988, and Agrawal & Agrawal (2015). There 

were no in-depth studies of intrusion detection, dataset 

problems, evasion techniques, or different sorts of attacks. 

There is a need for an update since various other intrusion-

detection system designs have been developed in the 

meantime due to the evolution of these systems. The 

taxonomies provided in this paper's revised assessment of the 

intrusion-detection discipline are further improved by (Liao 

et al., 2013a; Ahmed et al., 2016). 

II. OBJECTIVES 

The following are the main topics of this paper: 

 Classifying numerous IDS types according to the main 

attack types based on intrusion techniques. 

 A taxonomy of network anomaly IDS assessment 

metrics is presented, and the significance of feature 

choice is discussed. 
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 Examining the limitations of evasion tactics using the 

IDS datasets that are currently available. 

III. RESEARCH METHODOLOGY 

A. Intrusion Detection Systems:  

Any sort of illegal behaviour that harms an information 

system is considered an intrusion. This implies that any 

assault that could endanger the information’s available 

integrity, confidentiality, or accessibility will be regarded as 

an intrusion. For instance, actions that would prevent lawful 

users from using computer services are regarded as 

intrusions. An IDS is a piece of hardware or software that 

monitors computer systems for hostile activity in order to 

maintain system security (Liao et al., 2013a). The goal of an 

IDS is to identify different types of malicious network 

activity and computer activity that a regular firewall is unable 

to identify. This is necessary to have robust protection against 

actions that put the availability, integrity, or secrecy of 

computer systems at jeopardy. IDS systems may be loosely 

classified into two groups: SIDS that rely on signatures and 

SIDS that rely on anomalies (AIDS). 

B. Signature-based Intrusion Detection Systems (SIDS) 

Pattern-matching algorithms are used by signature intrusion 

detection systems (SIDS), often referred to as knowledge-

based detection or abuse detection, to detect a known assault 

(Khraisat et al., 2018). Matching algorithms are used to find 

a previous intrusion in SIDS. In other words, when an 

intrusion signature matches one that already exists in the 

signature database for a previous breach, an alert signal is 

generated. The host's logs are inspected for patterns of 

instructions or actions that have been identified as malware 

in SIDS in the past. SIDS has also been referred to as 

Knowledge-Based Detection or Misuse Detection in the 

literature (Modi et al., 2013). 

 Traditional methods for detecting SIDS look at 

network packets and attempt to match them against a database 

of signatures. However, multiple packet assaults are not 

detectable by these approaches. It can be essential to extract 

signature information from numerous packets since newer 

malware is more complex. For this, the IDS must remember 

the information from prior packets. There have been many 

techniques for constructing signatures for SIDS, including 

formal language string patterns, semantic requirements, and 

state machines (Meiners et al., 2010). (Lin et al., 2011). 

C. Anomaly-based intrusion detection system (AIDS) 

Due to its ability to circumvent SIDS's limitations, AIDS has 

attracted the attention of many academics. Using machine 

learning, statistical, or knowledge-based techniques, a typical 

model of a computer system's behaviour is developed for 

AIDS. Anomalies are considered to be intrusions when there 

is a considerable difference between the observed behaviour 

and the model. For this collection of approaches, it is assumed 

that harmful behaviour varies from ordinary user behaviour. 

Intrusions are defined as anomalous user behaviours that 

diverge from accepted norms. The two stages of AIDS 

development are the training phase and the testing phase. A 

model of typical behaviour is learned from the usual traffic 

profile during the training phase, and the system's ability to 

generalize to previously unknown incursions is then tested 

using a fresh data set. Depending on the technique used for 

training, such as statistical, knowledge-based, and machine 

learning-based approaches, AIDS may be divided into several 

categories (Butun et al., 2014). 

 Since AIDS does not depend on a signature database 

to detect unusual user behaviour, its principal benefit is its 

capacity to detect zero-day attacks (Alazab et al., 2012). 

When the investigated behaviour deviates from the norm, 

AIDS sends out a warning signal. AIDS also offers some 

advantages. They may first find internal harmful activity. 

Alarms are sent off when unauthorized transactions are made 

in a stolen account that isn’t visible in regular user activity. 

Additionally, since the system is built using personalized 

profiles, it is exceedingly difficult for a cybercriminal to 

identify typical user behaviour without raising an alarm. 

IV. LITERATURE REVIEW 

IDS were divided into several categories in the preceding 

section depending on how intrusions were detected. IDS may 

also be categorized depending on the data sources utilized as 

input to find anomalous activity. Host-based IDS (HIDS) and 

Network-based IDS are the two main kinds of IDS 

technology in terms of data sources (NIDS). The host 

system's operating system, window server logs, firewall logs, 

appropriate system audits, and database logs are just a few 

examples of the audit sources that HIDS examine. Insider 

assaults without network traffic may be detected using HIDS 

(Creech & Hu, 2014a). 

 The network traffic that is retrieved from a network 

via packet capture, NetFlow, and other network data sources 

is monitored by NIDS. IDS that is network-based can keep an 

eye on a large number of connected PCs. Before a danger 

spreads to another computer system, NIDS can keep an eye 

on any externally harmful activity that may have been started 

as a result of an external attack. However, because of the 

amount of data travelling through current high-speed 

communication networks, NIDSs have a limited capacity to 

analyse every bit of data in a network with a high bandwidth 

(Bhuyan et al., 2014). Along with HIDS and firewalls, NIDS 

implemented at specific locations within a given network 

architecture may provide a solid, durable, multi-tier defence 

against outside and internal threats. 

 A HIDS approach using discontinuous system call 

patterns was presented by Creech et al. to increase detection 

rates while lowering false alarm rates (Creech, 2014). The 

fundamental concept is to comprehend abnormal programme 

behaviour by applying a semantic framework to kernel-level 

system calls. 

 An overview of contemporary AIDS techniques that 

aim to increase detection precision and decrease false alarms 

is provided in this section. The three major categories of 

AIDS techniques are knowledge-based (Elhag et al., 2015; 

Can & Sahingoz, 2015); statistics-based (Chao et al., 2015); 

and machine learning-based (Buczak & Guven, 2016; 

Meshram & Haas, 2017). In the statistics-based method, each 

data record in a group of items is gathered, examined, and a 

statistical model of typical user behaviour is created. On the 

other hand, machine-learning approaches gain complicated 

pattern-matching skills from training data, whereas 
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knowledge-based methods attempt to detect the desired 

actions from system data already present, such as protocol 

specifications and network traffic examples. 

A. Statistics-Based Techniques 

When a statistics-based IDS identifies low probability 

occurrences, it flags them as possible intrusions after first 

creating a distribution model for typical behaviour profiles. 

In essence, statistical AIDS considers statistical measures like 

the median, mean, mode, and standard deviation of packets. 

To put it another way, each packet is watched rather than the 

data traffic itself, which represents the flow's unique 

fingerprint. To find any deviations from normative behaviour 

in the current behaviour, statistical AIDS is used. One of the 

following models is often used by statistical IDS. 

 Univariate: Since "Uni" is short for "one," this term 

refers to data that only contains one variable. When a 

statistical normal profile is developed for only one measure 

of behaviour in computer systems, this approach is applied. 

Each measure is examined for anomalies using univariate 

IDS (Ye et al., 2002). 

 To comprehend the connections between variables, 

multivariate analysis is based on relationships between two 

or more measurements. If experimental results indicate that 

using combinations of correlated measurements rather than 

looking at them individually will improve classification, then 

this model might be useful. By creating a long-term profile of 

typical activities, Ye et al. investigate a multivariate quality 

control technique to detect intrusions (Ye et al., 2002). 

 Time Series Model: A time series is a group of 

observations made over an extended period. A new 

observation is abnormal if the possibility of it occurring at 

that precise time is very low. Viinikka et al. used time series 

to handle aggregates of intrusion detection alerts (Viinikka et 

al., 2009). By analyzing the sudden variance detected in time 

series data, Qingdao et al. provided a technique for spotting 

network problems (Qingtao & Zhiqing, 2005). Simulated 

trials were used to confirm this method's viability. 

B. Knowledge-Based Techniques 

The term "expert system method" is also used to describe this 

set of procedures. To use this strategy, a knowledge base that 

accurately represents the traffic profile must be created. 

Actions that deviate from this typical profile are seen as 

intrusions. In contrast to the other types of AIDS, the standard 

profile model is often developed using human expertise in the 

form of a collection of guidelines that attempt to characterize 

typical system behaviour. 

 Knowing all the typical behaviours allows the 

system to reduce false-positive alarms, which is the main 

advantage of knowledge-based techniques. This kind of IDS, 

however, requires a frequent update on knowledge for the 

anticipated normal behaviour, which is a time-consuming 

operation given how difficult it is to obtain information about 

all usual behaviours in a continuously changing computing 

environment. 

 A computing model used to describe and manage 

execution flow is called a finite state machine (FSM). This 

model may be used in intrusion detection to create a model of 

the intrusion detection system. States, transitions, and 

activities are often used to depict models. Data from the past 

are checked by a state. Any variations in the input, for 

instance, are noted, and a transition is made based on the 

variation that was detected (Walkinshaw et al., 2016). Any 

detected divergence from the FSM is seen as an assault. An 

FSM may reflect appropriate system behaviour. 

 Expert System: A set of rules that specify attacks 

make up an expert system. Typically, a knowledge engineer 

working with a domain expert manually defines the rules of 

an expert system (Kim et al., 2014). 

 The first IDS approach ever used was signature 

analysis. It depends on the straightforward notion of string 

matching. An incoming packet is word-by-word analyzed 

with a unique signature during string matching. A warning is 

sent if a signature matches. In the absence of that, the data in 

the traffic is then compared to the next sign in the signature 

database (Kenkre et al., 2015b). 

C. Supervised Learning in the Intrusion Detection System 

In this section, multiple supervised learning methods for IDS 

are presented. In addition to providing references to 

significant research articles, each approach is given in full. 

 Using tagged practice data, supervised learning-

based IDS systems find intrusions. The two steps of training 

and testing make up a supervised learning strategy in most 

cases. During the training phase, relevant characteristics and 

classes are found, and the algorithm subsequently picks up 

knowledge from these data samples. Each record in 

supervised learning IDS is made up of a pair that includes a 

network or host data source and an associated output value 

(also known as a label), such as incursion or normal. Feature 

selection may then be used to remove features that are not 

essential. Then, using the training data for certain 

characteristics, a classifier is trained using supervised 

learning to discover the underlying link between the input 

data and the labelled output value. The literature has 

investigated a broad range of supervised learning strategies, 

each having merits and downsides. To categorize the 

unknown data into incursion or normal classes during testing, 

the trained model is used. After then, the generated classifier 

develops into a model that, given a collection of feature 

values, predicts the class to which the input data may belong. 

 There are several classification techniques, 

including nearest-neighbour, naive Bayes, neural networks, 

rule-based systems, support vector machines, and decision 

trees. To create a categorization model, each strategy applies 

a learning technique. However, a good classification strategy 

should not only be able to handle the training data but also 

accurately identify the class of records it has never 

encountered before. The learning algorithm must create 

classification models with trustworthy generalization 

capabilities. 

D. Unsupervised Learning in the Intrusion Detection System 

Unsupervised learning is a kind of machine learning approach 

that extracts valuable data from input datasets without the 

usage of class labels. Typically, a collection of random 

variables is used to represent the input data points. After that, 

a joint density model is created for the data set. While no 

labels are provided in unsupervised learning, the data is 

automatically categorized into different classes during the 

learning process. In supervised learning, the output labels are 
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provided and utilized to train the computer to get the desired 

outcomes for an unknown data point. Unsupervised learning 

refers to the process of training a model to detect intrusions 

using unlabeled data in the context of creating an IDS. 

E. Semi-Supervised Learning 

Between supervised learning (with fully labelled training 

data) and unsupervised learning is semi-supervised learning 

(without any categorized training data). Researchers have 

shown that semi-supervised learning may be utilized to 

improve classifier performance for the IDSs with less time 

and expense required when combined with a little quantity of 

labelled data. This is important since labelled data might be 

sporadic or infrequent for many IDS problems (Ashfaq et al., 

2017). 

 By using unlabeled examples in conjunction with a 

supervised learning method to improve the classifier's 

performance for the IDSs, Rana et al. present a unique fuzzy-

based semi-supervised learning strategy. The fuzzy quantity 

is used to classify unlabeled data into low, mid, and high 

fuzziness categories using a single hidden layer feed-forward 

neural network (SLFN) that has been trained to produce a 

fuzzy membership vector (Ashfaq et al., 2017). After 

including each category independently in the initial training 

set, the classifier is retrained. Their experimental findings 

using this semi-supervised intrusion detection method on the 

NSL-KDD dataset demonstrate that unlabeled samples from 

low and high fuzziness groups make the biggest differences 

in improving the accuracy of IDS when compared to the 

conventional method. 

F. Ensemble Methods 

It is possible to get greater predicted performance by 

combining many machine learning algorithms than by using 

only one of the individual learning algorithms. Boosting, 

Bagging, and Stacking are just a few of the several ensemble 

strategies that have been suggested. 

 Boosting is the name of a group of algorithms that 

may turn weak learners into strong ones. Using various 

subsets of the same dataset to train the same classifier is 

known as bagging. By using a meta-classifier, stacking 

combines different classes (Aburomman & Reaz, 2016). A 

comprehensive training set is used to build the base level 

models, after which the meta-model is trained using the 

characteristics of the base level model's outputs. 

 To address the attribute dependency issue in the 

Naive Bayes classifier, Jabbar et al. suggested an ensemble 

classifier that is constructed utilizing both Random Forest and 

the Average One-Dependence Estimator (AODE). Improved 

accuracy and fewer false alarms are achieved using Random 

Forest (RF) (Jabbar et al., 2017). When both strategies are 

used together, accuracy is increased over when one strategy 

is used alone. 

G. Hybrid-based Techniques 

The drawbacks of traditional IDSs are their difficulty in 

modification, inability to recognize new malicious threats, 

poor accuracy, and high false alert rates. When there is a 

drawback to AIDS, like a high percentage of false positives. 

The concept of hybrid IDS is the fusion of AIDS and SIDS. 

In contrast to SIDS and AIDS, a hybrid IDS has advantages. 

By combining Naive Bayes with decision tree-based IDS, 

Farid et al. (Farid et al., 2010) presented hybrid IDS and 

obtained a 99.63 per cent detection rate on the KDD'99 

dataset. 

V. ANALYSIS PART 

A. Performance Metrics for IDS 

For IDS, there are several categorization metrics, some of 

which go by many names. To assess the effectiveness of an 

IDS, Table 1 displays the confusion matrix for a two-class 

classifier. The examples in each anticipated class are 

represented by the matrix's columns, whereas the occurrences 

in each actual class are represented by its rows. 

 
Table 1: Confusion Matrix for IDS System 

Following are some common performance metrics used to 

assess IDS: 

 True Positive Rate: The ratio of attacks that were 

correctly predicted to all attacks is used to calculate it. The 

TPR is 1, which is quite uncommon for an IDS if every 

incursion is detected. TPR is also referred to as a Detection 

Rate (DR) or Sensitivity.  

 
 False Positive Rate (FPR), which is a mathematical 

expression of the TPR, is as follows: The ratio of regular 

occurrences mistakenly labelled as attacks to all normal 

occurrences is used to determine it. 

 
 False Negative Rate (FNR): When a detector 

misclassifies an anomaly as normal because it is unable to 

detect it, this is known as a false negative. Mathematical 

formulations for the FNR include: 

 
 Classifier rate (CR) or Accuracy: The CR evaluates 

the IDS's sensitivity to identifying typical or unusual traffic 

patterns. It is defined as the ratio of all occurrences to all 

instances for which a prediction was made successfully. 

 
 FPR is on the x-axis and TPR is on the y-axis of the 

Receiver Operating Characteristic (ROC) curve. The TPR is 

shown as a function of the FPR at various cut-off positions in 

the ROC curve. A specific decision threshold is represented 

by an FPR and TPR pair at each point on the ROC curve. The 

False Alarm Rate (FAR) and True Positive Rate (TPR) are 

picked at various points on the ROC when the classification 

threshold is changed. The top left corner of the ROC curve 

represents a test with perfect discrimination (no overlap 

between the two distributions) (100 per cent sensitivity, 100 

per cent specificity). 
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B. Intrusion detection datasets 

By enabling us to evaluate the proposed method's capacity for 

identifying intrusive behaviour, the evaluation datasets serve 

a crucial part in the validation of any IDS strategy. Due to 

privacy concerns, it is difficult to get the datasets required for 

network packet analysis in commercial solutions. There are a 

few publicly accessible datasets, nevertheless, such DARPA, 

KDD, NSL-KDD, and ADFA-LD, which are often used as 

benchmarks. This section discusses the characteristics and 

limitations of the existing datasets that are used for the 

construction and comparative assessment of IDS. 

1) DARPA and KDD Cup 1999 

The KDD98 (Knowledge Discovery and Data Mining 

(KDD)) dataset was the first IDS dataset to be produced, and 

it was done by DARPA (Defense Advanced Research Project 

Agency) in 1998. To create an extensive and realistic IDS 

benchmarking environment, DARPA launched a programme 

at MIT Lincoln Labs in 1998. (MIT Lincoln Laboratory, 

1999). Although this dataset made a significant addition to 

the study of IDS, its accuracy and capacity to take into 

account real-life circumstances have received a great deal of 

criticism (Creech & Hu, 2014b). 

 These data sets were gathered utilizing several 

Internet-connected PCs to simulate a small US Air Force post 

with limited personnel. Both host log files and network traffic 

were gathered. Lincoln Labs created an experimental testbed 

to collect 2 months' worth of TCP packet dumps for a LAN, 

simulating a typical LAN used by the US Air Force. They 

created a realistic model of the LAN while interspersing it 

with several fake invasions. 

 There were around 4,900,000 records in the four 

gigabytes of network packets that were gathered. There were 

around 2 million connection records in the test set of two 

weeks, each of which had 41 attributes and was classed as 

normal or abnormal. 

 The data that was extracted consists of a series of 

TCP sessions with beginning and ending times that are clearly 

defined and in which information flows to and from a source 

IP address to a target IP address. These sessions contain a 

wide range of attacks that were simulated in a military 

network environment. To create the KDD Cup99 dataset, 

which was utilized in the Third International Knowledge 

Discovery and Data Mining Tools Competition, the 1998 

DARPA Dataset served as the foundation (KDD, 1999). 

 Due to the lack of records of current malware 

outbreaks, these datasets are outdated. For instance, the 

behaviours of attackers vary depending on the operating 

system, software, and criminal toolkits used. However, 

KDD99 continues to be utilized as a standard within the IDS 

research community and is still in use right now by 

researchers (Alazab et al., 2014; Duque & Omar, 2015; Ji et 

al., 2016). 

2) NSL-KDD 

Developed from the older KDD cup99 dataset, NSL-KDD is 

a publicly available dataset (Tavallaee et al., 2009). An 

extensive statistical study of the cup99 dataset revealed many 

problems that have a significant negative impact on the 

quality of intrusion detection and lead to an inaccurate 

assessment of AIDS (Tavallaee et al., 2009). 

 The KDD data set's overwhelming number of 

duplicate packets is the major issue. Approximately 78 per 

cent and 75 per cent of the network packets are repeated in 

both the training and testing datasets, according to Tavallaee 

et al analysis of the KDD training and test sets (Tavallaee et 

al., 2009). A large number of duplicate instances in the 

training set would bias machine learning techniques toward 

normal instances and prevent them from picking up on 

irregular occurrences, which are often more harmful to the 

computer system. To address the aforementioned issues by 

removing duplicate entries, Tavallaee et al. constructed the 

NSL-KDD dataset from the KDD Cup'99 dataset in 2009. 

(Tavallaee et al., 2009). There are 125,973 records in the 

NSL-KDD train dataset and 22,544 entries in the test dataset. 

It is feasible to utilize the whole NSL-KDD dataset without 

the need for random sampling due to the NSL-KDD dataset. 

Various research projects have achieved consistent and 

similar outcomes as a consequence of this. There are 41 

characteristics and 22 training intrusion assaults in the NSL 

KDD dataset (i.e., features). 19 features in this dataset reflect 

the type of connections inside the same host, whereas 21 

attributes pertain to the connection itself (Tavallaee et al., 

2009). 

3) ISCX 2012 

In this dataset, actual HTTP, SMTP, SSH, IMAP, POP3, and 

FTP protocol traffic was examined to detect typical computer 

behaviour (Shiravi et al., 2012). This dataset is built on 

labelled, actual network traffic that includes a range of attack 

scenarios. 

4) CICIDS 2017 

Both normal behaviour and information on recent malware 

assaults, including Brute Force FTP, Brute Force SSH, DoS, 

Heartbleed, Web Attack, Infiltration, Botnet, and DDoS, are 

included in the CICIDS2017 dataset (Sharafaldin et al., 

2018). This dataset has labels depending on the date, attack 

type, source and destination IP addresses, source and 

destination ports, and protocols. This dataset was assembled 

using a full network topology that included modems, 

firewalls, switches, routers, and nodes running a variety of 

operating systems, including Linux, Apple's macOS, 

Microsoft Windows (including Windows 10, Windows 8, and 

Windows 7), and Microsoft Windows (like Windows 10 and 

Windows XP). From the network traffic that was recorded, 

this dataset comprises 80 network flow characteristics. 

C. Feature Selection for IDS 

Feature selection aids in lowering computing complexity, 

getting rid of duplicate data, improving machine learning 

approach detection rates, minimizing false alarms, and 

simplifying data. Lightweight IDSs have been developed in 

this area of study using certain techniques. 

 Wrapper and filter methods are two categories of 

feature selection strategies. Wrapper approaches estimate 

subgroups of variables to pinpoint the likely interactions 

between variables. These methods have two key drawbacks: 

accumulative overfitting when there is not enough data and 

significant computation time when there are many variables. 

 Usually used as part of the pre-processing phase are 

filter techniques. Any machine learning method has nothing 

to do with feature selection. Instead, characteristics are 

chosen according to how well they perform in several 
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statistical tests that determine how well they correlate with 

the outcome variable. 

 Consider Table 14's findings, which show the 

detection accuracy and time to create the IDS mode of the 

C4.5 classifier using the whole dataset with 41 features of the 

NSL-KDD dataset and with various features, as an illustration 

of the effects of feature selection on the performance of an 

IDS. 

D. Types of Computer Attacks 

Based on the actions and objectives of the attacker, 

cyberattacks may be grouped. The four classifications listed 

below (Sung & Mukkamala, 2003) may be used to categorize 

each assault type: 

 Attacks known as denial-of-service (DoS) are 

designed to prevent or limit the usage of services that are 

provided to users by a network or computer. 

 The goal of a probing attack is to gather information 

about a computer system or network. 

 The goal of a User-to-Root (U2R) attack is to let a 

non-privileged user get root or admin user access to a 

particular computer or system when the intrusive party 

already has user-level access. 

 Sending packets to the target system is a component 

of remote-to-local (R2L) attacks. The cybercriminal gains 

access to the computer system's user rights by learning about 

the user's activity. 

VI. FINDINGS 

In this paper, the machine learning approach has been applied 

to the CICIDS2017 dataset, various findings are as below: 

A. Confusion Matrix on Training Data 

 

B. Confusion Matrix on Testing Data 

 

C. Performance Matrix for Training Data 

 Precision Recall 
F1-

Score 
Support 

BENIGN 1.00 0.99 1.00 215122 

Attack 0.99 1.00 1.00 215122 

Accuracy   1.00 430244 

Macro Avg 1.00 1.00 1.00 430244 

Weighted 

Avg 
1.00 1.00 1.00 430244 

D. Performance Matrix for Testing Data 

 Precision Recall 
F1-

Score 
Support 

BENIGN 1.00 0.99 1.00 56245 

Attack 0.99 1.00 1.00 71707 

Accuracy   1.00 127952 

Macro Avg 1.00 1.00 1.00 127952 

Weighted 

Avg 
1.00 1.00 1.00 127952 
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E. ROC for Training Set 

 

F. ROC for Test Set 

 

VII. CONCLUSION  

Cybercriminals utilize sophisticated methods and social 

engineering tactics to target computer users. The 

sophistication and motivation of certain hackers are rising. 

Cybercriminals have shown their capacity to conceal their 

identities, mask their communications, separate their 

identities from unlawful gains, and employ impenetrable 

infrastructure. Therefore, it becomes more crucial than ever 

for computer systems to be safeguarded using sophisticated 

intrusion detection systems that can identify contemporary 

malware. A thorough understanding of the advantages and 

disadvantages of current IDS research is required to develop 

and construct such IDS systems. 

 We have provided an in-depth analysis of the 

approaches, kinds, and technologies used in intrusion 

detection systems, along with their benefits and drawbacks, 

in this study. We explore several suggested machine learning 

methods for identifying zero-day threats. Such methods, 

nevertheless, could produce a lot of false alarms or have low 

accuracy as well as the issue of creating and updating 

information on new assaults. We reviewed current models for 

AIDS performance improvement as a way to solve IDS 

problems, and we highlighted the findings of recent research. 

 This research also looks at popular evasion 

strategies to see whether they can avoid the most current 

IDSs. A successful IDS should be capable of properly 

identifying various attack types, including intrusions that use 

evasion strategies. For this field of study, creating IDSs that 

can defeat evasion tactics remains a significant issue. 
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