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Abstract — The agile software requirements engineering 

methods allow for rapid responses to reflect any changes that 

may occur in the software requirements of the client. There 

are, however, difficulties that are connected with agile 

requirements engineering methods, which make it more 

difficult to design software in a way that is both quick and 

sustainable. Patchy, diverse, and inclusive research is being 

conducted to address the difficulties and the solutions that are 

now available. In this investigation, we make use of a 

systematic literature review in conjunction with thematic 

classification and gap mapping analysis in order to 

investigate existing solutions against challenges. 

Specifically, we investigate the typologies and classifications 

of challenges that are encountered in agile software 

development in general and specifically in requirements 

engineering, as well as the techniques that are utilized to 

address these challenges. The results, which are statistically 

significant, suggest that the utilization of the reading 

approach has a favorable impact (with a very big effect size) 

on the performance of inspectors with regard to the 

effectiveness of security measures. Using controlled 

experiment trials, we evaluate the effectiveness of our 

strategy. In this study, we compare the security of novice 

inspectors who evaluate security elements in agile 

requirements by utilizing our reading technique to the 

security of using the whole list of high-level security 

requirements. The purpose of this article is to present our 

methodology for analyzing the security-related aspects of 

agile requirements specifications for web applications. This 

technique takes into consideration the requirements that have 

been established and seeks to solve security concerns 

throughout the early phases of the agile software 

development lifecycle. 

Keywords: Agile Software Requirements, Security 

Parameters, Requirements Verification, Software Inspection 

I. INTRODUCTION 

Since its introduction 20 years ago, agile software 

development has been widely used. Agile methods enable 

organizations to adjust swiftly to changing circumstances. 

Agile variations like Scrum are popular in industry because 

they offer short software development cycles of 2–4 weeks, 

or "sprints," and can uncover customer requirements quickly. 

Agile project success rates are twice as high as traditional 

projects. Contrary sources say 8% of agile projects failed and 

50% were challenged for being over-budget, over-time, or 

under-scope [2]. Agile has obstacles that change throughout 

the software development process. Experts [8] say there is no 

proper testing phase in agile methodology, and taking time 

for comprehensive testing is difficult, so keeping track of 

testing documents, test data, test cases, and scenarios during 

agile rapid development is a challenge. Agile is popular for 

requirements engineering (RE), a crucial software 

development procedure. Multiple stakeholders and shifting 

business conditions make agile for RE difficult. Eliciting, 

analyzing, specifying, and validating requirements needs 

stakeholder interaction, prioritization, and dispute resolution. 

RE specifies functional (FR) and non-functional 

requirements. Agile teams prioritize product delivery over 

documentation, which can impair functional and non-

functional design and testing due to changing customer needs 

[3]. ARE (agile requirement engineering) difficulties 

sometimes involve non-functional needs. Project failures are 

often caused by poor requirements engineering. Due to 

business needs to protect restricted user information, any 

software system that manages valuable data and processes 

must prioritize security. Web applications are commonly 

targeted because sensitive data is hosted online. Security 

vulnerabilities are rising in software systems, making security 

controls harder to implement. Defects in security 

requirements can cause fundamental functionality 

weaknesses, reputation damage, financial penalties, and legal 

action. 

II. AGILE AND SRS 

There is a dearth of research on requirements specification 

while utilizing agile development methodologies. For this 

reason, there is a lot of interest in researching this subject. 

This thesis delves into the extent to which requirements 

should be well-defined prior to development in an agile 

project. When the vendor company was contacted, the 

requirements had not been defined by the customer. 

Consequently, it was necessary to work together to find the 

requirements. Examining the process that was employed to 

determine the requirements was really fascinating. To 

determine the project's scope prior to the project's actual 

commencement, the requirements were outlined in 80% of its 

detail [5]. The final 20% of the requirements were settled 

upon just prior to the commencement of the development 

sprint and were documented in a detailed functional 

specification (DFS) document. This paper included a 

screenshot or screenshots that provided an explanation of the 

IT services, together with a full description of the job tasks 

that were expected to be supported by the system. The 

features displayed in the screenshots were explained in 

additional detail. This was done so that, ideally, all coders had 

to do was read the description and get to work. A 

requirements specification is a project's response to the 

customer specification; it serves a different purpose than a 

customer specification. The needs from the client 

specification are made clear in this document; they can be 

accepted, rejected, and improved upon. The client 

specification comes first on the list of potential inputs for the 

formulation of the requirements specification. In the absence 

of the customer specification, the development team searches 

for the precise requirements. It provides a description of what 

the client wants from the product and acts as the main point 

of entry. 
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Further inputs for the requirements specification are 

requirements that are available in-house so that 

 The product can be produced. 

 The service department can carry out maintenance or 

troubleshooting in the shortest possible time. 

 The intralogistics can manage the variability of the 

products. 

 The product does not incur high disposal costs at the end 

of its life cycle. 

 The SRS are able to display the project's overall 

image. It is not the same as the RFP and the brief, which are 

separate documents made before the performers begin the 

responsibilities. In the first instance, it concerns the concepts 

and plans that will be put into action. To put it simply, the 

management team gathers customer information and uses it 

as the basis for the job. The client drafts the brief, which gives 

the performers the go-ahead for important information such 

prioritized system features, projected costs, and some 

technical development difficulties. 

III. AGILE SECURITY PARAMETERS 

Agile software development is becoming more widely 

recognized as a flexible methodology. This method puts an 

emphasis on the timely and continuous delivery of the 

software, allowing for requirement changes even at the most 

advanced stages of development and customer needs 

adaptation. Even though the agile methodology is becoming 

more and more popular, it has several drawbacks when it 

comes to security [13]. 

 Generally, the software development life cycle 

(SDLC) does not take security into account at any stage. It is 

addressed, at most, in the definition of non-functional needs; 

as a result, it is either ignored or completed at the conclusion 

of the project. It is believed that security adds time to the 

development and delivery of projects, which is contrary to 

agile concepts. It is difficult to design secure software using 

agile approaches, according to several authors. Agile 

approaches accept requirements modifications and favor 

rapid delivery; security engineering efforts are not part of 

their methods, therefore applying security techniques to them 

creates issues. The protection of data and resources is mostly 

dependent on security [14]. Increasing security results in a 

more secure system. Researchers and security professionals 

generally believe that the best way to create secure software 

is to incorporate security from the very beginning of the 

software development life cycle. Security considerations, for 

example, were identified as necessary and incorporated into 

the agile model. By identifying novel security elements that 

both directly and indirectly impact software security 

characteristics, security can be estimated. Confidentiality, 

integrity, and authentication—the acronym that condenses 

these three crucial security pillars—are linked to security. 

Because they are unable to produce secure software systems, 

software practitioners, project managers, and developers 

continue to be under intense stress [18]. This research 

approach is suitable for the design phase and aims to advance 

software safety one step at a time. 

 
Fig. 1: Effective Issues for Agile factors

IV. IMPLEMENTATION 

The complete analysis from the linear approach to statistical 

methodology is provided by the Agile security-based study, 

which also highlights the security sensitivity. These methods 

and evaluations of statistical analysis are guided by a set of 

guidelines. Security parameters are what make parameters 

effective. There are four sections to it. By far, considering the 

range of information and remarks, the following analysis 

fully or indirectly examines the use of metrics in statistics. 

This analysis indicates that the researchers concentrated on 

different security parameters of the intricate connection 

between statistical analysis and theory. The following tables 

describe ranges based on data for parameter assessment with 

surface analysis. Each security characteristic is taken into 

consideration independently, and technique development 

necessitates deep understanding from both sides. The most 

crucial use of this data is to investigate diverse viewpoints 

using varied parameters. The security issues have been 

directly impacted by these criteria. We notice the 

measurements that work best at security levels for agile 

issues. Because of concerns about confidentiality, Table 2 is 

the most significant table.  

 When it comes to security challenges, strategies like 

flexibility, speed, visibility, adaptability, reliability, 

accuracy, and iteration all play a significant and impressive 

role. To improve security parameters and identify gaps using 

surface analysis, rules and corresponding ranges are used. 

There are four categories for the metrics: low, high, very low, 

and very high. The researchers have a clear understanding of 

the fundamental questions about what to do, when to do it, 

and how to minimize problems while conserving time, 
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energy, and physical effort. By formulating an offensive 

strategy that is clear, concise, comprehensible, and relaxed. 

With a bit of knowledge and practice, one can learn about 

powerful methods and get extremely familiar with them in 

order to improve the quality of the things that can be found. 

The data used to assess the agile security characteristics came 

from open source [19]. In order to determine the Security 

Index, we had shown Figure 1 in this manner. Establishing a 

correlation is the most crucial stage. A statistical method that 

helps clarify if and how strongly two sets of variables are 

related is correlation. This stage involves correlating the fault 

properties at the design level with the acknowledged software 

security considerations. 

 
Fig. 2: Correlation 

A. Model Development 

Figure 1 illustrates the proven correlation. Using the multiple 

linear regression approach, a Confidentiality model has been 

established. The multivariate linear model is provided in Eq. 

(1) below. 

𝑌 = 𝛼0 +  𝛼1 𝑋1 +  𝛼2 𝑋2 +  𝛼3 𝑋3 + ⋯ … . . 𝛼 𝑛𝑋𝑛 

Where  

 Y is dependent variable  

 X1, X2, X3......... Xn are independent variables.  

 α 1, α 2,… α n are the regression coefficient of the 

respective independent variable.  

 α 0 is the regression intercept. 

B. Description  

The information utilized to create the model came from [4], 

which was gathered using big commercial object-oriented 

platforms. The availability has been quantified using the 

values of. Different sources provide the information that is 

necessary for recognized confidentiality values. Iterative, 

quick, and dependable all allude to the secrecy of the 

requirements' individual components. requirements when 

there is a strong correlation between its elements. Class 

division ought to be difficult. A module's coupling reveals its 

relationship or interdependency with other modules. A 

software organization's dependability is determined by how 

well its modules interface with one another. 

 
EConfidentiality = 0.420- 0.025 *Iterative + 0.512 *Fast + 0.609 *reliability 

Sr No Project Authentication Fast Visibility Flexibility Cal index 

 P1 0.312 0.44200 0.236 0.210 0.2771 

 P2 0.412 0.51000 0.562 0.789 0.04309 

 P3 0.236 0.26900 0.290 0.145 0.497 

 P4 0.963 0.41000 0.459 0.442 0.43022 

 P5 0.568 0.3889 0.480 0.478 0.1575 

 P6 0.256 0.56000 0.202 0.359 0.209 

 P7 0.236 0.12300 0.102 0.369 0.5452 

 P8 0.256 0.422 0.236 0.210 0.321 

 P9 0895 0.510 0.456 0.23689 0.536 

 P10 0.578 0.232 0.290 0.645 .058 

 P11 0.778 0.3256 0.789 0.432 0.802 

 P12 0.896 0.190 0.326 0.2368 0.0871 
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 P13 0.986 0.1580 0.25602 0.259 0.0309 

 P14 0.878 0.15600 0.12302 0.339 0.32797 
EAuthentication = 0.478 - 0.1520 *Flexibility + 0.009 *Fast - 0.345* Visibility 

Sr No Project Standard Integrity Iterative Adaptability Flexibility Cal Integrity 

1 R1 0.894 0.320 0.320 0.210 0.77925 

2 R2 0.921 0.560 0.360 0.789 0.627331 

3 R3 0.961 2.600 0.450 0.145 0.71143 

4 R4 0.83 0.890 0.780 0.442 0.932058 

5 R5 0.786 0.260 0.360 0.478 0.4960 

6 R6 0.811 0.360 0.269 0.359 0.841358 

7 R7 0.753 0.236 0.441 0.369 0.7654490 

8 R8 0.896 0.562 0.436 0.778 0.88132 

9 R9 0.635 0.436 0.626 0.639 0.713 

10 R10 0.256 0.756 0.190 0.585 0.624708 

11 R11 0.222 0.890 0.776 0.408 0.321690 

12 R12 0.569 0.77 0.256 0.669 0.925 

13 R13 0.789 0.156 0.392 0.293 0.881 

14 R14 0.710 0.692 0.836 0.478 0.7591143 
EStandard Integrity = 0.556 + 0.0361* Iterative + 0.130 *Adaptability -0.25* Flexibility 

 As was extensively examined and addressed in 

Section 1, the main aspects influencing software security 

estimation when taking into account fault issues during the 

design phase are confidentiality, integrity, and authentication. 

As a result, when considering security throughout the design 

process, these identified main security factors were addressed 

well in advance. Study previously created models for 

confidentiality, integrity, and authentication that are 

provided, respectively, by using the regression method. Agile 

security is developed on a solid foundation of Confidentiality, 

Integrity, and Authenticity. Agile security metrics were found 

to be an influential factor. The security index of the 

development life cycle is further measured using these three 

discovered parameters. An overview of the basic notion is 

shown in Figure 2. Using the multiple regression approach 

covered in Equation (1), a model for software security 

estimation has been created. Metrics and the established 

model's ability to estimate the security index of the design 

stage are demonstrated by the empirical validation process of 

the work. In order to assess the produced model for suitable 

implementation and high level applicability, this validation is 

an essential step in the research process. It's also a really good 

way to assert model recognition. Using trial data, an 

experimental validation of the established security estimation 

model at requirement phase consider with fault has been 

conducted to support claims for acceptance of the developed 

model. The aforementioned data set can be used for the 

projects that follow in order to determine the metrics' value 

and evaluate the constructed model. The security index value 

of the projects has been calculated using the created model 

through statistical analysis experiments, and the resulting 

security estimates have been presented. 

C. Discussion 

We go over the possible applications of our findings for 

researchers and practitioners in this part. Our method offers 

practitioners a means of identifying flaws pertaining to 

security components that ought to be described. We are 

confident in saying that, in theory, our solution aids 

inexperienced inspectors by offering assistance in adopting a 

reading strategy that will enable them to spot flaws in the 

agile requirements specifications of web applications, based 

on the controlled experiment findings. Furthermore, we 

matched the approach with the agile concept by designing it 

to function without costly review cycles. Researchers will 

find that this work already helps to close a significant gap in 

the literature regarding the verification of security 

requirements in an agile setting. We think our method makes 

an intriguing beginning point to explore in-depth verification 

operations focused on security in the agile setting, based on 

the few literature available on the subject. The findings, in 

our opinion, increase our confidence in expanding our 

strategy to increase its usefulness in real-world contexts 

encompassing a comprehensive, fully-supported process 

integration, which was not (and could not) within the purview 

of our research-focused environment. 
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Appendices_1: Given dataset have calculated For SRS requirement Criteria to maintain the document security 

Sr No. Iterative Fast Visibility Adaptability Flexibility Accessibility Correctness Reliability 

 0.320 0.44200 0.236 0.320 0.210 0.25400 0.1560 0.412 

 0.560 0.51000 0.562 0.360 0.789 0.45600 0.4120 0.456 

 2.600 0.26900 0.290 0.450 0.145 0.23140 0.2580 0.178 

 0.890 0.41000 0.459 0.780 0.442 0.11100 0.4360 0.650 

 0.260 0.38889 0.480 0.360 0.478 0.78900 0.1480 0.145 

 0.360 0.56000 0.202 0.269 0.359 0.42300 0.4720 0.502 

 0.236 0.12300 0.102 0.441 0.369 0.23600 0.2314 0.625 

 0.2660 0.45200 0.4020 0.263 0.256 0.43600 0.4220 0.456 

 0.2369 0.22300 0.5630 0.214 0.124 0.44200 0.236 0.320 

 0.5890 0.56900 0.2580 0.260 0.369 0.51000 0.562 0.360 

 0.8960 0.25400 0.1560 0.412 0.478 0.26900 0.290 0.450 

 0.2570 0.45600 0.4120 0.456 0.149 0.41000 0.459 0.780 

 0.6320 0.23140 0.2580 0.178 0.256 0.38889 0.480 0.360 

 0.2580 0.11100 0.4360 0.650 0.458 0.56000 0.202 0.269 

 0.6970 0.78900 0.1480 0.145 0.369 0.12300 0.102 0.441 

 0.2540 0.42300 0.4720 0.502 0.456 0.44200 0.236 0.320 

 0.1260 0.23600 0.2314 0.625 0.745 0.236 0.12300 0.102 

 0.2570 0.43600 0.4220 0.456 0.149 0.2660 0.45200 0.4020 

 0.320 0.44200 0.236 0.320 0.210 0.2369 0.22300 0.5630 

 0.560 0.51000 0.562 0.360 0.789 0.5890 0.56900 0.2580 

 2.600 0.26900 0.290 0.450 0.145 0.8960 0.25400 0.1560 

 0.890 0.41000 0.459 0.780 0.442 0.2570 0.45600 0.4120 
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 0.260 0.38889 0.480 0.360 0.478 0.6320 0.23140 0.2580 

 0.360 0.56000 0.202 0.269 0.359 0.2580 0.11100 0.4360 

 0.236 0.12300 0.102 0.441 0.369 0.6970 0.78900 0.1480 

 0.320 0.44200 0.236 0.320 0.210 0.236 0.12300 0.102 

 0.560 0.51000 0.562 0.360 0.789 0.2660 0.45200 0.4020 

 2.600 0.26900 0.290 0.450 0.145 0.2369 0.22300 0.5630 

 0.2660 0.45200 0.4020 0.263 0.256 0.1235 0.236 0.444444444 

 0.2369 0.22300 0.5630 0.214 0.124 0.256 0.569 0.5 

 0.5890 0.56900 0.2580 0.260 0.369 0.360 0.578 1 

 0.8960 0.25400 0.1560 0.412 0.478 0.450 0.569 0.40625 

 0.2570 0.45600 0.4120 0.456 0.149 0.780 0.456 0.388888889 

 0.6320 0.23140 0.2580 0.178 0.256 0.360 0.895 0.555555556 

 0.2580 0.11100 0.4360 0.650 0.458 0.269 0.636 0.284210526 

 0.6970 0.78900 0.1480 0.145 0.369 0.441 0.456 0.3 

 0.2540 0.42300 0.4720 0.502 0.456 0.320 0.258 0.518518519 

 0.1260 0.23600 0.2314 0.625 0.745 0.360 0.899 0.342857143 

 0.2570 0.43600 0.4220 0.456 0.149 0.450 0.789 0.333333333 

 0.2660 0.45200 0.4020 0.263 0.256 0.263 0.369 0.583333333 

 0.320 0.44200 0.236 0.320 0.210 0.214 0.745 1 

 0.560 0.51000 0.562 0.360 0.789 0.260 0.458 0.375 

 2.600 0.26900 0.290 0.450 0.145 0.412 0.745 0.381578947 

 0.890 0.41000 0.459 0.780 0.442 0.456 0.692 0.26 

 0.260 0.38889 0.480 0.360 0.478 0.360 0.245 0.5 

 0.360 0.56000 0.202 0.269 0.359 0.450 0.444 0.19375 

 0.236 0.12300 0.102 0.441 0.369 0.780 0.639 0.444444444 

 0.320 0.45200 0.4020 0.263 0.256 0.360 0.877 0.75 

 0.560 0.22300 0.5630 0.214 0.124 0.269 0.796 0.8 

 0.5890 0.56900 0.2580 0.260 0.369 0.441 0.888 1 

 0.8960 0.25400 0.1560 0.412 0.478 0.320 0.236 0.409090909 

 0.2570 0.45600 0.4120 0.456 0.149 0.360 0.148 0.666666667 

 0.6320 0.148 0.78900 0.333333333 0.424 0.450 0.254 0.666666667 

 0.2580 0.254 0.78900 0.693877551 0.569 0.263 0.456 0.311111111 

 0.6970 0.456 0.78900 0.671428571 0.457 0.214 0.523 0.4375 

 0.2540 0.523 0.254 2 0.553 0.260 0.025 0.295238095 

 0.1260 0.025 0.456 0.678571429 0.585 0.412 0.369 0.545454545 

 0.2570 0.369 0.523 0.576923077 0.586 0.456 0.456 0.75 

 0.2660 0.456 0.025 0.824786325 0.538 0.360 0.369 0.225 

 0.2660 0.369 0.369 0.75 0.435 0.450 0.4789 0.321428571 

 0.2369 0.148 0.78900 0.333333333 0.546 0.780 0.809 0.183760684 

 0.5890 0.254 0.78900 0.693877551 0.54724 0.360 0.7.6 0.8 

 0.8960 0.78900 0.78900 0.671428571 0.424 0.269 0.490 0.666666667 

 0.2570 0.78900 0.78900 0.78900 0.569 0.441 0.963 0.625 

 0.6320 0.78900 0.78900 0.78900 0.457 0.320 0.369 0.666666667 

 0.2580 0.78900 0.78900 0.78900 0.553 0.360 0.159 0.195454545 

 0.6970 0.78900 0.1480 0.145 0.369  0.456 0.666666667 

 0.2540 0.42300 0.4720 0.502 0.456  0.789 0.625 

 0.1260 0.23600 0.2314 0.625 0.745  0.1456 0.348484848 

 0.2660 0.45200 0.4020 0.263 0.256 0 0.41508 0.411 

 0.2369 0.22300 0.5630 0.214 0.124 0.952380952 0.569302857 0.572457142 

 0.5890 0.56900 0.2580 0.260 0.369 0.910714286 0.546502857 0.5561 

 0.8960 0.25400 0.1560 0.412 0.478 0 0.45704 0.459 

 0.2570 0.45600 0.4120 0.456 0.149 0 0.41508 0.411 

 0.6320 0.23140 0.2580 0.178 0.256 0.8125 0.55332 0.534 

 0.2580 0.11100 0.4360 0.650 0.458 0 0.41508 0.411 

 0.6970 0.78900 0.1480 0.145 0.369 0.70588 0.5363 0.5413 

 0.2540 0.42300 0.4720 0.502 0.456 0.95833 0.58486 0.554 

 0.1260 0.23600 0.2314 0.625 0.745 0.892156 0.58579 0.584176471 

 0.2570 0.43600 0.4220 0.456 0.149 0.906976 0.54596 0.5520 
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 0.2660 0.45200 0.4020 0.263 0.256 0.761904 0.54760 0.596054945 

 0.2369 0.22300 0.5630 0.214 0.124 0.695652174 0.537689207 0.5255422 

 0.5890 0.56900 0.2580 0.260 0.369 0.11627907 0.434664186 0.412150388 

 0.8960 0.25400 0.1560 0.412 0.478 0.714285714 0.518137143 0.583142857 

 0.320 0.44200 0.236 0.320 0.210 12.53846154 0.529411765 0.409090909 

 0.560 0.51000 0.562 0.360 0.789 11.77777778 0.978494624 0.666666667 

 2.600 0.26900 0.290 0.450 0.145 34.85714286 0.818181818 0.666666667 

 0.890 0.41000 0.459 0.780 0.442 6.555555556 0.725490196 0.311111111 

 0.260 0.38889 0.480 0.360 0.478 11.66666667 0.921052632 0.4375 

 0.360 0.56000 0.202 0.269 0.359 0 0 0.295238095 

 0.236 0.12300 0.102 0.441 0.369 4.555555556 0.787234043 0.545454545 

 


