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Abstract— The most important broad categories in the sector 

are data gathering and protection, networking and cloud 

computing, and cloud computing security. The vast 

processing and storage capacity that is made accessible by 

cloud computing has the potential to provide wireless sensor 

networks (WSNs) a new lease of life, and it has also inspired 

the creation of a wide variety of cutting-edge applications that 

are used in this industry. The limited communication 

capabilities of WSNs, which are especially important in 

applications that are sensitive to the passage of time, 

necessitate the need of data collection to the Cloud in order 

to prevent data loss. As a direct consequence of this, the 

growth and use of WSNs in the years to come will be 

restricted in a number of different ways. This research 

incorporates a trust-based security component into edge 

computing, therefore integrating the Internet of Things with 

this kind of computing. In order to provide a higher level of 

protection, this thesis offers a combination of trust values on 

nodes in addition to data that has been encrypted. 
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I. INTRODUCTION 

The use of cloud computing as a trustworthy way for the 

provision of an on-demand platform for the processing and 

classification of vast volumes of data has seen an increase in 

popularity [1]. Cloud computing has been widely used in 

many different industries, including education, finance, 

manufacturing, and healthcare, amongst others (to name a 

few examples). Because more and more systems are 

beginning to depend on cloud computing, there is an 

increasing need for innovative technologies that can take use 

of the advantages of cloud computing while still being seen 

as a lightweight solution that does not include all of the 

complexity of the cloud. These technologies need to be 

compatible with the qualities of lightweight systems like 

those used for the Internet of Things, which are gaining more 

and more popularity. Despite the fact that devices in Internet 

of Things systems are capable of performing certain essential 

activities such as regulating, actuating, and detecting, these 

devices are unable to perform complicated and sophisticated 

tasks such as operating large-scale intelligent transportation 

systems and intelligent medical treatments. There are several 

applications for the Internet of Things that are time-sensitive 

and need rapid decision making in order to provide the 

highest potential level of performance. Applications like as 

automotive networks and assisted healthcare apps are two 

examples of this kind of software. In light of the fact that 

these apps are unable to handle network latency, the act of 

uploading data to cloud resources in order to have it 

processed might result in a delay in decision-making when 

dealing with time-sensitive applications. Cloud computing is 

also too complex for smaller devices to run, and it does not 

support several of the fundamental elements of Internet of 

Things (IoT) systems, such location awareness and 

bandwidth scarcity, both of which are important to the 

functioning of these systems. Fog computing and edge 

computing [4, both of which are explained further below] are 

two of the developing technologies that have the ability to 

deliver the benefits of cloud computing while also catering to 

the characteristics that are exclusive to IoT systems. 

 We are seeing a confluence of the physical and cyber 

worlds as a consequence of recent technological 

developments in sensing, communication, and 

microcontroller technology [1, 2]. The Internet of Things 

(IoT), which is the network that links billions of smart items 

and smart gadgets, has as its goal the creation of a smart world 

that will enable us to sense, analyse, control, and optimise 

conventional physical systems by making use of 

contemporary cyber technology. The Internet of Things, 

sometimes known as IoT, refers to a worldwide network of 

networks that connects billions of intelligent gadgets and 

intelligent things. In recent years, a large number of Internet 

of Things (IoT) apps have been developed and put into use, 

and as a direct consequence of this, our lives are far more 

convenient than they were in the past. However, by include 

cyber hazards in the equation, they pose a threat to traditional 

physical systems [3]. A significant number of security flaws 

have become public knowledge in recent times. [4,5] As an 

example, a sizeable number of smart cameras are 

compromised and employed to construct a botnet, which is 

then used to launch a massive Distributed Denial-of-Service 

(DDoS) attack on DNS servers run by Dye, Inc. Concerns 

about the safety of apps and systems connected to the Internet 

of Things have moved to the top of the list in recent years. 

They have the potential to slow down the implementation of 

Internet of Things applications or potentially inflict 

substantial property damage as a consequence of security 

breaches [6]. 

 Protecting Internet of Things systems is a 

challenging endeavour that may be attributed to a wide range 

of challenges, despite the fact that Internet of Things 

applications need sophisticated security protection. 

Significant resource limits and incorrect security design are 

two of the most prominent problems that contribute to a 

myriad of security concerns in present Internet of Things 

applications [3]. [Citation needed] [Citation needed] 

[Citation needed] [Citation needed] [Citation needed] In 

order to run many of the existing security mechanisms, the 

device in question needs to have a high level of computation 

power and memory space. This is because advanced security 

algorithms, such as attribute-based access control [7], group 

signature-based authentication [8], homomorphic encryption 

[9], and public-key based solutions, all require a high level of 

computation power and memory space. There are a great 

number of Internet of Things end products that do not support 

them, including smart metres, smart locks, smart cameras, 

and other similar devices. In spite of the fact that the cloud 
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often has virtually an infinite amount of resources, it is 

generally located at a great distance from the IoT end devices. 

As a result, the cloud is unable to effectively offer high-

quality services to the IoT end devices. The recently 

established edge computing technology acts as an extension 

of the cloud by moving huge processing and storage 

capabilities to the network edge [10]. This results in the 

establishment of an edge layer that is close to end devices 

used by the Internet of Things [11]. As a direct consequence 

of this movement, a significant number of tasks that need a 

great deal of processing power as well as a substantial amount 

of resources might be moved from the resource-limited end 

devices to the resource-rich edge layer. This new computing 

paradigm not only frees up resources at the endpoints of 

Internet of Things (IoT) devices [[11], [12], [13], [14]], but it 

also improves the performance of the system [15]. In addition 

to this, it provides a new platform for the creation and 

implementation of security solutions for end devices 

connected to the Internet of Things. 

II. RELATED PREVIOUS WORK DETAIL 

1) Sivannarayana Nerella and colleagues The industry has 

come to the conclusion that the edge computing 

paradigm is in a position to fulfil the resource 

requirements of newly developed mobile applications 

such as those that are based on the Internet of Things 

(IoT). In general, this perspective is held. Without a 

shadow of a doubt, the information amassed by the 

sensor networks that lie underneath the Internet of 

Things serves as the foundation for both the systems and 

applications that make up the Internet of Things, as well 

as the Internet of Things itself. The information that is 

obtained is often erroneous, which may have very 

negative repercussions, as a direct consequence of the 

inherent vulnerabilities and susceptibility to attacks that 

are present in the underlying sensor networks. An 

innovative method for gathering reliable data from the 

Internet of Things is presented here, and it is based on 

edge computing. This method may be found in this 

article. In this method, the sensor nodes are evaluated on 

a number of distinct dimensions in order to create 

confidence ratings that are accurately specified. 

Additionally, the optimal mobility path for the data 

collector may be created by translating the trust value of 

a node into a force for the mobile data collector. This will 

allow the data collector to get the maximum possible 

degree of trust. In addition, the use of a mobile edge data 

collector is a component of this solution. This data 

collector will go to sensors with measured trust levels as 

well as sensors that capture reliable data. Extensive 

testing has demonstrated that Internet of Things systems 

that are based on a data collecting architecture that can 

be trusted yield significant performance benefits. These 

advantages can be measured in terms of the system's 

energy efficiency as well as its overall security. 

2) C. Pravallika and colleagues This exposure or section has 

to have a reason or direction that is found in fantastic 

third-party sources in order for it to be effective. In a 

similar vein, a protected search method could be able to 

identify the required information in the book's specific 

information or contact information. The term "Internet of 

Things" (IoT) refers to a notion that is widely recognised 

as a progenitor of the future of the Internet. This is due 

to the fact that the Internet of Things (IoT) broadens the 

connection that exists between the Internet and various 

types of real-world devices. Over fifty billion of these 

compact and lightweight gadgets are expected to be 

linked to the internet by the year 2020, according to 

research conducted by Cisco. -social, employable 

technology, transportation planning, and so forth and so 

on. The Internet of Things will evolve into a smart grid, 

an urban community, a smart household, and a health 

insurance system after these billions of smart gadgets are 

connected to the internet. Build surroundings, both 

digital and real, that are intelligent and capable of 

supporting themselves. A significant process is best 

suited for the most powerful of these devices, and as a 

consequence, a significant amount of resources are 

produced. This requires not only a high level of skill in 

terms of preparation and analysis, but also the use of a 

significant amount of power in an efficient and risk-free 

manner. In general, smart devices have limits on the 

number of tangible objects they can store on their internal 

storage spaces. Again, having access to the cloud has 

endless possibilities for any and all purposes and uses, 

and it is ready to adapt to and meet demand at any time 

of day or night and from any place in the globe. These 

strategies, which are made feasible by the use of cloud 

technology, have the potential to reduce the value of 

managed assets. Effective Internet of Things devices 

may be responsible for this. The best tools for Internet of 

Things applications need to have a number of features, 

including low levels of inertia, a high rate of knowledge 

acquisition, rapid access to information, continuous 

information analysis and preparation, and dynamic and 

portable help. 

3) Together with his colleagues, Hind Bangui Cloud 

computing has been a great help in the process of 

developing the Internet of Things (IoT). Cloud 

computing has provided a guarantee or opinionated 

quality of service (QoS) for IoT submissions, which has 

facilitated the process. On the other hand, cloud 

management is not yet available for Internet of Things 

devices. This gap is significant. The Internet of Things is 

characterised by a high level of inertness, which 

contributes to the timely completion of the transmission 

of information in a significant portion of cases. The cloud 

computing technique is unable to fulfil the requirements 

of Internet of Things applications in this scenario since 

these applications need a constant flow of data. On the 

other hand, the cloud management industry presents one 

of the obstacles that the expansion of the Internet of 

Things viewpoint has to surmount in order to be 

successful. Cloud subtract has recently conducted an 

investigation of IoT terminal customers in an effort to 

better understand their goals about cloud computing. It is 

impossible to forecast the current upheaval and 

difficulties due to the fact that this problem has now 

spread to every country in the globe. Using examples 

from the cloud development sector and the 

decentralisation sector, this essay aims to explain the 
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most cutting-edge computing edge connected to the 

development of the authorities, while also analysing the 

challenges and difficulties generated by these non-

compliant mobile scenarios. Using these examples, the 

essay seeks to explain the most cutting-edge computing 

edge connected to the development of the authorities. 

These are laws that are intended to be of assistance to 

architects and analysts, both of whom may stand to 

benefit from the change in legislation. 

4) L. Minh Dang and his fellow workers. The rapid 

development of Internet of Things (IoT) innovation over 

the last few years has eased the joining of sensitive or 

sensitive sensors and the construction of a constant 

exchange of information between them. This was made 

possible by the coupling of sensitive or sensitive sensors. 

As an illustration of performance, take, for instance, 

cloud computing or the performance of cloud computing. 

One of the apps that may be discovered on the Internet 

of Things is one that deals with social security. The 

possibility of looking out over a network and opening up 

new territories has sparked an incredible amount of 

interest in the industry. As a consequence of 

developments in either cloud computing or the Internet 

of Things, patient safety, worker productivity, and the 

effectiveness of clinical practise are all seeing significant 

improvements. This overview seeks to evaluate the most 

recent Internet of Things components, applications, and 

models of the IoT market for social security, as well as a 

review of recent advancements in IoT and commercial 

applications, among other things. Additionally, this 

overview seeks to provide an overview of recent 

advancements in IoT and commercial applications. The 

use of computers, the environment, general information 

about medical services, and tools that are available in the 

field of medical services will be discussed, as well as 

various Internet of Things, electronic health care 

guidelines and strategies discovered around the world. 

The goal of this discussion is to determine how these 

factors can legally assist the social security industry in 

making improvements. administration of networks and 

cloud environments. In addition, high-level IoT security 

monitoring and security issues in terms of social security 

were carried out. These concerns included threats, 

different types of assaults, security arrangements, and 

preparations for security. In its last section, this article 

takes a look at a number of different security models that 

have been used in the past in order to protect against 

potential security risks. In the context of human contact, 

it discusses the patterns, benefits, and challenges of 

potential human-centered Internet-based activities in the 

future. Objects are situated at the centre of other things. 

5) Sampath Kumar YR and his fellow researchers also 

Some people believe that the Internet of Things is a 

haphazard creation of the modern period, in which a 

limited number of sensors are linked to the internet for 

the aim of creating and disseminating compelling 

resource organisation inside a Smart Environment (viz., 

Smart Home, Smart city and so forth.). As a result of 

developments in technology, software applications, 

frameworks, and stages for programming are now 

offered as services that may be accessed through the 

cloud. Sophisticated kinds of appropriated computing, 

such as Detection as a Service (SaS), are beneficial to the 

overall assets of the Internet of Things. Additionally, it 

stimulates the creation of a mutual system of sensors that 

are provided as a consumable help. Various 

organisations as well as designers make use of these 

services. In this manner, customers are given the option 

to adapt to the information that is included inside the 

existing framework. In addition to this, it is vital to study 

the potential of a SaaS worldview and to analyse how it 

matches with the growth and innovation of the IoT. The 

primary objective of this study is to investigate the 

applicability of the SaS model from the perspectives of 

invention, social innovation, and ideological 

advancement. This in-depth study takes a look at a 

number of different conceptual blueprints for perfect 

detection systems. It is ensured that all partners 

(customers, engineers, administrators, and the 

association) are met in the most optimum way possible 

by providing a full overview of the numerous challenges 

and issues that occur when developing an ideal structure. 

III. SOLUTION ARCHITECTURE AND ALGORITHM 

A method that makes use of edge computing to collect data 

from dependable nodes is currently in development as a 

means of overcoming the challenge presented here. When 

calculating trust in this work, direct and indirect methods can 

both be used; the direct method will be used if the sensor is 

within range of its cluster head, and the indirect method will 

be used if the sensor is outside of range of its cluster head. 

Both of these methods can be used in conjunction with one 

another. Both direct and indirect approaches to determining 

trust may be used within the scope of this study. If the sensor 

is located within range of its cluster head, then the direct 

method will be used. In the context of this study, the default 

trust value for each of the nodes is set to 0.5, and the cluster 

head has the ability to raise or decrease the trust value of 

individual nodes depending on the behaviour of the nodes. 

This value is determined by the research. In the event that a 

node or sensor sends all of its packets to the cluster head, the 

trust value of the node will grow. On the other hand, in the 

event that this does not occur, the trust value of the node will 

fall. When determining whether or not to trust someone, a 

variety of distinct force metrics, such as distance, the amount 

of energy used, and the quality of the data, are used in 

conjunction with one another. If a node is within range of the 

cluster head and consumes less energy than other nodes do, 

then the data quality will be high, and as a result, the trust 

value of the data will grow. 

 The following parts or algorithms are broken down 

into further depth in the work that is being proposed. 

1) The formation of clusters, which include: After the 

network has been divided into clusters, the nodes that are 

physically near to one another will be grouped together 

in the same cluster. This will occur after the network has 

been partitioned into clusters. This process will be 

repeated a number of times until all of the nodes are 

sorted in the appropriate groupings. 

2) Determining Who Will Serve as Cluster Head The 

position of Cluster Head will be awarded to the node 
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inside the cluster that has the greatest overall amount of 

energy. 

3) The Edge Node, which is also often referred to as the data 

collector: This node is going to have a lot of energy, and 

as a consequence, it is going to start travelling toward all 

of the cluster heads in order to gather data from them. At 

the same time, the sensors that have lower trust values 

will move away in order to enable the cluster heads to 

gather data from trustworthy nodes, and the exact same 

data will also be relayed to the Edge Node. This will take 

place simultaneously. The fact that the cluster head will 

only receive data from nodes that can be trusted will 

result in a large reduction in the amount of energy that 

will be used by the network. 

4) This algorithm will iterate through all sensors, and then 

the nodes that are within range of the cluster head will 

receive their trust value using the Direct technique, and 

the nodes that are outside of range of the cluster head will 

receive their trust value using the Indirect technique. This 

is the first algorithm for calculating trust value. 4) The 

First Algorithm for Calculating Trust Value: This 

algorithm will iterate through all sensors. Both of these 

approaches will be discussed in further detail in the 

following paragraphs. When determining trust, both the 

direct and the indirect actions of individual nodes will be 

taken into consideration. As an example, a node that has 

a small energy footprint and consistently sends all data 

packets to the cluster leader would be viewed as a 

trustworthy node and would have a high trust value. This 

node would also have a good reputation.  

5) Algorithm 2 The procedure for collecting data consists 

of the following components: When the Edge Node or 

Data Collector node gets closer to the Cluster head, it will 

optimise the shortest route to collect data from the 

Cluster head. This will help ensure that the data is 

collected as quickly as possible. In addition, nodes that 

have a lower level of trust will be driven away from the 

network by the Edge Node, while nodes that have a 

greater level of trust will be drawn to the Edge Node. 

This is something that will take place when the Edge 

Node gets closer and closer to the Cluster head. After that 

point, the Cluster head will only collect data from 

trustworthy nodes, and it will avoid collecting data from 

untrusted nodes. As a consequence, the amount of energy 

that is utilised will decrease. 

 When calculating trust value using the techniques 

that were explained earlier, the process is frequently 

referred to as "virtual force mapping." This is because 

trust value computation involves mapping out 

relationships between individuals and organizations. 

Due to the fact that this project is intended to act as a 

model of a network, it is being carried out in its totality. 

 

IV. RESULT 

In fig 4.1 see ‘Edge Node’ moves to start data collection and 

empty circle with lesser trust value moves away from the 

network to left side of screen. In text areacan see propose 

work sensing and collecting PLAIN data without data 

security (encryption) and in extension same datahave 

encrypted to provide security to data. In above screen text 

area 34, 40, 27 and 20 are the plain sensor data which 

generated randomly and the same data showing in encrypted 

format also. Now click on ‘Energy Consumption Graph’ 

button to get below graph. In the graph 4.2 x-axis represents 

cluster id (all nodes in cluster) and y-axis represents energy 

consumption and blue line refers to propose VFDC technique 

and red line refers to existing BTEM technique. In above 

graph existing BTEM technique collect data from untrusted 

nodes also due to this reason its energy consumption is more 

and VFDC collect data only from trusted nodes so it energy 

consumption is less. Now click on ‘Distance Graph’ button to 

get below graph data 



High Security Data Collection Using Trust Value and Encrypted Data 

 (IJSRD/Vol. 10/Issue 9/2022/013) 

 

 All rights reserved by www.ijsrd.com 57 

 
Fig. 4.1: Sending Encrypted Data 

 
Fig. 4.2: Energy Consumption 

 
Fig. 4.3: Distance Graph 

 In above fig 4.3, distance graph trusted nodes has 

lesser distance to cluster head and untrusted nodes has more 

distance to cluster head.   

V. CONCLUSION 

As a result, the inclusion of encrypted data in the edge 

computing network for the internet of things contributes to an 

increased level of safety in this thesis. A route with a high 

trust value is used for the transmission of the data, which 

results in an improvement in the energy values. Over the 

course of the last several years, there has been a significant 

acceleration in the development of edge computing as a result 

of the widespread use of the Internet of Things (IoT) and 

smart mobile devices. Edge computing platforms and the 

apps that run on them have gotten a substantial degree of aid 

in accomplishing complicated tasks in a timely way as a 

direct consequence of the fast growth that edge computing 

has seen in recent years. On the other side, there has been a 

large degree of miscalculation of the security concerns that 

are linked with edge computing platforms and applications 

that operate on them.                                           
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