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Abstract— The improvement in the technological sector in 

India has been crucial for the realization of improved 

convenience and reliability. The banking sector has also 

flourished that achieved significant enhancements that have 

been useful to the end user. Facilities such as ATMs or 

Automated Teller Machines have revolutionized the 

transaction capabilities and reduced the chances of human 

error. ATMs allow the dispensing and deposition of cash at 

all times. The cards issued by the bank can be used for this 

purpose and allow for a much easier integration. But there has 

been an increase in fraudulent transactions and card theft that 

decreases the reliability and security of ATMs. Therefore, to 

improve the security and reliability of the Automated Teller 

Machines, there is a need for a methodology that identifies 

the user while the transaction is being performed, instead of 

identifying the card which is being done in the current model. 

The realization of the user identification through a Virtual 

ATM approach will require the implementation of Biometric 

authentication mechanism. This approach discusses the use 

of face recognition along with fingerprint recognition using 

live streaming, Channel Boosted Convolutional Neural 

Networks along with One Time Password implementation for 

achieving a highly robust and secure Virtual ATM. The 

approach will be elaborated in utmost detail in the upcoming 

research directives in the future. 
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I. INTRODUCTION 

The technological progress in India has led to the introduction 

of several machinery kinds with the goal of increasing 

consumer contentment. Such a device that made financial 

transactions simple for account holders was the ATM. In 

order to promote self-service in consumer banking, 

automated teller machines were developed in the early 1900s. 

The ATM has been initially designed to process money 

transfers for the users of that banking institution, but 

subsequently, the ATMs were integrated to a central bank 

system, allowing anybody to acquire any bank's Automated 

teller machine to complete a transaction. This allowed 

individuals to transfer, withdraw, and remit money from the 

machines that weren't owned by that banking institution.  

 ATMs depend on the card company or another 

authorizing entity approving a money transfer through the 

telecommunications network as well as an EMV chip card. 

Clients of several banks are charged fees for using the ATMs. 

ATMs come with benefits and drawbacks. An article 

investigates and covers ATM risk mitigation and various 

measures. Multiple safeguards can be incorporated through 

into ATM systems environment to lower the danger of 

unethical activities. Regulations shouldn't be viewed as a 

panacea, though. The present ATM authentication procedures 

fail when a card is lost since the card can then be utilized for 

suspicious purchases. The prevalence of malpractice can be 

significantly decreased by using facial recognition.  

 Numerous studies have been conducted in the past 

several decades on the subject of facial recognition, arguably 

one of the most effective techniques to determine a person's 

identity. A common biometrics primary research is face 

identification from photos. Comprehension image evaluation 

is one of the face detection and recognition technology's most 

beneficial uses. Face recognition has certain special issues 

that have drawn the attention of psychiatrists, cognitive 

psychologists, and machine vision specialists as well, as 

improvements in the discipline can help us understand how 

well the brain works in humans. Although there are various 

biometric technologies for identifying people, like fingerprint 

scanning and retinal scans, they require human collaboration. 

Person verification, however, does not require it when using 

facial photos. Because facial recognition software doesn't 

really involve human collaboration, which is its distinct 

advantage over other biometrics techniques, it performs a 

significant role in determining a person's identification. 

 Although there are several technologies available 

for identifying faces in photos. Numerous studies will 

uncover more effective elements that boost effectiveness and 

precision. In principle, the effectiveness is influenced by 

elements like posture, obstruction, lighting, and so forth, and 

significant processing power is required for retrieval from the 

vast picture collection. It could cause people to concentrate 

on enormous picture datasets and brand-new techniques that 

solve complex mathematical problems more efficiently and 

accurately. The overall purpose is accurate facial 

identification of humans using picture datasets. Studies have 

been conducted in the area of biometric face identification to 

identify persons from an image of a collection of individuals 

depending on facial traits. Face recognition has a broad range 

of uses and is frequently employed in biometric and access 

control technologies. Face identification, training of 

identified faces, and biometric authentication are the three 

main building components of a system for facial recognition. 

 Automation is the use of technological 

developments that utilize computer software to operate 

equipment and their processes. These technological 

developments have increased precision in the current era 

while also enhancing the quality of life. These kind of 

advancements greatly reduce the need for manpower. The 

Automated Authentication system, which replaces the 

outdated and conventional authentications, is one 

breakthrough in the field of technology. Our system's goal is 

to develop a virtual ATM authentication system based on face 

and fingerprint recognition that has a lower false positive rate 

when identifying fresh individuals.    
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 Xiaojun Bai [1] describes how to recognize faces on 

the Android operating system; to do so, the Adaboost cascade 

classification is employed; The face picture is retrieved using 

the LBP characteristic in the training phase, the histogram is 

produced, and then a face detection and recognition classifier 

is built using the LBP histogram; In order to efficiently 

accomplish people recognition during the classification 

phase, LBP characteristics are also collected and fed into the 

classifier after which the template matching function is 

generated. This study develops and implements a face 

recognition attendance management system that is evaluated 

on the ORL facial images and contrasted with the Eigen faces 

and Fisher face techniques. 

 Chaoyou Fu [2] states that to improve the 

performance of HFR, an unique DVG-Face framework that 

creates massively new paired heterogeneous pictures from 

sounds has been developed. The first step is to carefully 

construct a dual variational generator that can train including 

both paired large datasets and unbalanced VIS data. The 

latter's insertion significantly increases the identification 

variety of the photos created. The resulting paired pictures are 

then subjected to a pairwise identity preservation loss to 

ensure their identity coherence. The resulting unlabeled 

pictures may also be used to retrain the HFR networks via 

contrastive learning, taking use of the identity constancy and 

identity diversification qualities. 

 This literature survey article divides section 2 into 

an assessment of prior work in the form of a literature review, 

and section 3 concludes with recommendations for future 

research.  

II. RELATED WORKS 

Tran Quang Chung [3] in order to create faces in different 

positions, suggest a fresh generative model. The authors 

initially extract 3D models and UV maps using 2D photos 

using 3DDFA. The researchers then suggest a novel 

generation network model termed ResCUNet-GAN to refill 

in the discrepancies of the UV map as the UV map created by 

3DDFA is typically insufficient owing to self-occlusion. This 

brand-new generator network, ResCUNet-GAN, has the 

ability to create faces in a variety of positions. The generator 

is strengthened by the researchers using associated U-Nets, 

multiple stage feature integration, and residual connectivity 

in ResNet. 

 Feng Liu [4] Describe a unique regression-based 

technique for joint face recognition and 3D face restoration 

from a single 2D picture with any emotion or position. It 

employs landmarks on a 2D face picture as hints for 

reconstruction 3D shapes, then it refines landmarks using the 

refined 3D shapes. The suggested technique may successfully 

complete the two tasks concurrently in real time by 

alternatively using cascaded landmark regressors as well as 

3D shape regressors. The suggested methodology can fully 

automated recreate both pose- and expression-normalized as 

well as expressive 3D forms from a solitary face picture of 

random postures and emotions, surpassing current 3D face 

restoration techniques. 

 Gou Wei [5] offers a multi-feature architecture for 

the emotion recognition problem that may be used to identify 

emotions. Video and audio are 2 complementing components 

that make up the information on feelings. The authors utilize 

openEAR technology to automatically extract from audio and 

four separate networks to recover emotion characteristics 

from video data. Then, using a weighted total to integrate the 

various scores, every network's weight is determined by its 

commitment to the optimal outcome. 

 Feifei Zhang [6] Describe an end-to-end learning 

approach for simultaneous pose-invariant facial emotion 

identification and face image synthesis based on geometry 

knowledge. It may create face pictures featuring arbitrary 

emotions and postures to aid in training a deep neural 

classification method by detaching features like stance and 

emotion from the facial image. The usefulness of this 

approach is demonstrated by experimental findings on three 

common datasets. This technique may also be used to transfer 

facial expressions. 

 Bharath Tej Chinimilli [7] claims that among the 

popular facial recognition techniques is LBPH. This 

technique is effective at identifying students who 

unintentionally alter, such as donning spectacles or putting on 

a beard. The tiny dataset in this case is a concern. An attempt 

may be made to create a better dataset, which would 

theoretically produce a much more accurate reading. By 

creating fresh training dataset, the authors may enhance the 

Haar cascade classifiers' ability to identify unfamiliar people. 

If an imposter is found in the class, the software can provide 

a voice or visual alarm. 

 Limei Fu [8] provides a face recognition and 

identification system that uses the Eigen Face, fisher face, and 

LBP techniques from the Open source community to train 

face models on the Linux operating system. The optimization 

algorithms are then put through testing process, and 

experimentation are used to examine their benefits and 

drawbacks in addition to the circumstances under which they 

may be used. Facial recognition software is an extremely 

difficult topic. It is challenging to get a decent recognition 

result with only one available technique. The characteristics 

of the face can be successfully described by combining local 

and global information. The approach of multi-feature as well 

as multi-classifier merging is another way to boost 

recognition accuracy concurrently. 

 Sergei Shavetov [9] the proposed solution, 

according to the researchers, is relatively inexpensive, simple 

to use, and straightforward to install whilst offering the bare 

minimum security against unauthorized users. Although it 

can operate effectively in automated mode, it is advised to 

have a person present during the authentication procedure to 

ensure that no unanticipated methods of bypassing the 

checkpoints are employed. In alongside current radio-

frequency fingerprinting, near-field telecommunication, as 

well as other techniques, it may also be utilized as an 

authentication scheme. Regardless of whether the other form 

of authentication is effective, if the physical key is lost or 

stolen, the system will guarantee sure that the incorrect 

person cannot enter. 

 Di Wang [10] indicates that a crucial subset of deep 

learning is convolutional neural networks. Convolutional 

neural networks provide distinct benefits in image processing 

because of local network shared weights and other features. 

The effectiveness of training of the network and the ultimate 

detection accuracy are directly impacted by the training at 
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CNN, which really is crucial. Study is done on the 

optimization technique, dropout value, activation function, 

and quantity of model layers. The model is enhanced using 

the initial data set, and the detection performance is 

subsequently significantly increased. The data set employed 

in this research has certain limitations given that it is 

challenging to gather a big quantity of data in actuality, but it 

may still be used to demonstrate how well the new algorithm 

works. 

 Mandi Luo [11] adds to current datasets for 

deformation-invariant face identification by putting out a 

brand-new graph-based, multiple Face Enhancement 

Generative Adversarial Network. It uses the decoupled 

projections to change face characteristics in addition to 

decoupling the identity projections to increase the accuracy 

of facial recognition software. In order to better retain the 

spatial information, the authors additionally offer Graph 

Convolutional Networks to study high-level relationships 

between distinct face areas. The effectiveness of our 

presented approach in acquiring a good identity-preserving 

capability from limited datasets is demonstrated by extensive 

trials on face identification and image synthesis activities. 

 Gurlove Singh [12] narrates that the technique did 

not have an effectiveness of greater than 90% including both 

conventional and automated face identification, because the 

quantity of Eigen faces that could be employed in PCA 

conversion is constrained. The completely automatic frontal 

view face identification system, that when exhibited 

realistically, demonstrates a flawless precision, requires more 

development. This system's effectiveness in the actual world 

will be significantly more accurate. The system was poorly 

planned and developed in order to get a high accuracy rate. 

Among the primary causes of this problem is that the facial 

recognition system's subsystem sometimes doesn't show little 

variations in degree of stability to dimension or rotations. 

 M. Geetha [13] proposes to identify student faces for 

activity surveillance throughout online exams, a machine 

learning-based face recognition and detection method 

employing an SVM model is presented. By extracting feature 

vectors out from input photos, the suggested technique assists 

in face detection more quickly. In addition to this technique, 

a number of algorithms, including SURF, SIFT, Fisher faces, 

and LBPH, may be used to create more effective recognition 

algorithms that can find faces under different lighting 

conditions. Applying alternative methods can also result in 

even better ideal values. Convolutional neural networks can 

be employed to achieve greater precision. 

 Kanjana Eiamsaard [14] created the SIAMS, a facial 

recognition capable inventory system. The confusion matrix 

experimentation procedure has confirmed SIAMS. The total 

system met the accessibility monitoring's functional 

requirements. The SIAMS can speed up and improve the 

effectiveness of criminal investigations. SIAMS may be 

upgraded to provide item detection capabilities for real-time 

theft monitoring and alerting. 

III. CONCLUSION AND FUTURE SCOPE 

Improved ease and dependability have been made possible 

because to India's technical advancements. The banking 

industry has likewise prospered and made important 

improvements that have benefited the consumer. Automated 

Teller Machines, or ATMs, have revolutionized transaction 

capabilities and decreased the likelihood of human error. 

Cash can always be deposited and withdrawn from ATMs. 

This can be done with the bank-issued cards, which also make 

integration much simpler. However, the number of fraudulent 

transactions and card thefts has increased, which reduces the 

security and dependability of ATMs. Therefore, a technique 

that recognizes the user when the transfer is being executed, 

rather than the card as is being conducted in the present 

system, is required to increase the confidentiality and 

trustworthiness of the Automated Teller Machines. The 

development of a biometric security system is necessary for 

the identity verification across a virtual ATM technique to be 

realized. This method covers the incorporation of live 

streaming, channel-boosted convolutional neural networks, 

one-time password generation, facial and fingerprint 

identification, in order to create a quite effective virtual ATM. 

In the forthcoming research efforts, the strategy will be 

described in great depth. 
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