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Abstract— An rising category of wireless sensor networks is 

the Wireless Body Sensor Networks (WBSNs). With 

increased sophistication and advancements in wireless sensor 

networks, several categories of wireless sensor networks have 

evolved one among which is the wireless body sensor 

network (WBSN) or the body area network (BAN) which are 

used interchangeably in this paper. Wireless body sensor 

networks can be defined as the connectivity of sensors in the 

periphery of the human body which can communicate with 

each other as well as communicate with a central base station 

or control station. There are however several factors 

governing the reliability of the network. One of the key 

challenges faced with WBSNs is securing data transmission 

since complex encryption algorithms cannot be employed due 

to the limited resources of processing power and memory. 

The proposed technique incorporates the deep Markov model 

for random bit sequence (RBS) generation from the ECG 

based data which has been used as the counterpart for the 

actual heart beats. The features which have been extracted for 

the inter pulse interval (IPI) are RR interval, SS Interval and 

QRS complex. The database used for the study is the MIT-

BIH library wherein the Electro Cardiogram data is available 

in the form of .mat files and can be processed for analysis. 

The security is based on the authentication provided by a 

random binary stream (RBS) which is 128 bits in length. The 

RBS is generated from the inter-pulse interval (IPI) extracted 

from the ECG waveform. The computation parameters 

considered are the entropy and the hamming distance. The 

performance evaluation parameters for the proposed 

technique are the entropy and the hamming distance. It has 

been shown that the proposed technique achieves better 

results in terms of hamming distance and entropy compared 

to previous work. 
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I. INTRODUCTION 

A. General 

Recent scientific and technological advancements have 

resulted in the connectivity of devices of different sorts. This 

has resulted in large as well as limited area networks. The 

need for data transfer over varying environments and 

topologies especially in the wireless format has resulted in the 

need for wireless sensor networks. Wireless sensor networks 

are the connectivity of several sensor modules connected to 

each other and to a remote control station. They share data 

among themselves and also to and in between the control 

station. With increased sophistication and advancements in 

wireless sensor networks, several categories of wireless 

sensor networks have evolved one among which is the 

wireless body sensor network (WBSN) or the body area 

network (BAN) which are used interchangeably in this 

dissertation. Wireless body sensor networks can be defined as 

the connectivity of sensors in the periphery of the human 

body which can communicate with each other as well as 

communicate with a central base station or control station. 

There are however several factors governing the reliability of 

the network. In general, a wireless sensor network (WSN) 

faces a serious threat of data security attacks due to the fact 

that data is shared among several sensing modules over free 

space and hence is not secured via guided transmission. The 

data thus transferred can be compromised and be attacked to 

adversaries who can silently either read and extract the data 

or even manipulate the data. Another chance remains the 

mechanism of denial of service to an authentic node in the 

network. A similar situation arises in front of the wireless 

body sensor networks which is nothing but a sub category of 

the wireless sensor networks. A major limiting factor of the 

wireless body sensor network is the fact that body sensor 

networks cannot afford to employ complex encryption 

mechanisms in the sensing modules used for data 

transmission because of computation and memory 

constraints. This poses a serious challenge in the 

implementation of body sensor networks with an assurance 

of high reliability and quality of service (QoS). Typically, 

wireless sensor networks are used in automation of industries, 

healthcare, defense and military, disaster management, smart 

cities just to name a few of its applications.  

B. Objective 

The objective of the proposed work is to enhance the 

performance of wireless body sensor networks (WBSNs) in 

terms of security. The objectives can be quantified as: 

 Designing a secure authentication mechanism for 

WBSNs. 

 Successfully processing the raw ECG data to remove 

effects of noise and compute features accurately. 

 Obtaining high Entropy (ensuring randomness) and high 

Hamming Distance (ensuring uniqueness or 

distinctiveness) 

 Additionally, it is to looked into that the raw data is 

to be pre-processed before the computation of the critical 

parameters such as IPI so as to authenticate the user in the 

BSN. 

II. LITERATURE REVIEW: 

1) Sandeep Pirbhulal at al. proposed a heartbeats based 

random binary sequences (RBSs) generation mechanism 

for the security and authentication of Wireless Body 

Sensor Networks. The database used for the study is the 

MIT-BIT library wherein the Electro Cardiogram data is 

available in the form of .mat files and can be processed 

for analysis. Moreover, actual monitoring using the ECG 
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monitoring device is also used. The security is based on 

the authentication provided by a random binary stream 

(RBS) which is 128 bits in length. The RBS is generated 

from the inter-pulse interval (IPI) extracted from the 

ECG waveform. The computation parameters considered 

are the entropy and the hamming distance. The 

significance of the hamming distance lies in the fact that 

a large hamming distance ensures uniqueness in the data 

streams of separate individuals thereby making it less 

likely to match or confuse the receiver of the actual 

sender’s identity. The entropy is significant since it tells 

us about the average information contained in a random 

bit stream. Thus high values of both hamming distance 

and entropy are envisaged.  

2) Peyman Dodangeh et al. proposed a wireless body area 

networks (WBANs) security mechanism for medical 

applications. It is shown that the data of patients is 

critical and needs to be safeguarded. It also focusses on 

the tier based mechanism for the Wireless Body Sensor 

Networks. It is also shown that the electrocardiogram 

based technique for securing the WBSN architecture is 

effective and light weight in nature too. Hence it can be 

employed in several applications. However, it is also 

very prone to disturbances and noises which need to be 

removed prior to computation of significant parameters 

ensuring the security of the data stream.  

3) Amel Arfaoui et al. presented a stochastic game for 

adaptive security in constrained wireless body area 

networks. It can be observed that there are several ways 

to secure the binary data transmission in the wireless 

sensor network. Generally a process is said to be random 

if the events comprising the process do no follow any 

pattern or governing rule. Moreover, its is necessary that 

the random binary stream generated for purpose of 

authentication is significantly random for possible 

attackers or adversaries yet not extremely complex for 

the actual receiver or data sink to decode. This 

necessitates the generation of a randomly varying data 

stream and which is also distinct enough for each user. 

The authors have used a stochastic game theory approach 

to generate the random data stream for the purpose of 

authentication.  

4) Amit Samanta et al. proposed a Dynamic Connectivity 

Establishment and Cooperative Scheduling mechanism 

for the WBSNs. Moreover, the designed WBSN was also 

aware of the Quality of Service (QoS) parameters. In the 

work, it is shown that it is significantly difficult to find 

the exact morphological features of the physiological 

signals extracted from the subject. It is often challenging 

to find the exact peaks in case the ECG is used as the 

physiological signal due the presence of disturbances. 

The quality of service (QoS) depends on several 

parameters such as the throughput of the system, the bit 

error rate of the system, the latency of the system, the 

hamming distance, the entropy and the power 

consumption. The benefit of a QoS aware body sensor 

network is the fact that it can adapt to the prevailing 

conditions in the network and thereby enhance the 

performance.  

III. PROBLEM IDENTIFICATION: 

A. General 

The fundamental challenges with authentication and security 

of wireless body sensor networks are: 

 Due to limited memory and processing resources, high 

end encryption can’t be employed in WBSNs. 

 ECG based authentication requires the analysis of ECG 

data which is extremely susceptible to effects of noise 

while: 

1) Capturing 

2) Storage 

3) Transmission 

4) Reception 

 In general, it is significantly difficult to find the 

exact morphological features of the physiological signals 

extracted from the subject. It is often challenging to find the 

exact peaks in case the ECG is used as the physiological 

signal due the presence of disturbances. Hence it is critically 

important to pre-process the data before the computation of 

morphological features. The data pre- processing is explained 

in the following section. 

B. Data-Pre Processing: 

The IPI based RBS generation is often challenging due to the 

following facts: 

 It is very difficult to remove the noise effects and residual 

noise effects can make the computation of the ECG based 

features inaccurate. 

 It is difficult to maintain both randomness and 

uniqueness of the RBS. 

 Randomness makes it difficult to attackers to detect the 

RBS 

 Uniqueness or distinctiveness is necessary to ensure that 

different individuals will generate different RBS. 

 The proposed work needs the high pass filter in 

order to remove the low frequency noise and artifacts 

intertwined with the signal under interest. 
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IV. PROPOSED METHODOLOGY: 

A flowchart summarizes the proposed approach. 

 
Fig. 4.1: Flowchart of Proposed System 

 

The flowchart of the proposed system is depicted in the figure 

above which clearly illustrates the working of the proposed 

methodology. 
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V. RESULT ANALYSIS: 

A. Obtained Results 

The dataset used in the work is the MIT-BIH db. The ECG 

data has been extracted in the form of .mat files. A subsequent 

evaluation of the obtained results follows. 

 
Fig. 5.1: Original Data Sample 

 The figure above depicts the original ECG data 

sample. It can be seen that there exists baseline drift and low 

frequency noise in the data. It is the raw ECG data obtained 

from the ECG database in the form of .mat files. 

 
Fig. 5.2: Filtered Data Sample 

 The figure above shows that the high pass filtering 

is competent to remove the baseline drift and associated low 

frequency noise effects. It can be seen that he vertical 

wandering of the signal with respect to the x-axis is absent 

indicating the removal of the major part of the noise and only 

the existence of the traces. 

 
Fig. 5.3: Squared Data Sample 

 The figure above depicts the squared version of the 

data samples. It makes easier to detect the peaks. This helps 

to detect the IPI or the QRS complex with much more 

accuracy. 

 
Fig. 5.4: QRS Complex Detection 

 The figure above depicts the extraction of the 

component named QRS complex among the continuous 

samples recorded and analysed. It is the most reliable of all 

the features for IPI detection. 
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Fig. 5.5: Single Transition Markov Chain 

 The figure above depicts the transition states of a 

discrete time Markov Chain with single transitions. The 

transition probabilities allow only a one way path transition 

for the Markov process. 

 
Fig. 5.6: Multiple Transition Deep Markov Chain 

 The figure above depicts the deep Markov chain 

with possible multiple transitions. The transition states 

become even more complex in terms of the multiple transition 

states. The randomness is responsible for more entropy of the 

received bit stream 

 
Fig. 5.7: Variation of Entropy w.r.t. RBS 

The figure above depicts the variation of the entropy as a 

function of the RBS generated. It can be clearly seen that the 

entropy varies between 0.995 and 1. 

 
Fig. 5.8: Variation of Hamming Distance w.r.t. No. of 

extracted bits/IPI 

The figure above depicts the variation of the Hamming 

distance as a function of the number of bits extracted per IPI. 

The more the number of bits, the more challenging it becomes 

to maintain a high hamming distance. 

Parameter Previous Work Proposed Work 

Hamming Distance 50 78 

Minimum Entropy 0.99 0.995 

Table 5.1: Comparison with previous work [1] 
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Fig. 5.9: Comparative Hamming Distance Analysis 

The figure above depicts the comparative hamming distance 

of previous work and proposed work [1]. 

 
Fig. 5.10: Comparative Entropy Analysis 

The figure above depicts the comparison minimum entropy 

of previous and proposed work [1]. 

VI. CONCLUSIONS  

It can be concluded from previous discussions that a very 

useful category of wireless sensor networks is the Wireless 

Body Sensor Networks (WBSNs). With increased 

sophistication and advancements in wireless sensor networks, 

several categories of wireless sensor networks have evolved 

one among which is the wireless body sensor network 

(WBSN) or the body area network (BAN) which are used 

interchangeably in this dissertation. Wireless body sensor 

networks can be defined as the connectivity of sensors in the 

periphery of the human body which can communicate with 

each other as well as communicate with a central base station 

or control station. There are however several factors 

governing the reliability of the network. 

 The proposed technique incorporates the deep 

Markov model for random bit sequence (RBS) generation 

from the ECG based data which has been used as the 

counterpart for the actual heart beats. The features which 

have been extracted for the inter pulse interval (IPI) are RR 

interval, SS Interval and QRS complex. The database used for 

the study is the MIT-BIH library wherein the Electro 

Cardiogram data is available in the form of .mat files and can 

be processed for analysis. The security is based on the 

authentication provided by a random binary stream (RBS) 

which is 128 bits in length. The RBS is generated from the 

inter-pulse interval (IPI) extracted from the ECG waveform. 

The computation parameters considered are the entropy and 

the hamming distance. The performance evaluation 

parameters for the proposed technique are the entropy and the 

hamming distance. It has been shown that the proposed 

technique achieves better results in terms of hamming 

distance and entropy compared to previous work. Increase in 

Hamming distance ensures higher chances of accurate 

detection and reliability at the receiving end. Higher entropy 

ensures higher information content of the bit stream.   The 

discrete time Markov chain also termed as DTMC has been 

implemented in the proposed work to generate the RBS. It has 

been shown that the proposed work attains higher value of 

hamming distance and entropy compared to the previously 

existing techniques. Thus it can be said that the proposed 

system achieves better security compared to the previously 

existing technique [1]. 
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